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Our Mandate 3 


The Centre was created in July 2000, to detect and deter money laundering by 
providing critical information to support the investigation and prosecution of money 
laundering offences. In December 2001, this mandate was expanded to include the 
detection and deterrence of terrorist activity financing. 


More specifically, FINTRAG’s mandate is to: 
receive and collect reports on suspicious and) prescribed financial transactions, and 
~ other information relevant to money laundering and terrorist activity financing; 
‘© receive reports on the cross-border movement of large amounts of currency or 
‘ monetary instruments; 
“» analyze and assess the information it receives; 
provide law enforcement with financial intelligence that it suspects would | be 
Televant to the investigation and prosecution of money laundering and | terrorist 
activity financing offences, as well as to provide CSIS with financial intelligence that 
would|be relevant to threats to the security of Canada; 
* ensure that personal information under its control is protected from) unauthorized 
disclosure; 


ensure compliance by financial institutions and other reporting entities with their 
obligations under the Act and) regulations; and 
enhance public awareness and understanding of matters related/to money laundering. 


Aes n u a / R é p 0 Our Mission, Vision and Values 


FINTIRAC’s Mission is to provide law enforcement and intelligence agencies with financial 
intelligence on money laundering, terrorist activity financing and threats to the security of 
Ganada, while ensuring the protection of the information it holds. 


Our Vision is to be a leader in providing timely and high quality financial intelligence in the 
_ global fight against money laundering and) terrorist financing, and thereby contribute to 
the public safety of Canadians. 


We Value 
People 
Teamwork 
Integrity 
Excellence 
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Financial Transactions 
* Currency Exchange Credit Unions 
° Deposit 
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¢ Real Estate Purchase Brokers or Agents 


Etc... 


Real Estate Brokers 


Securities Dealers 


Cross-Border 


Movement of 
Currency or Monetary 
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Trust & Loan Companies 
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Foreign Exchange Dealers 
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FINTRAC monitors the quality 
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Electronic Funds Transfer Reports 
Large Cash Transaction Reports 
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External Databases 


Foreign Financial Intelligence 
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Voluntary Information 
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Ottawa, Canada K1P 1H7 Ottawa, Canada K1P 1H7 


Office of the Director Cabinet du directeur 


September 30, 2003 


’ The Honourable John Manley, P.C., M.P. 
Deputy Prime Minister and Minister of Finance 
LEsplanade Laurier 

140 O’Connor Street 

21st Floor, East Tower 

Ottawa, Ontario 


K1A 0G5 
Dear Minister: 


Pursuant to Section 71(1) of the Proceeds of Crime (Money Laundering) and Terrorist Financing Act, 

I am pleased to present you with the second Annual Report for the Financial Transactions and Reports 
Analysis Centre of Canada. This report, which covers the period from April 1, 2002 until March 31, 2003, 
highlights the activities we have undertaken and the results we have achieved in our efforts to detect, 


deter and prevent money laundering and terrorist financing. 


I look forward to building on this solid foundation as we continue to deliver financial intelligence in 


the fight against money laundering and terrorist financing. 


Yours sincerely, 


Lon k Web 


Horst Intscher 


Director 


i+l 


Canada 
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Message from 
the Director 


uring the past year, FINTRAC became a full-fledged financial intelligence unit 

(FIU) that makes an important contribution to the domestic and inter- 

national fight against organized crime and terrorism. A number of milestone 
accomplishments were achieved during the year, including: bringing into force all 
transaction reporting streams mandated by legislation and regulations; achieving more 
than ninety-nine per cent electronic reporting of those transactions; firmly establishing 
a capacity for terrorist financing and money laundering analysis; and, delivering high- 
quality intelligence disclosures to law enforcement and national security agencies. By the 
end of the fiscal year, FINTRAC had made over one hundred intelligence disclosures to 
police and security agencies. About three out of four disclosures involved suspected 
money laundering, and the remaining cases related to suspicions of terrorist financing 
and other threats to national security. The monetary value of the suspect financial 


transactions disclosed stands at about $460 million. 


Money laundering and terrorist financing are complex activities. Their powerful corrosive 
and corruptive potential has led many countries to implement strong measures to detect 
these transactions, as a first step in mounting a deterrent response to the individuals and 
groups involved in such activities. Combating money laundering and terrorist financing 
aims at disrupting the groups engaged in these activities and seeks the forfeiture of the 
proceeds of their illicit activity. Achieving these objectives requires the sustained active 
engagement and strong collaborative effort of a range of actors, both public sector and 
private sector, including financial institutions and intermediaries, police and security 


agencies, prosecutors, and the courts. 


FINTRAC is one element in this larger constellation of organizations committed to the 
fight against organized crime and terrorism. Because of the nature of its mandate and 
responsibility, FINTRAC’s work is situated near the beginning of a process that starts with 
the reporting of transaction information by reporting entities and culminates with the 


prosecution of perpetrators and the forfeiture of assets. FINTRAC’s role is to analyze 
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reported information, looking for those transactions and patterns that are suspected of 
being related to terrorist financing or money laundering and disclosing relevant cases as 
“intelligence”, or leads, to investigative bodies at the federal, provincial and municipal 
level. These investigative bodies, in turn, where appropriate, conduct investigations and, 
if warranted, bring charges against individuals involved in these activities. Because of the 
complexity of money laundering and terrorist financing cases, and the covert 
character of much of the activity related to these crimes, investigations can be time 
consuming and resource intensive, and the outcomes of this part of the process may not 


be visible for some time after a disclosure is made by FINTRAC. 


In this year’s Annual Report we describe in some detail not only the nature of work we 
undertook during the past year, but also the results we achieved. We are proud of these 
accomplishments, and we look forward to continuing and expanding on them in 
the future. We are now contributing valuable intelligence to the broader effort to deter 
organized crime and terrorism. Feedback from recipients of our intelligence products has 
been very positive. As the start-up phase of our existence is now largely completed, we 
expect to dedicate our future efforts to expanding the range, the quality, and the number 


of the intelligence disclosures we make to law enforcement and security agencies. 


Finally, I would like to express my great appreciation for the outstanding support 
FINTRAC has received from its partners in the financial sector, as well as from law 
enforcement and national security agencies. Without their valuable contribution, our 


successes would not have been possible. 


Honk Web 


Horst Intscher 


Director 
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Who We Are 


Accurate and timely intelligence is key to the global fight against money 
laundering and terrorist financing. As Canada’s financial intelligence unit, 
FINTRAC contributes a unique brand of intelligence to illuminate the money 
trail of criminals and terrorists and provides valuable information that assists 


police and other agencies in criminal investigations. 


he Financial Transactions and Reports Analysis Centre of Canada, or FINTRAC, 
is Canada’s FIU, a specialized agency created to receive, analyze, assess and 
disclose financial intelligence on suspected money laundering, terrorist activity 
financing, and threats to the security of Canada. Established in July 2000, the Centre is an 
integral part of our country’s commitment to the fight against money laundering and 


terrorist activity financing. 


FINTRAC is an independent agency, operating at arm's length from the police, and other 
departments and governmental agencies to which it can provide financial intelligence, 
such as the Canadian Security Intelligence Service (CSIS), the Canada Customs and 


Revenue Agency (CCRA) and Citizenship and Immigration Canada (CIC). 


The Centre reports to Parliament through the Minister of Finance, who is responsible 
for the Proceeds of Crime (Money Laundering) and Terrorist Financing Act (PCMLIFA) 
and its accompanying regulations. The Minister may direct FINTRAC on matters that 
materially affect public policy or the Centre’s strategic direction. In addition, the Minister 
may enter into agreements with foreign governments for the exchange of information 
between FINTRAC and foreign FIUs and must approve the agreements FINTRAC enters 


into with foreign FIUs. 


FINTRAC is headed by a Director, appointed by the Governor-in-Council, who has all 
the powers of a deputy head of a department, as well as those of a separate employer. 
The Director is required to report to the Minister of Finance, from time to time, on the 
exercise of these powers and the performance of duties authorized under the Act. 
However, the Director is prohibited by law from disclosing to the Minister any 
information that would directly or indirectly identify any individual who made a report to 


the Centre or who is the subject of a report to the Centre. 
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Our Organization 


As of March 2003, FINTRAC’s workforce numbered 160 employees. A substantial 
percentage is located at headquarters in Ottawa, performing a broad range of 
operational, management and administrative functions. The balance of employees are 
located in Montreal, Toronto and Vancouver, Canada’s main financial centres. Staff in 


these regional offices perform liaison and compliance functions. 


The Need for Financial Intelligence 


In the 1980s, the world community realized that problems caused by organized crime in 
general, and money laundering in particular, could not be solved by individual countries 
working in isolation. To combat these criminal activities, there needed to be a global 
effort involving extensive international cooperation. FINTRAC'’s origins are rooted in this 


global effort. 


This need for international cooperation to detect money laundering was reflected in the 
1988 United Nations Convention against Illicit Traffic in Narcotic Drugs and Psychotropic 
Substances (the Vienna Convention). Canada joined with other nations to sign 
this Convention. In 1989, at their Economic Summit, the leaders of the G7 countries 
established the Financial Action Task Force (FATF) on Money Laundering, with Canada 
as one of the founding members. The original purpose of the FATF was to spearhead 


international efforts against money laundering. 


That same year, Canada enacted legislation under which the possession and laundering 
of proceeds of crime were made offences under the Criminal Code. In 1990, the FATF 
issued its Forty Recommendations on measures to be implemented by member 
countries to combat money laundering’. Then, in 1991, Canada enacted the Proceeds of 
Crime (Money Laundering) Act, which required many financial institutions to identify 


their customers and to maintain records. 


1 The FATE adopted the Forty Recommendations, its anti-money laundering standards, in 1990, and revised 
them in 1996. It undertook an extensive review of the Recommendations beginning in 2001, in order to update 
and strengthen the standards. The FATF announced the revised standards in June 2003. The new or enhanced 
requirements include: the identification by the financial entities of the beneficial owners such as the identification 
of persons owning or controlling companies, partnerships and trusts, and the extension of anti-money laundering 
obligations to non-financial entities - casinos, real estate agents, dealers in precious metals and stones, 
accountants, lawyers, notaries, trust and loan companies. The Department of Finance is reviewing the 
implications of the new standards on Canada's anti-money laundering and anti-terrorist financing regime and 
FINTRAC is an active partner in that review. 
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It was during this same period that some FATF members began to create FIUs. These 
specialized agencies collect, analyze and disclose financial intelligence about proceeds 
of crime and money laundering. In 1995, a number of these FIUs came together to form 
the Egmont Group, whose purpose is to provide an international forum for cooperation 
and exchange of information with member countries in support of their anti-money 
laundering regimes. The Group’s goals were recently expanded to include combating 


terrorist activity financing. 


In 1996, the FATF called on all member countries, including Canada, to require financial 
intermediaries to report suspicious transactions to a central FIU. That same year, Canada 
made a commitment to introduce a new regime to deal with money laundering. This 
commitment set the stage for FINTRAC, which, following the passage of the Proceeds of 


Crime (Money Laundering) Act, came into effect on July 5, 2000. 


Over the next year and a half, the Centre worked vigorously to set up the organizational 
infrastructure and technology it needed to become operational in the fall of 2001. 
In December 2001, the Proceeds of Crime (Money Laundering) Act was renamed the 
Proceeds of Crime (Money Laundering) and Terrorist Financing Act, and FINTRAC’s 
mandate was amended to include the detection and deterrence of terrorist activity 


financing. 


Canada’s Anti-Money Laundering and Anti-Terrorist Financing Initiative 


FINTRAC occupies an important position in the constellation of organizations involved 
in Canada’s fight against money laundering and terrorism. Each of these organizations 
has a particular relationship with FINTRAC. Due to the nature of its mandate, the 
Centre's work is situated at the beginning of a process that starts with the reports to 
FINTRAC by financial institutions and intermediaries. With the assistance of specialized 
automated tools, skilled staff analyze the reported transactions and information from 
other sources to extract financial intelligence that would be relevant to the investigation 
or prosecution of money laundering offences, terrorist activity financing offences, and 


threats to the security of Canada. 
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FINTRAC’s core product is case-specific financial intelligence. When FINTRAC is 
satisfied that it has reasonable grounds to suspect that its information would be 
relevant to an investigation or prosecution, it discloses this financial intelligence to law 
enforcement and/or intelligence agencies. These agencies, where appropriate, conduct 
investigations, and if warranted, bring charges against the individuals involved. 
The recipients of the intelligence may include the Royal Canadian Mounted Police 


(RCMP), provincial and municipal police agencies, CSIS, CCRA, and CIC. 


Money laundering and terrorist financing cases can be extremely complex, often 
involving many players implicated in transnational and covert illicit activity. The 
investigations are often time and resource intensive. For this reason, the time between 


FINTRAC’s initial disclosure and the conclusion of an investigation can be quite lengthy. 


In addition, FINTRAC has signed information exchange agreements with certain foreign 
FIUs worldwide, enabling it to provide financial intelligence to its counterparts that can 
be crucial to investigations of cases involving the international movement of funds. 


Equally, it can receive information from these FIUs, which is useful to its own analysis. 


FINTRAC is also well situated to provide strategic intelligence about trends and 
typologies of money laundering and terrorist financing. Because money laundering and 
terrorist financing are almost always transnational in character, and because an 
important part of FINTRAC’s role is to exchange information with like bodies in other 
countries, it is also well placed to provide a strategic overview from an international 


perspective. 


FINTRAC is active in many initiatives aimed at fostering international cooperation at 
the policy level. Notable among these is its participation in the Egmont Group, where 
FINTRAC is engaged in the sharing of best practices and other activities designed to 
strengthen support for member countries’ anti-money laundering and anti-terrorist 


financing regimes. 
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What We Do 


The essence of FINTRAC’s business is to receive and analyze raw financial information 
and to disclose the resultant financial intelligence to law enforcement and national 


security agencies. 


Receipt of Financial and Other Information 


The PCMLTFA and its accompanying regulations establish the legal obligation for 
financial institutions and intermediaries, referred to as reporting entities, to report 
certain kinds of transactions to FINTRAC. The Act also obliges anyone importing or 
exporting large sums of cash or monetary instruments to report these to CCRA. These 


reports are forwarded to FINTRAC. 


Who must report* 

e Financial entities (including banks, credit unions, caisses populaires, trust and 
loan companies and agents of the Crown that accept deposit liabilities); 

e Life insurance companies, brokers or agents; 

e Securities dealers, portfolio managers and investment counsellors who are provincially 
authorized; 

e Persons engaged in the business of foreign exchange dealing; 

© Money services businesses (including alternative remittance systems, such as Hawala, 
Hundi, Chitti, and others); 

¢ Agents of the Crown when they sell money orders; 

e Accountants and/or accounting firms (when carrying out certain activities on behalf 
of their clients); 

e Real estate brokers or sales representatives (when carrying out certain activities on 
behalf of their clients); 

© Casinos; and 

e Individuals or entities when importing or exporting large amounts of currency or 


monetary instruments into or out of Canada. 


*On March 20th, 2003, regulations came into force repealing the provisions that 
subjected the legal profession to the reporting requirements set out in Part 1 of the 


Proceeds of Crime (Money Laundering) and Terrorist Financing Act. 


What is reported 

° Suspicious transactions related to money laundering; 

° Suspicious transactions related to terrorist financing; 

° Possession or control of terrorist property; 

e International electronic funds transfers of $10,000 or more; 
¢ Large cash transactions of $10,000 or more; and 


Cross-border movements of $10,000 or more in currency or monetary instruments. 
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FINTRAC is unique among the world’s FIUs in that the legislation requires reporting 
entities to submit their reports electronically wherever possible. FINTRAC has secure 
internet-based systems in place to receive this information. Consequently, the millions 
of financial transaction reports provided to FINTRAC can be accessed, collated, and 
analyzed quickly. Such speed allows FINTRAC to identify and deal with any problems 
or reporting errors quickly, and greater accuracy results from eliminating the need to 
re-enter data. Ultimately, this means more timely analysis and disclosure of intelligence 
about suspected money laundering or terrorist activity financing, and threats to the 
security of Canada, facilitating the likelihood of a successful investigation and/or 


prosecution. This can be vital to a timely response by law enforcement and/or CSIS. 


Analyzing Information 


The analysis of financial transactions and other information to identify suspected 
criminal activity is the essence of FINTRAC’s work. The Centre conducts independent 
analysis of the information it receives, combining the skills of its analysts with a variety 
of methods and automated tools to detect suspected money laundering, terrorist 


financing, and threats to the security of Canada. 


Specially designed technological tools sort through large quantities of data to isolate 
activity pointing to possible money laundering or terrorist activity financing. Analysts 
then apply their skills and judgment to examine the information and assess whether it 


meets the threshold for disclosure. 


Analysts look for patterns of transactions that suggest the existence of unusual 
activity. Typically, the starting point is a report, or a series of reports, of financial 
transactions. Analysts then search through the Centre’s database to see if there is any 
other information that has been reported related to the subject of the report. If so, they 
match this information with accessible information from other sources, including 
information provided voluntarily by law enforcement, intelligence agencies, foreign 
financial intelligence units, and the general public. Analysts also make use of publicly 
available information, commercial databases, and federal or provincial government 
databases maintained for the purpose of law enforcement, to which the Centre has 
access. Analysts use this information to discern any anomalies suggesting a suspicion of 


money laundering or terrorist activity financing. 
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With money laundering, the crime or crimes have already been committed and the 
analysts look for patterns that indicate attempts to disguise the illegal origin of funds. As 
an example, FINTRAC may receive reports on large cash deposits made by a particular 
small business. These reports by themselves would not be enough to trigger suspicion 
because many small businesses typically deal in high volumes of cash. However, 
FINTRAC may also receive reports showing that the same business also made suspicious 
cash deposits. Furthermore, analysts may determine that the business has made 
significant wire transfers each week to a bank in a foreign jurisdiction. In combination, 
these factors alert FINTRAC’s analysts to take a closer look at the transactions, to try to 


identify other associates or networks. 


Once it is established that there are reasonable grounds to suspect money laundering, 
FINTRAC must disclose to the appropriate police force. Similar circumstances could also 
lead to a disclosure to law enforcement and to CSIS based on reasonable grounds to 
suspect terrorist activity financing, and threats to the security of Canada. Terrorist 
financing may involve relatively small amounts of money, and terrorist groups may also 
obtain revenue through what appear to be legitimate means. An individual financial 
transaction or series of transactions may not seem significant by itself, but may become 


more significant when linked to additional information. 


Terrorist financing is directed towards what may be an imminent act of terrorism. Speed 
is of the essence in providing relevant information to law enforcement and to CSIS. 
FINTRAC’s analysts must, therefore, be able to zero in quickly on suspected cases and 
make the appropriate disclosures without delay. The receipt of reports on international 
electronic funds transfers and collaboration with FIUs in other countries are both 
important for analysts in their efforts to understand how terrorist networks finance their 


plans, and to piece together the money trail. 
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Money Laundering 

Money laundering is the process used to disguise the source of money or assets derived 
from criminal activity. Profit-motivated crimes span a variety of illegal activities from drug 
trafficking and smuggling to fraud, extortion and corruption. The scope of criminal proceeds is 


significant — estimated at some $500 billion to $1 trillion (U.S.) worldwide each year. 


Money laundering facilitates corruption and can destabilize the economies of susceptible 
countries. It also compromises the integrity of legitimate financial systems and institutions, 
and gives organized crime the funds it needs to conduct further criminal activities. It is a 
global phenomenon, and the techniques used are numerous and can be very sophisticated. 
Technological advances in e-commerce, the global diversification of financial markets and new 
financial product developments provide further opportunities to launder illegal profit and 


obscure the money trail leading back to the underlying crime. 


While the techniques for laundering funds vary considerably and are often highly intricate, 
there are generally three stages in the process: placement, which involves the introduction 
of proceeds of crime into the financial system; layering, which involves converting the 
proceeds of crime into another form and creating complex layers of financial transactions to 
disguise the audit trail and the source and ownership of funds (e.g. the buying and selling of 
stocks, commodities or property); and integration, which involves introducing the laundered 


proceeds back into the economy under a veil of legitimacy. 


Terrorist Financing 

Terrorist activity financing may involve funds raised from legitimate sources, such as personal 
donations and profits from businesses and charitable organizations, as well as from criminal 
sources, such as the drug trade, the smuggling of weapons and other goods, fraud, kidnapping 


and extortion. 


Terrorists use techniques like those of money launderers to evade authorities’ attention and to 
protect the identity of their sponsors and of the ultimate beneficiaries of the funds. However, 
financial transactions associated with terrorist financing tend to be in smaller amounts than is 
the case with money !aundering, and when terrorists raise funds from legitimate sources, the 


detection and tracking of these funds becomes more difficult. 


To move their funds, terrorists use the formal banking system, informal value-transfer 
systems, Hawalas and Hundis and, the oldest method of asset-transfer, the physical 
transportation of cash, gold and other valuables through smuggling routes. FINTRAC’s analysts 
are finding that in their disclosures to date, funds suspected of being used for terrorist 
financing activities are moved out of Canada through traditional banking centers to countries 


with major financial hubs, in what is likely an effort to conceal their final destination. 
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Threats to the Security of Canada 
FINTRAC'’s role is to provide CSIS with financial intelligence to assist that agency in fulfilling its 
mandate of investigating threats to the security of Canada. Threats to the security of Canada 


are defined in the Canadian Security Intelligence Service Act as: 


(a) espionage or sabotage that is against Canada or is detrimental to the interests 
of Canada or activities directed toward or in support of such espionage or sabotage; 

(b) foreign influenced activities within or relating to Canada that are detrimental 
to the interests of Canada and are clandestine or deceptive, or involve a threat 
to any person, 

(c) activities within or relating to Canada directed toward or in support of the threat 
or use of acts of serious violence against persons or property for the purpose of 
achieving a political, religious or ideological objective within Canada or a foreign 
state; and, 

(d) activities directed toward undermining by covert unlawful acts, or directed toward 
or intended ultimately to lead to the destruction or overthrow by violence of the 
constitutionally established system of government in Canada, but does not include 
lawful advocacy, protest or dissent, unless carried on in conjunction with any of the 


activities referred to in paragraphs (a) to (d). 


Disclosing Intelligence 


FINTRAC'’s principal product is the intelligence resulting from its detailed analysis of the 


financial information it receives. 


Following its assessment and analysis of all relevant information in its possession, 
FINTRAC must disclose designated information to the appropriate police force when 
it has reasonable grounds to suspect that this information would be relevant to the 
investigation or prosecution of a money laundering or a terrorist activity financing 
offence. FINTRAC must disclose to CSIS when it has reasonable grounds to suspect the 


information would be relevant to terrorist activity financing and threats to the security of 


Canada. 
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Designated information identifies individuals or entities and their transactions. 


Designated Information 

e Name of person(s) involved in the transaction(s) 

e Address of person(s) involved in the transaction(s) 

© Date of birth 

e Citizenship 

e Passport, record of landing or permanent resident card number 

e Name, address of company(ies) involved in the transactions 

e Name, address and type of business where the transaction(s) occurred 

e Date and time of the transaction(s) 

¢ Type and value of the transaction including the amount and type of currency 
or monetary instruments involved 

e Transaction, transit and account number 

¢ Name of importer or exporter in the case of importation or exportation of 


currency or monetary instruments 


Once the threshold of reasonable grounds to suspect money laundering or terrorist 


financing is met, FINTRAC must also disclose such designated information to: 


e The Canada Customs and Revenue Agency (CCRA), when the intelligence is 
also determined to be relevant to an offence of evading or attempting to evade 


federal taxes or duties; and, 


e Citizenship and Immigration Canada (CIC), when the intelligence is also 
determined to be relevant to certain provisions of the Immigration and 


Refugee Protection Act. 


FINTRAC may also disclose designated information to FIUs with which it has concluded 


a memorandum of understanding (MOU) providing for such exchange of information. 


The initial disclosure of designated information can assist new or on-going 
investigations. If police or CSIS require further information, they must obtain a court 
order to gain access to FINTRAC’s full analysis. These court orders are granted only for the 
purposes of investigations of money laundering, terrorist activity financing offences, or 


threats to national security. 
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Protecting Information 


FINTRAC must ensure that the information it is mandated to receive and hold is 
protected from unauthorized use and disclosure. The PCMLTFA sets out numerous 
provisions specifically designed to protect the privacy of individuals and defines the 
circumstances under which FINTRAC may disclose personal information. It also sets out 


stiff penalties for unauthorized use and disclosure. 
Ensuring Compliance 


There are over 100,000 entities and individuals potentially subject to the obligations as 
set out in the PCMLTFA including reporting, record keeping, client identification and 
implementing a compliance regime. FINTRAC is responsible for ensuring they comply 
with these obligations. This is a very important part of its mandate, as complete and 
timely reporting ensures the flow of information that is critical to the effectiveness of its 
analysis. Compliance with record-keeping and client identification requirements 
ensures that the money trail exists, enabling law enforcement to pursue investigations 


where warranted. 


FINTRAC believes the best compliance results flow from cooperation, and favours a 
cooperative approach with reporting entities. The Centre provides advice and assistance 
where needed and works constructively with reporting entities to make sure they 


understand their obligations. 


In view of the huge number of reporting entities involved, FINTRAC’s risk management 
approach focuses first on those entities identified as most likely to be in non- 
compliance, and then seeks to employ methods - ranging from providing more 
information and outreach to formal examinations — that are most appropriate to bring- 
ing about compliance. FINTRAC may, however, refer cases to law enforcement when the 
cooperative approach fails to result in satisfactory compliance. This could result in 
criminal charges and, depending on the offence, convictions resulting in up to five years 


imprisonment, a fine of up to $500,000, or both. 
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Because of their direct oversight responsibilities, federal and provincial regulatory 
bodies for many of the sectors subject to the PCMLTFA have a significant role to play in 
helping to promote compliance among the reporting entities under their authority. 
FINTRAC met with over 50 regulatory bodies in various sectors such as securities, real 
estate, banking, credit unions and caisses populaires, trust and loans, life insurance, 
casinos and the accounting profession, to initiate outreach approaches and other 
measures whereby regulators and FINTRAC can work together to further compliance. 
(Amendments to the PCMLTFA are required to permit the sharing of this compliance 


information. These are currently before Parliament). 


Enhancing Public Awareness 


Part of FINTRAC's mandate is to make Canadians aware of the issues surrounding money 
laundering. To this end, FINTRAC produces pamphlets and other promotional materials 
and uses a number of other strategies to disseminate information. It also maintains a 


public website (www.fintrac.gce.ca) and a toll-free number at 1-866-346-8722. 


FINTRAC has conducted annual polling research for the last three years. The survey in 
2002-2003 revealed a fairly high degree of awareness of money laundering, indicating that: 
e 9 in 10 Canadians recognize the term money laundering; 
e 42% of Canadians claim to have a good or very good understanding 
of money laundering; 
© 81% of Canadians believe that money laundering has an impact on the 
Canadian economy; and 


e 58% of Canadians associate money laundering with drug trafficking. 


* Web site visits 


B® 200! - 2002 
Mi 2002 - 2003 


Quarter | 2 3 4 


* Includes web visits for reporting requirements. 
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Our Results for 
2002-2003 


In Full Production Mode 


INTRAC’s 2002-2003 priorities reflected its determination, as a new FIU, to set, 
achieve and maintain high standards. We committed, through the application of 
state-of-the-art technology and through the diligence of highly qualified and 


dedicated staff, to facilitate the submission of financial transaction reports to us. 


Meeting Our Priorities for 2002-2003 


e High Quality Financial Intelligence, as reflected in initiatives that directly contribute 


to our ability to deliver high quality financial intelligence. 


e Leadership in E-Government, as expressed in our commitment to full electronic 


reporting and utilizing modern technology to fulfill our mandate. 


e Exemplary Employer, as demonstrated through recruitment and retention with a 


focus on innovation, quality, continuous learning and teamwork. 


Our results illustrate our success in these areas. The year 2002-2003 saw FINTRAC 
move from the building phase of its first year into full production mode. In April 2002, 
we were receiving just one category of financial transaction information (suspicious 
transaction reports) from reporting entities and we began to make disclosures of 


suspected cases of money laundering. 


By the end of March 2003, we were receiving all categories of financial reports currently 
mandated at the rate of thousands of reports daily, totaling over 2 million for the year, 
and achieving more than 99% electronic reporting of those transactions. We had made 
over 100 disclosures to law enforcement and national security agencies. The value of the 


suspect financial transactions disclosed was approximately $460 million. 
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Even as the work of adjusting vital parts of our organization to accommodate the 
transition from “building” to “producing” continued, we were able to deliver on our core 
business line - high quality financial intelligence. We worked with reporting entities to 
improve the quality and quantity of financial transaction reports sent to us for analysis. 
At the same time we made substantial progress in demonstrating the value of this 
product to law enforcement and national security agencies. We also became a 


full-fledged player on the international stage, joining the Egmont Group in June 2002. 


Our efforts in these areas, and the results they have yielded, are set out here in detail. 


Enriching Our Analysis 


Enhancing Our Information Base 


The PCMLTFA and its accompanying regulations give FINTRAC access to the wide 
range of financial information it needs to be effective in its role. The first phase of 
these regulations, requiring the reporting of suspicious transactions related to money 


laundering to FINTRAC, came into force in November 2001. 


In 2002-2003, the remaining phases of regulatory requirements came into effect, making 


it mandatory for the following types of reports to be provided: 


e International SWIFT Electronic Funds Transfers (EFTs) of $10,000 or more 
(June 12, 2002) and other EFTs of $10,000 or more (March 31, 2003); 

e Suspicious Transaction Reports related to Terrorist Financing Activities (T.ESTRs) 
June 12, 2002); 

e Terrorist Property Reports (June 12, 2002); 

e Customs Seizure Reports (January 6, 2003); 

e Cross Border Currency Reports (CBCRs) of $10,000 or more (January 6, 2003); and 

e Large Cash Transaction Reports (LCTRs) of $10,000 or more (January 31, 2003). 
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With all mandated reporting on stream, our database increased exponentially. The 
immediate impact of the new reports was to enrich FINTRAC’s analysis, enabling 
analysts to search a broader range of information in an effort to uncover money trails 
related to money laundering, terrorist financing, and threats to the security of Canada. 
FINTRAC continued to receive voluntary information from law enforcement, security 
agencies and the public. This can often provide a critical piece of the puzzle, 
at times completing a picture of what initially may have appeared to be a series of 
disconnected or loosely connected financial transactions. At this early stage in our 
operations, voluntary information has proven to be very useful and has aided in our 
ability to produce timely and relevant disclosures. The successful completion during 
2002-2003, of an agreement to access the Canadian Police Information Center (CPIC), 
the national database used by all law enforcement agencies across Canada, has also 
assisted with our analysis. We have also begun negotiations with police agencies across 


the country to obtain access to other key law enforcement databases. 


Significant Increase in Reports Received 


March 31, 2003 
Over 2.2 Million reports 


were sent to FINTRAC 


Large Cash Transaction 
Reporting 
(January 31, 2003) 


Cross-Border 
Reporting 
(January 6, 2003) 


SWIFT EFT 
Reporting 


T.F.STR 
Reporting 
Qune 12, 2002) 


March 31, 2002 3,718 reports were sent to FINTRAC 
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Meeting the IT Challenge 


During the past year, FINTRAC's reporting streams grew from a few dozen reports per 
day, to over 5,700 reports’ per day on average, seven days a week, representing the full 
set of mandated reporting. These reports were submitted by a diverse group of reporting 
entities, ranging from Canada's major banks, with their thousands of branches and 
complex automated processes, to the home office setups of smaller reporting entities. 
Preparing for the phase-in of reporting streams was one of the most significant 
challenges that FINTRAC faced and met during 2002-2003. The task of establishing 
appropriate automated arrangements to receive each additional major reporting stream 


of thousands of financial transactions demanded considerable planning and expertise. 


With the daily influx of large volumes of new financial transaction reports, it was vital 
to have the information technology systems in place to handle them. FINTRAC made 
certain that reporting entities were aware of their reporting obligations and, where 
possible, it facilitated the transmission of reports and provided tools for the preparation 


of reports. 


FINTRAC worked with reporting entities to develop a range of facilities to accommodate 
both the major reporting entities’ large processing systems and the low volume reporters. 
Specifically, it developed systems that would allow the large entities to produce huge 
volumes of reports automatically on a daily basis as a byproduct of their own 
systems. In so doing, it ensured that its computer systems were technically compatible 
with some of the most sophisticated computer centres in Canada. At the same time, it 
provided a user-friendly and fully secure facility for small business proprietors who 


would only occasionally report. 


To enable small and medium-sized reporting entities to prepare reports and have them 
reviewed internally before sending them to FINTRAC, we also developed in-house, a 
FINTRAC Report Preparation Software (FRPS) package. This package can be downloaded 
from the Internet and saves reporting entities the costs of developing their own software. 
At the same time, FINTRAC benefits from improved data quality and a more efficient 
data transmission process. Its reporting page on the website was also improved and user 
manuals were provided online, as well as Helpdesk support to facilitate the use of this 


software package. 


2 As of the date of printing of this report, our automated process receives an average of 24,000 reports each day. 
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To achieve wide availability of service, we chose to use the Internet for report 
transmission. Special security measures have been implemented to ensure privacy 
protection of the information reported to us. To minimize the costs of international EFT 
reporting and to maximize electronic reporting, we adopted the data processing 
system used by the international banking community. With this approach, reports 
on international EFTs of $10,000 or more are received automatically by FINTRAC at the 
end of each bank's processing day, and are downloaded on a daily basis into our database 


for analysis. 


These reporting systems were designed in cooperation with the reporting community 
through a series of consultations and exchanges, from the Canadian Bankers Association 
to individual firms, and through seminars across the country with trade associations 
and individual members of each reporting entity sector. As well, several small and 
medium-sized firms volunteered to be part of a pilot test community to assess our report 
preparation software package. To receive the cross border currency reports and seizure 


reports, we worked closely with our colleagues at CCRA. 


Thanks to these careful preparations and cooperative testing with major reporting 
entities, we met our IT challenge and achieved our goal of a streamlined, non-intrusive, 
highly secure and relatively easy to use data collection system for the 100,000 entities 
potentially subject to the reporting requirements. In total, we received over 2 million 
reports in 2002-2003. By the end of the year, 98.4% of all suspicious transaction reports 
were received electronically, up from 95.2% in the previous year. Of the total number of 
reports of all types that we now receive, over 99% are in electronic form, putting us in the 
forefront among FIUs worldwide. Each day, our analytical database is updated, and the 


analytical processes are run in order to be ready for scrutiny of selected reports. 


Monitoring and Supporting Compliance — A Cooperative Approach 


It is vital to ensure that FINTRAC receives these transaction reports and that they be 
of the highest quality possible. The Centre's compliance approach covers a range of 
activities, from increasing reporting entities’ awareness of their obligations under the Act 
and accompanying regulations, to performing on-site examinations. FINTRAC is 


committed to working with reporting entities in a constructive and cooperative manner. 
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In 2002-2003, FINTRAC designed the foundation for its compliance strategy that 


includes: 


¢ Monitoring compliance by putting appropriate mechanisms in place; 

e Detecting and reducing reporting errors by developing quality assurance 
procedures; 

e Assessing the risk of non-compliance by tracking the reporting behavior 
of all sectors; and, 

¢ Supporting a range of verification approaches by developing procedures 


and tools, such as self-assessment questionnaires and on-site audits. 


In 2002-2003, we developed a risk management framework for compliance. With this 
approach, the task is to identify sectors or entities where the risk of non-compliance is 


high, and then tailor our interventions to mitigate specific concerns. 


Risk Management Framework to Ensure Compliance 


Risk Identification: Risk Quantification: 


Identify risk factors Assess risk by sector 
and by reporting entity 


Monitor and Follow-up: Response to Risk: 
Assess the results of Select appropriate 
measures taken to compliance intervention 
enhance compliance for each entity or sector 


To increase awareness of the obligation to comply with the PCMLTFA and to explain the 
requirements, we developed and issued a series of guidelines. Some of these provide 
broad guidance for all reporting entities, while others are tailored to specific sectors. Our 
guidelines provide a plain language overview of the requirements and are updated as 
required to address changes to the legislation, or areas where further clarification is 
needed. We have received positive feedback on the usefulness of these guidelines both 
from reporting entities and from foreign FIUs interested in best practices among the 


international FIU community. 
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Guidelines published in 2002-2003 

Guideline 1: Backgrounder 

Guideline 2: Suspicious Transactions 

Guideline 3A: Submitting Suspicious Transactions Reports to FINTRAC Electronically 
Guideline 3B: Submitting Suspicious Transactions Reports to FINTRAC by Paper 
Guideline 4: Implementation of a Compliance Regime 

Guideline 5: Submitting Terrorist Property Reports 

Guideline 6: Record Keeping and Client Identification 


Life Insurance Companies, Brokers or Agents 

© Legal Counsel’, Accountants and Real Estate Brokers or Sales Representatives 

e Money Services Businesses 

e Foreign Exchange Dealers 

e Securities Dealers 

e Casinos 

e Financial Entities 
Guideline 7A: Submitting Large Cash Transactions Reports to FINTRAC Electronically 
Guideline 7B: Submitting Large Cash Transactions Reports to FINTRAC by Paper 


Guideline 8: Electronic Funds Transfers 


To further ensure that reporting entities understand their obligations and the role they 
play in addressing the problem of money laundering and terrorist activity financing in 
Canada, we embarked on extensive outreach activities. In 2002-2003, this included over 
400 presentations, site visits, media interviews, articles in industry journals, fact sheets 
and participation in trade shows and other industry conferences. Much of our outreach 
effort was, first, directed at providing consistent, uniform advice to reporting entities on 
issues arising from the application of the legislation and second, at establishing a process 
to address difficulties that might subsequently occur. We also engaged the services of a 
call centre to answer questions on our behalf, and provided this centre with the training 
and information required to do so. Throughout 2002-2003, they responded to more than 


2,500 inquiries. 


3 This Guideline is being amended and will reflect that the PCMLTFA no longer applies to Legal Counsel. 
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STRs by Sector 


40% Foreign Exchange Dealers and 
Money Services Businesses 


5% Others 
(Casinos, Life Insurance, 
Real Estate, 
55% Financial Entities Securities Dealers 
(Banks, Credit Unions, and Others) 
Caisses populaires, 
Trust and Loan Companies) 


Outreach efforts contributed to a doubling of the monthly average of suspicious transaction 
reports received from the previous reporting period, from an average of 744 reports per month 


from November 2001 to March 2002 to a monthly average of 1,433 this year, for a total of 17,197. 


Through consultations with federal and provincial regulators, FINTRAC set the stage 
in 2002-2003 for the development of agreements to permit the sharing of compliance- 
related information with supervisors of financial institutions and regulators of financial 
intermediaries covered by the legislation. These information-sharing agreements 
would complement efforts by regulators or supervisors to incorporate processes into 
their examinations, ensuring compliance with the legislation and, at the same time, 
minimizing the compliance burden on reporting entities. Sharing of certain compliance 
information requires amendments to the PCMLTFA. These are currently before 


Parliament. 
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Delivering High Quality Financial Intelligence 


Our Analysis 


Our experience to date indicates that analyzing financial transactions to uncover 
suspected money-laundering, terrorist activity financing, and threats to the security 
of Canada is a complex endeavor. Typically, groups and individuals involved in this kind 
of illicit activity are highly adept at covertly moving money through the global financial 
system, often using state-of-the-art technology and new, often undetected and 
complicated methods. FINTRAC’s edge in uncovering these activities is its access to a 
significant range of financial transactions from a broad group of financial intermediaries, 
enabling its analysts to develop a more comprehensive picture and to piece together the 


different components of the money trail. 


The challenge for us is to make the best possible use of the information in our holdings 
to achieve quality disclosures. For this reason, we have taken great care to bring on board 
a diverse group of highly skilled experts. Our analysts come from a wide range of 
backgrounds including forensic accounting, law, criminal investigation, intelligence 
analysis, banking and securities. With thousands of reports received daily, and with over 
99% received electronically, our analysts require automated tools to maximize their 


access to this rich source of data. 


Our technology experts developed automated tools to assist the analysts in sifting 
through the vast array of financial data. Working closely with our Financial Intelligence 
Analysis group, they created search and data-matching tools which allow analysts to 
pinpoint those reports that warrant detailed examination. As well, they continued their 
research into areas such as artificial intelligence, pattern recognition and other 
techniques to assist in this work. FINTRAC’s efforts in this regard will continue to evolve, 
and indeed must evolve, to keep pace with the sophistication of the groups that are the 


subject of our analysis. 
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We focused our efforts in 2002-2003 on all aspects of our operations that contribute 
to our ability to undertake rigorous analysis, from receiving the required data to 
making it accessible for analysis. In so doing, we put in place a solid foundation that 
automatically receives reports, populates our data warehouse, and provides analysts 
with daily lists of new potential cases and tools to assist case selection and analysis. We 
actively sought advice and information from key players including the reporting entity 
community, law enforcement agencies, in particular the RCMP, the international FIU 
community and academia. We also worked with CSIS to obtain a broader understanding 


of terrorist activity financing in Canada and abroad, and threats to national security. 


What We Are Seeing 


Even in this relatively early stage of our development as a financial intelligence unit, our 
analysts are observing distinctive patterns in both suspected money laundering and 


terrorist financing operations. 


Money laundering cases tend to involve large transactions that move quickly through 
domestic and international financial networks. Terrorist activity financing cases tend to 
involve smaller amounts of money that are channeled through international financial 
centres. It is likely that this picture will continue to evolve as we work with greater 


volumes and scope of information made available to us. 


Our Output in 2002-2003 


In 2002-2003, we produced a total of 103 disclosures of financial intelligence to law 


enforcement and national security agencies, comprising: 


e 78 disclosures related to suspected money laundering; 
e 24 disclosures related to suspected terrorist activity financing and 
other threats to the security of Canada; and 
e 1 disclosure related to both suspected money laundering and suspected 


terrorist activity financing or threats to the security of Canada. 
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A number of factors are taken into consideration in determining the appropriate 
recipient(s) when disclosing to law enforcement or intelligence agencies. These include 
whether or not a particular agency has jurisdiction, undertakes proceeds of crime or 
terrorist activity financing investigations, and/or whether the agency might have 


provided voluntary information related to the disclosure. 


In 2002-2003, FINTRAC made disclosures to 13 law enforcement agencies across the 
country, including the RCMP as well as to CSIS and to CCRA. In addition, we began to 
extend our range internationally, making eight disclosures to foreign FIUs. In total, 
FINTRAC analysts uncovered suspect financial transactions valued at approximately 
$460 million believed to be associated with money laundering and terrorist activity 


financing, and threats to the security of Canada. 


About one quarter of the total number of disclosures related to terrorist financing and 
threats to the security of Canada. A major success for FINTRAC was the ability to have its 
terrorist financing analysis capacity up and running in a very short period of time — 
within six months of receiving its mandate and before the reporting requirements on 
terrorist activity financing came into effect. The Centre conducted a cross-Canada 
recruitment campaign in order to staff highly qualified people. We are grateful to CSIS, 
the RCMP and the Communications Security Establishment for their assistance and 
expertise in helping us, as we prepared to deliver on what has proven to be a critical part 


of our mandate. 


The Value of Our Intelligence Product 


FINTRAC’s production of first class financial intelligence goes hand in hand with 
ensuring that the law enforcement and intelligence communities fully recognize the 
value and availability of that intelligence to their investigations. To communicate this, 
we undertook several consultations with CSIS and with law enforcement agencies across 
the country as a major focus of our activity in 2002-2003. CSIS provided us with a 


broader understanding of terrorist activity financing and threats to national security. 
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We also recognized the need to provide law enforcement agencies with a better sense 
of what lies behind the analytical process. To this end, we developed communication 
tools, including a video, to explain to investigating agencies how FINTRAC’s financial 
intelligence can support their work. We also conducted information sessions across 
the country to describe the process to obtain access, through a court order, to 
information over and above the designated information provided in our disclosures. 
Over 140 presentations were delivered to law enforcement agencies and CSIS by our staff 


and legal counsel. 


We also worked with law enforcement agencies to begin establishing formal and 
informal mechanisms to collect feedback from them on the utility of our product to their 
investigations. Such information is essential if we are to ensure that disclosures 
contribute effectively to new or ongoing money laundering and terrorist financing 
investigations. Through this process, we received suggestions from law enforcement 
about improving the presentation of the information contained in our disclosures and 


we are following up on these suggestions. 


The ultimate success of Canada’s anti-money laundering and anti-terrorist financing 
initiative will depend on the ability of FINTRAC and its law enforcement and security 
partners to work effectively together. In this past year, FINTRAC has achieved an 
excellent relationship with our partners in law enforcement and national security 
agencies. Feedback from these partners to date has been very positive. Our commitment 
to them is to continue to work with them to yield even greater results in our collective 


effort to combat money laundering and terrorist activity financing. 


Extending our International Engagement 


A significant accomplishment for FINTRAC in particular, and Canada more broadly, was 
our success in achieving a full role in the global effort to combat money laundering and 
terrorist activity financing. In 2002-2003, we developed both multilateral and bilateral 
relationships with foreign partner organizations that will be key, as we continue to build 


both our strategic and operational capacities. 
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In June 2002, FINTRAC became a member of the Egmont Group. This was an important 
milestone, and was the first step towards our negotiating agreements with FIUs in other 
countries for the bilateral exchange of information. FINTRAC contributes to the Egmont 
Group’s program through its participation on three key working groups — Legal, Outreach, 
and Training and Communications - as well as on a sub-group on Information 


Technology collaboration. 


Further major achievements include the successful conclusion of MOUs with Australia, 
Belgium, Mexico, the United Kingdom and the United States. The MOUs permit the 
exchange of financial intelligence between FINTRAC and its counterpart FIUs in these 


countries. 


These agreements are an important step forward and have far reaching benefits. We now 
have access to a rich source of international financial intelligence which, coupled with 
our own data, will enhance our analysis and, hence, the quality of our disclosures. 
Further, these agreements also permit FINTRAC to make a direct international 
contribution to the prevention, detection and deterrence of money laundering and 


terrorist activity financing. 


In this regard, our presence on the international front is already being noticed. We have 
received numerous queries from foreign FIUs, and for those with which we have an MOU, 
we were able to provide quality financial intelligence. To further enhance our analytical 
ability, we are currently engaged in negotiations with a number of other countries for the 


establishment of similar agreements. 


Information Exchange Agreements 


Under MOUs concluded in 2002-2003, FINTRAC is authorized to exchange information with 
the following FIUs: 


¢ The Australian Transactions and Reports Analysis Centre (AUSTRAC) 
° The Belgian Financial Intelligence Processing Unit (CTIF/CIF) 
° Mexico's General Directorate for Transaction Investigations of the 
Secretariat of Finance and Public Credit (DGAIO) 
¢ The United Kingdom's National Criminal Intelligence Service (NCIS) 
° The United States of America’s Financial Crimes Enforcement Network (FinCEN) 
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FINTRAC is a member of the Canadian delegation, headed by the Department of Finance, 
to the FATF on Money Laundering. As a member we contributed to the review of the 
FATF’s Forty Recommendations to combat money laundering, as well as to discussions 
relating to the Eight Special Recommendations of the FATF on terrorist financing. These 
recommendations and their accompanying interpretive notes will largely shape the 


future global response to money laundering and terrorist financing. 


Sustaining Organizational Effectiveness 


Being an Exemplary Employer 


As a small, vibrant agency, we celebrate the strengths of our energetic and diversified 
workforce. Employees have shown time and again their commitment to our mandate. 
FINTRAC employees operate at a 100% capacity, allowing the Centre to accomplish its 
goals in its first full performance year. We believe that employees are one of our key 
strengths and we work diligently to ensure that we continue to nurture and promote a 


positive work environment. 


FINTRAC’s workforce 
e 13% visible minorities 
e Average age under 40 
e Drawn equally from private and public sectors 
¢ Highly qualified analysts from a wide range of professional backgrounds — 
forensic accounting, law, criminal investigation, intelligence analysis, 


banking and securities. 


FINTRAC first and foremost is an analytic organization, and our “raison d’étre” is the pro- 
duction of financial intelligence. Every individual within our organization makes an 
important contribution to this end. Our success as a financial intelligence unit depends 
on having a high-calibre, dynamic workforce that has the capacity to perform in a highly 
specialized and complex environment. We are committed to attracting, training and 


retaining the very best people from across the country. 
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Recruiting and Retaining 


FINTRAC is a knowledge-based organization where the need for individuals of integrity 
with the passion and the ability to look beyond accepted methodologies and common 
practices is essential. Recognizing this, we successfully developed a competency-based 
approach to human resources management, with priority being given to the specialized 
area of financial intelligence analysis. Input from our analysts has helped to identify 
the required competencies, including both professional and personal attributes. These 
competencies provide a foundation for the further development of our approaches to 


recruitment, learning and performance management. 


Our recruitment activities were guided by our goal of substantially completing the 
building of the FINTRAC team. By March 31, 2003, we successfully filled 82%, or 160 of 


our positions. 


Our overarching objective is to reinforce excellence by rewarding it in tangible ways. 
A key part of our comprehensive performance management process is to make 
every employee in FINTRAC, regardless of level, eligible to receive performance pay. 
By excellence, we mean a demonstrated and sustained performance measured in 
achievements and values relating to each employee's respective performance agreement. 
We constantly review our compensation strategies to ensure that we remain competitive 


with private and public sector employers. 


Training 


According to the Conference Board of Canada, average industry investments in learning 
fall below 2%. In 2002-2003, FINTRAC invested some 4% of its payroll into learning, and 
it plans to double its commitment in the next fiscal year. Such an investment will 
be key to ensuring that our employees have the array of skills needed to perform 
their increasingly complex and demanding tasks. Ongoing training is critical to the 
organization if FINTRAC is to remain on the leading edge, ahead of the criminal and 
terrorist networks it seeks to expose. We require a continued commitment to ensure 
our management team has the leadership tools it needs to meet the challenge of 
spearheading such a charged and dedicated workforce. To this end, we also made 
significant progress in designing a leadership curriculum for all of our managers and 


supervisors. This will be put in place in the coming year. 
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Our Organization — From “Building” to “Doing” 


In the fall of 2002, FINTRAC launched an Organizational Effectiveness Review. A key focus 
of the review was to strengthen FINTRAC’s ability to provide high-quality financial 
intelligence to law enforcement and intelligence agencies. It was also an opportunity to 
reflect on our experience to date and on how to build on our achievements. The resulting 
changes to the organization, which have been supported by employees, reflect a 


continuing commitment to excellence in fulfilling its mandate and mission. 


By grouping all of FINTRAC’s analytical functions under a single sector, the Financial 
Intelligence Analysis Sector, we strengthened our focus on disclosures, increased 
the solidity of our analytical capacity, and enhanced our ability to provide strategic 
intelligence on money laundering and terrorist activity financing. In response to the need 
to develop and maintain relations with a widening range of external players, we 
consolidated in one sector, External Relationships, all of the functions previously carried 
out in Policy, Public Affairs, Liaison and Compliance and the regional offices. Information 
Technology remains integral to our organization and is absolutely critical to being able to 
deliver on our mandate. Corporate Management is responsible for Finance, 
Administration, Human Resources, Planning and Security. Finally, FINTRAC’s Legal 


Services unit continues to provide sound legal advice on issues affecting our work. 


We recently developed the first FINTRAC Strategic Plan, a comprehensive document 
that will guide our activities and provide a roadmap for operational planning and 
priority setting. It was the culmination of a consultative process, spanning the year, which 
engaged staff at every level of the organization and led to the development of a refined 


business planning process in the organization. 


The successful implementation of these initiatives marks FINTRAC'’s transition to being a 
mature organization, with established business processes and a full-fledged workforce. 
With our strategic plan in place, we are continuing to work towards achieving the highest 
standards of organizational excellence. We are moving forward on our internal audit plan, 
and are preparing for the audit by the Office of the Auditor General scheduled to begin in 
2004, We will be continuously reviewing our practices to make sure that our development 


puts and keeps us at the forefront of modern management practices. 
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Protection of Privacy 


rivacy is one of the defining issues for FINTRAC that finds its roots in the 
PCMLTFA. The Act strikes a careful balance between the privacy rights of 
Canadians and the needs of law enforcement and national security agencies. The 
protection of privacy is a value that is an overarching and fundamental consideration in 
every aspect of our operations. The PCMLTFA upholds the principles outlined in the 
Canadian Charter of Rights and Freedoms and the Privacy Act, and it contains significant 
provisions specifically designed to protect the privacy of individuals as outlined in the 


accompanying table. 


In keeping with the PCMLTFA, FINTRAC applies a high standard of privacy protection to 
the personal information under its control. A comprehensive set of practices, policies and 
procedures are in place for the protection of personal information. They include the 
application of the need-to-know principle, guiding principles for the handling of 
sensitive and classified information and diligent application of stringent measures 


surrounding the analysis and disclosure processes. 


Our decision-making process subjects every suspicious case to rigorous analysis and 
review ensuring that designated information is only disclosed when the threshold for 
disclosure, as defined in the PCMLTFA, has been met. The protection of information is 
a paramount consideration in the decision to enter into an agreement with a foreign 
FIU for the exchange of information. In addition, as required by the PCMLTFA, these 
agreements contain specific provisions that commit those organizations to protect 
information and specifically, not to use the personal information disclosed to them for 
purposes other than the investigation or prosecution of money laundering and terrorist 


activity financing offences and substantially similar offences. 


FINTRAC employees have similar obligations when it comes to safeguarding personal 
information. To promote the privacy of Canadians, the PCMLTFA contains a number of 
provisions relating to the protection of information and privacy, which specify the 
particular circumstances under which designated information may be disclosed. In any 
other case, the Centre is prohibited, as are its employees, from disclosing any report 
received or any information — other than that which is publicly available. Offences for 
unauthorized disclosure are serious and the penalties associated with such offences are 


significant and can be up to five years in jail, a fine of up to $500,000, or both. 
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To promote the privacy of Canadians, the Proceeds of Crime (Money Laundering) and 


Terrorist Financing Act contains the following provisions: 


40(a) 


40(c) 


53 


54(b) 


54(b) and 66(2) 


54(d) and (e) 


55(1) 


55(2) 


56.1 


55(5.1), 55.1(2) 
and 56.1(4) 


58(2) 


59, 60, 60.1 
and 61 


71(2) 


74-77 


FINTRAC is an independent agency acting at arm’s length from law 
enforcement and other agencies that receive disclosures from FINTRAC. 


FINTRAC must ensure that personal information under its control is 
protected from unauthorized disclosure. 


The Director is prohibited from disclosing to the Minister of Finance any 
information that could directly or indirectly identify an individual who 
provided a report to FINTRAC or a person or entity about whom a report 
or information was provided. 


FINTRAC may only collect information from public sources that it 
considers relevant to money laundering or terrorist financing. 


To access law enforcement databases, FINTRAC must enter into agreements 
that state the nature of and limits with respect to the information that 
FINTRAC may collect from those databases. 


Reports and information received or collected must be destroyed within a 
specified period. 


Subject to exceptions in 55(3), 55.1, 56.1 and 65 and section 12 of the 
Privacy Act, FINTRAC cannot disclose any report it received or any 
information it collected — other than publicly available information. 


FINTRAC’s employees are subject to the same prohibitions as the Centre. 


The Minister must sign or approve MOUs with an agency of a foreign state 
or international organization before any information can be disclosed by 
FINTRAC to the agency. 


The MOU must restrict the use of information and state that the 
information is to be treated in a confidential manner and must not be 
further disclosed without FINTRAC’s express consent. 


FINTRAC must record in writing its reasons for disclosure. 


FINTRAC cannot disclose information that would directly or indirectly 
identify either the provider of a report or information or the subject ofa 
report or information received by FINTRAC. 


Police and CSIS must get a court order to gain access to additional 
information held by FINTRAC. No one else can get this information. 


Information on steps taken to protect privacy must be included in an 


annual report. 


Offences and punishment for unauthorized disclosure can be up to 5 years 
in jail, a fine of up to $500,000, or both. 
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All employees, as well as consultants and contractors, are required to undergo rigorous 
security screening processes including reliability and loyalty checks. This security 
screening process complements a robust selection process that, among other elements, 
assesses an individual’s suitability to FINTRAC’s particular working environment. Upon 
hiring, individuals receive a detailed and personalized security briefing and are advised 
of FINTRAC’s high security environment, its security policies as well as its obligations to 
protect personal information. In the coming year, the Centre will be developing 
additional reference tools for staff regarding privacy-related policies and practices, and 


conducting privacy awareness sessions. 


FINTRAC made a number of further enhancements with respect to personnel security. 
More than 90% of its staff now have a Level 3 (Top Secret) clearance. It is now moving to 
enhance the security awareness briefings for all new and existing staff that have access to 
sensitive systems in order to ensure that all their practices are consistent with the 
Government Security Policy and FINTRAC’s Security Policy, thereby reducing the 


possibility of any inadvertent release of personal information. 


To guard against unauthorized access to its facilities and electronic systems, FINTRAC 
employs a robust integrated security program that incorporates state-of-the-art 
technology including both smart cards and biometric technology to control, monitor and 
audit access. Reported information is housed in a highly secure facility, access to which 


is based on, and restricted by, the need-to-know principle. 


In the past year, the Centre further strengthened the degree of physical security in place 
at its facilities, both in Ottawa and in the regions. Its program is subject to ongoing review 
that has resulted in enhancements and refinements that included providing additional 
training to the protective officers who are responsible for ensuring round-the-clock 


security in its facilities. 


A Privacy Impact Assessment (PIA) was also initiated covering FINTRAC’s receipt, 
analysis and disclosure of information processes. Its purpose is to ensure that privacy is 
considered throughout these activities, in accordance with the Privacy Act, and that risks 
to the protection of personal information, if any, are mitigated. Protection of information 
will also be the subject of an internal audit in 2003-2004. The resulting recommendations 
from both these processes will inform the further strengthening of FINTRAC’s policies, 


procedures and practices in this critical area. 
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Our Priorities for 
2003-2004 


INTRAC is entering a new phase in its evolution — one marked not only by 
an increasing quantity and quality of disclosures, but also by the emergence of 
FINTRAC as a source of expertise on money laundering and terrorist activity 
financing. It will continue to capitalize on its experience and build on its information and 
its domestic and international partnerships. Ultimately, the value of its disclosures will be 
found in the extent to which they contribute to successful investigations of money 
laundering or terrorist financing. In the coming year, FINTRAC should begin to see some 
indications of the impact of its disclosures in uncovering the money trail associated with 


these criminal activities. 


With all reporting requirements in force, 2003-2004 will be the first full year in which 
FINTRAC will receive all mandated reports. That, and its growing network of agreements 
with FIUs, quality of voluntary information, expanded access to law enforcement 
databases, enhanced automated tools and growing experience and skill in analysis will 
permit it to continue and expand the range and quality of the financial intelligence it 
delivers. It will also enable the Centre to contribute, with its international partners, to 
expanding the knowledge base and tools that are needed to keep pace with changing 


global patterns of money laundering and terrorist activity financing. 


As a young organization, FINTRAC will need to maintain a focus on its outreach 
initiatives. To continue the flow of quality financial transaction information, it must work 
closely with reporting entities and regulators to enhance the level and the quality of the 
reports that are required from all sectors. To ensure that the value of its financial 
intelligence is recognized, it must continue its efforts to promote its product for the law 


enforcement and security community. 


As well, FINTRAC will need to be cognizant of and responsive to developments in the 
broader policy environment. The revised anti-money laundering standards of the FATE, 
together with legislative initiatives already in progress, could have a significant impact on 
its operations. This evolution will continue and the organization will need to be flexible 


to meet challenges ahead. 
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Our three major priorities for the coming year reflect and address these challenges. 


1. Deliver high quality financial intelligence to law enforcement and intelligence agencies: 
Timely and high quality financial intelligence analysis and disclosures that are widely 


accepted and used by law enforcement and intelligence agencies. 


2. Establish a comprehensive risk-based compliance program: A cooperative program 
that enhances compliance by reporting entities, resulting in higher levels and quality of 


reporting and appropriate record keeping and client identification practices. 


3. Provide partners with strategic information on money laundering and terrorist financing: 
Strategic intelligence, advice and analysis that enhance awareness and understanding 
of money laundering and terrorist financing and inform the development of effective 


counter-strategies. 


Deliver High Quality Financial Intelligence 


Disclosures are FINTRAC’s core product and will always be a key focus of its energy and 
resources. In 2003-2004, with all reporting streams online and an estimated 9 million 
reports a year included in the data set being analyzed, FINTRAC will concentrate on 
further increasing its analytic capacity and enhancing the quality of its disclosures. This 
will be achieved through a combination of investments in its people and technology, the 
implementation of its compliance strategy, as well as a concerted effort to enhance its 


relationships with domestic and international partners. 


Domestically, it intends to negotiate access to government databases maintained for law 
enforcement purposes. Internationally, continued emphasis will be placed on building 
relationships with its counterparts in the international community of FIUs. Specifically, 


FINTRAC expects to conclude MOUs with a significant number of foreign FIUs. 


To increase the speed and precision with which analysts are able to detect patterns 
of suspected money laundering and terrorist activity financing, FINTRAC will pursue 
information technology initiatives that will enhance potential case identification. 
Its focus will be on strengthening automated selection and matching techniques and 
developing effective data mining techniques. Data quality improvements will also be 


achieved through the use of data cleansing software. 
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Equally important will be FINTRAC’s implementation of an enhanced learning 
curriculum for its analysts. Through workshops and other learning opportunities, 


analysts will expand their knowledge and skills in intelligence and financial analysis. 


The Centre will energetically pursue further outreach initiatives with law enforcement 
and national security agencies to enhance awareness of its product, to obtain feedback 


and to ensure a coordinated approach to measuring results. 


Establish a Comprehensive Risk-Based Compliance Program 


Part of FINTRAC’s mandate is to ensure compliance by reporting entities with their 
obligations under the PCMLTFA. The vast majority of reporting entities wish to comply 
voluntarily with their obligations, and FINTRAC has taken the approach that compliance 
relies as much on working with reporting entities through its national awareness, 
outreach and assistance program, as it does on enforcing compliance through an on-site 
examination program. Its priority for 2003-2004 will be to implement the comprehensive 


risk-based compliance program that was developed in the previous year. 


We will continue to offer guidance to reporting entities regarding their obligations to 
establish a compliance regime, keep records, identify clients and report to FINTRAC. 
Opportunities to increase awareness among reporting entities of their obligations will be 
sought where possible through: enhancing the information available on FINTRAC's 
website; updating the current series of guidelines and creating new ones where 
appropriate; participating in industry seminars and conferences; publishing and 


distributing pamphlets to reporting entities to assist them in meeting their obligations. 


FINTRAC will continue to refine its process for providing advice and interpretation on the 
application of the legislation by establishing mechanisms to engage reporting entities 
and ensure a nationally consistent approach in responding to inquiries received from 


reporting entities. 


The Centre will implement the compliance risk management framework. Using this 
framework, it will identify risks for non-compliance with the legislative obligations, 
develop the risk assessments for all sectors, monitor risk on an on-going basis, 
develop strategies to enhance compliance either through more awareness or through 
examinations and identify reporting entities for whom follow-up action is necessary in 


order to ensure compliance. 
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Finally, FINTRAC will continue to explore, with regulators at the federal and provincial 
levels, various avenues by which they can assist the Centre in promoting and ensuring 


compliance, including participation in outreach efforts. 


Provide Strategic Information on Money Laundering and Terrorist Financing 


As Canada’s FIU, FINTRAC is uniquely situated to provide law enforcement and 
intelligence agencies with an appreciation of some broad trends and emerging 
developments related to money laundering and terrorist activity financing. Unlike any 
other agency in the country, we have access to various types of financial transactions 
from a broad range of financial institutions and intermediaries. We are able to mine this 
data, and in particular the data contained in our financial intelligence disclosures, 
to detect trends and patterns elsewhere. This, coupled with strategic information 
provided by law enforcement and national security agencies, other government 
departments and agencies, as well as information provided by foreign FIUs, allows us to 


develop a deeper insight into this criminal activity. 


We are able to share strategic-level information more freely than tactical information. 
This enables us to contribute to the general knowledge of money laundering and 
terrorist financing, as well as help other agencies in specific aspects of their own research. 
We can examine specific financial patterns of criminal and terrorist groups against the 
broader background of all the financial data reported to us to aid in the 


development of strategies to disrupt these groups. 


To fulfill this role, FINTRAC will focus on increasing its capacity to produce strategic-level 
analysis of the financial information it receives, and sharing that analysis with domestic 


and international partners. 
Through active participation in the Egmont Group and other international groups, 


FINTRAC will contribute expert advice and perspective from a Canadian vantage point, 


as well as enhance its own understanding and expertise. 
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Appendix 1 
Financial Statements 


Management’s Responsibility for the Financial Statements 


esponsibility for the integrity and objectivity of the accompanying financial 
statements for the year ended March 31, 2003 and all information contained in 
this report rests with Financial Transactions and Reports Analysis Centre of 


Canada (FINTRAC) management. 


These statements, which include amounts based on management's best estimates as 
determined through experience and judgement, have been prepared in accordance 
with Treasury Board Accounting Standards based upon Canadian generally accepted 
accounting principles. Readers of these statements are cautioned that the financial 
statements are not necessarily complete; certain assets, liabilities and expenses are only 
recorded at a government-wide level at this time. These statements should be read 


within the context of the significant accounting policies set out in the Notes. 


Management has developed and maintains books, records, internal controls and 
management practices, designed to provide reasonable assurance that the Government's 
assets are safeguarded and controlled, resources are managed economically and 
efficiently in the attainment of corporate objectives, and that transactions are in 
accordance with the Financial Administration Act and regulations as well as FINTRAC 


policies and statutory requirements. 


Lon + bu Fo Ma. Fonts 


Horst Intscher Lynn MacFarlane 
Director Deputy Director 
FINTRAC Corporate Management 
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Statement of Financial Position (unaudited) 


As at March 31 
2003 2002 
ASSETS 
Financial Assets 
Accounts Receivable (note 5) $ 1,236,512 $ 470,578 
Non-financial Assets 
Capital assets (note 4) 23,634,813 19,505,678 
TOTAL ASSETS $ 24,871,325 $19,976,256 
LIABILITIES 
Accounts payable and accrued liabilities (note 5) 2,289,979 3,304,199 
Accrued compensation (note 6) 1,440,390 1,032,816 
3,730,369 4,337,015 
NET ASSETS 21,140,956 15,639,241 
TOTAL LIABILITIES AND NET ASSETS $ 24,871,325 $19,976,256 


Commitments and Contingencies (notes 7 and 8) 


The accompanying notes are an integral part of these financial statements. 


Approved by: 


Lon + Web 


Horst Intscher 
Director 


FINTRAC 
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Statement of Operations and Net Assets (unaudited) 


For the year ended March 31 
2003 2002 
Operating Expenses 
Salaries and employee benefits $ 15,968,668 $ 9,876,282 
Amortization 1,630,021 1,249,227 
Professional and special services 7,406,392 5,468,044 
Rentals 2,617,655 1,288,902 
Transportation and telecommunications 2,058,839 1,305,462 
Repairs and maintenance 1,280,006 1,652,411 
Utilities, materials and supplies 613,687 789,348 
Information 235,781 230,256 
Net Cost of Operations $ 37,917,549 $21,859,932 
Net Assets, beginning of year 15,639,241 4,577,367 


Net Cost of Operations (37,917,549) (21,859,932) 
Services provided without charge 1,106,465 500,000 
Net Cash Provided by Government 42,312,799 32,421,806 
Net Assets, end of year $ 21,140,956 $15,639,241 


The accompanying notes are an integral part of these financial statements. 
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Statement of Cash Flow (unaudited) 


For the year ended March 31 


2003 2002 
Operating Activities 
Net Cost of Operations $ 37,917,549 $ 21,859,932 
Non-Cash items included in cost of operations 
Amortization of capital assets (7,736,521) (1,249,227) 
Services provided without charge (1,106,465) (500,000) 
Statement of Financial Position adjustments 
Change in accounts payable and accrued liabilities 1,014,220 (3,304,199) 
Change in accrued compensation (407,574) (786,931) 
Change in receivables 765,934 470,578 
Cash provided by operating activities 30,447,143 16,490,153 
Investing Activities 
Acquisitions of Capital Assets 11,865,656 15,931,653 
Cash provided by investing activities 11,865,656 SS OSIFOoS 
Net Cash provided by Government $ 42,312,799 $ 32,421,806 


The accompanying notes are an integral part of these financial statements. 
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Notes to the Financial Statements (unaudited) 


For the year ended March 31, 2003 


|. Authority and Objectives 

The Financial Transactions and Reports Analysis Centre of Canada (FINTRAC) was 
established through the Proceeds of Crime (Money Laundering) Act in July 2000 as 
part of the National Initiative to Combat Money Laundering. This legislation established 
FINTRAC as a government agency and separate employer, named in Schedule 1.1 of the 
Financial Administration Act. Originally, the key objectives for FINTRAC were the 
detection and deterrence of laundering of proceeds of crime. However, with the 
enactment of the Anti-terrorism Act in December 2001, FINTRAC was given additional 
responsibilities and government funding to detect the financing of terrorist activities. 
FINTRAC fulfills its responsibilities by collecting, analyzing, assessing and, where 
appropriate, disclosing information relevant to the investigation and prosecution of 


money laundering offences and the financing of terrorist activities. 


2. Summary of Significant Accounting Policies 

(a) Basis of preparation 

These financial statements have been prepared on an accrual basis of accounting in 
accordance with Treasury Board Accounting Standards. These Standards are based 
on generally accepted accounting principles in Canada. The primary source of the 
accounting principles is from the recommendations of the Public Sector Accounting 
Board of the Canadian Institute of Chartered Accountants supplemented by the 
recommendations of the Accounting Standards Board of the Canadian Institute of 
Chartered Accountants for situations not covered by the Public Sector Accounting Board. 
Readers of these statements are cautioned that the introduction of accrual accounting at 
the departmental level is evolutionary. Not all assets, liabilities and expenses applicable 
to a department are recorded at the departmental level at this time. For example, any 
unfunded portion of FINTRAC’s liability for future employee benefits under the Public 


Service Superannuation Plan is not recorded in FINTRAC’s financial statements. As such, 


the financial statements are not necessarily complete. The accompanying notes provide 
additional detail and should be read with care. All such assets, liabilities and expenses are 


recorded at a government-wide level in the financial statements of the Government 


of Canada. 
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(b) Parliamentary Appropriations 

FINTRAC is financed by the Government of Canada through Parliamentary appropria- 
tions. Appropriations provided to FINTRAC do not parallel financial reporting according 
to generally accepted accounting principles. They are based in a large part on cash flow 
requirements. Consequently, items recognized in the statement of operations and the 
statement of financial position are not necessarily the same as those provided through 
appropriations from Parliament. Note 9 to these financial statements provides a 
high-level reconciliation between the two bases of reporting as well as information 


regarding the source and disposition of these authorities. 


(c) Consolidated Revenue Fund 

All departments and agencies, including FINTRAC, operate within the Consolidated 
Revenue Fund (CRF). The CRF is administered by the Receiver General for Canada. All 
cash receipts are deposited to the CRF and all cash disbursements made by FINTRAC are 
paid from the CRE Net cash provided by government is the difference between all cash 


receipts and all cash disbursements including transactions between departments. 


(d) Expenses 
FINTRAC records expenses when the underlying transaction or event giving rise to the 
expense occurred, subject to the following: 

e Employee termination benefits are expensed by FINTRAC in the year they are paid. 
Any accrual of these benefits is recognized in the consolidated financial statements of 
the Government of Canada. 

e Vacation and overtime amounts are expensed in the year that the entitlement occurs. 

e Environmental liabilities are not recognized in FINTRAC’s books of accounts but are 


recognized in the consolidated financial statements of the Government of Canada. 
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(e) Capital assets 

All assets treated as capital assets under Public Sector Accounting Board 
Recommendations plus leasehold improvements, having an initial cost of $5,000 or 
more, are recorded at their acquisition cost. Bulk asset purchases with a total cost of 
$5,000 or more are also capitalized. The capitalization of software and leasehold 
improvements has been done on a prospective basis from April 1, 2001. FINTRAC 
amortizes capital assets on a straight-line basis over the estimated useful life of the 


capital asset as follows: 


Asset Class Amortization Period 
Machinery and equipment 5 years 
Office furniture 10 years 
Informatics hardware 3 years 
Informatics software 3 years 
Leasehold improvements lesser of remaining lease 


term and 10 years 


(f) Contributions to Public Service Superannuation Plan 

FINTRAC’s eligible employees participate in the Public Service Superannuation Plan 
administered by the Government of Canada. Both the employees and FINTRAC 
contribute to the cost of the Plan. FINTRAC’s contribution in the year was $1,619,459. 
Contributions by FINTRAC in respect of current service are expensed in the year in which 
the contributions are made. Actuarial surpluses or deficiencies are not recorded in 
FINTRAC’s books but are recognized in the consolidated financial statements of the 


Government of Canada. 


(g) Services provided without charge by other government departments 

Services provided without charge by other government departments are recorded as 
operating expenses by FINTRAC. Services without charge represent contributions 
covering employer’s share of employees’ insurance premiums paid by Treasury Board 


Secretariat. A corresponding amount is credited directly to Net Assets. 
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(h) Foreign currency transactions 

Transactions involving foreign currencies are translated into Canadian dollar equivalents 
using rates of exchange in effect at the time of those transactions. Assets and liabilities 
denominated in foreign currencies are translated using exchange rates in effect on 


March 31st. 


3. Measurement Uncertainty 

The preparation of financial statements requires management to make estimates 
and assumptions that affect the reported amounts of assets, liabilities, revenues and 
expenses reported in the financial statements. At the time of preparation of these 
statements, management believes the estimates and assumptions to be reasonable. 


The most significant item where estimates are used is amortization of capital assets. 


4. Capital Assets 


Cost as at Net Cost as at Accumulated Net Book Value Net Book Value 

April 1, 2002 Additions March 31, 2003 Amortization At March 31, 2003 At April 1, 2002 

Machinery and equipment 1,041,834 268,460 1,310,294 412,921 897,373 897,886 
Office Furniture 1,369,621 1,244,564 2,614,185 324,906 2,289,279 1,268,749 
Informatics Hardware 13,597,496 2,473,251 16,070,747 6,707,238 9,363,509 11,914,298 
Informatics Software 5,393,481 3,212,454 8,605,935 2,345,915 6,260,020 5,027,706 
Leasehold Improvements 410,024 4,651,009 5,061,033 236,401 4,824,632 397,039 


21,812,456 11,849,738 33,662,194 _ 10,027,381 23,634,813 19,505,678 


Amortization expense for the year ended March 31, 2003 is $7,736,521. 


5. Related Party Transactions 
FINTRAC is related in terms of common ownership to all Government of Canada 


departments and Crown Corporations. FINTRAC enters into transactions with these 


entities in the normal course of business and on normal trade terms. FINTRAC has 
expenses of $11,041,333 incurred from transactions in the normal course of business with 


other government departments during the year. 
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The accounts receivable and accounts payable with other government departments and 


unrelated external parties are as follows: 


2003 2002 
Accounts Receivable: 
Other Government Departments $1,063,237 $ 470,578 
External Parties 173,275 . 
Total $1,236,512 $ 470,578 
Accounts Payable: 
External Parties 2,107,774 Pp \\layo (hay 
Other Government Departments 182,205 1,150,447 
Total $ 2,289,979 $3,304,199 


6. Accrued Compensation 

One of the features of FINTRAC's total compensation approach is performance pay. 
This approach incorporates a component based on promoting skill development and 
encouraging high performance levels by allowing employees to move within a salary 
band based on achievement of performance-based agreements. These performance- 
based agreements form part of the comprehensive Performance Management Program. 
Accrued compensation includes regular salaries, benefits and accrued vacation, 
together with performance pay that has been earned by employees but not paid out at 


year-end. 


7. Commitments 
FINTRAC has entered into lease agreements for office space in 5 locations across Canada. 


The minimum aggregate annual payments for future fiscal years are as follows: 


2003 2002 
2003-2004 $ 2,353,190 $ 1,568,470 
2004-2005 2,275,922 1,481,659 
2005-2006 1,139,876 869,187 
2006-2007 324,897 431,706 
2007-2008 115,825 - 
Total $ 6,209,710 $ 4,351,022 
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8. Contingencies 

In the normal course of its operations, FINTRAC may become involved in various legal 
actions. Some of these potential liabilities may become actual liabilities when one or 
more future events occur or fail to occur. To the extent that the future event is likely to 
occur or fail to occur, and a reasonable estimate of the loss can be made, an estimated 
liability is accrued and an expense recorded on the government's consolidated financial 
statements. These estimated liabilities are not recognized on FINTRAC’s financial 


statement as a liability until the amount of the liability is firmly established. 


9. Parliamentary Appropriations 

FINTRAC receives its funding through Parliamentary appropriations, which is based 
primarily on cash flow requirements. Items recognized on the Statement of Operations 
and Net Assets in one year may be funded through Parliamentary appropriations in prior 
and future years. Accordingly, FINTRAC has different Net Cost of Operations for the 
year on a government-funding basis than on Canadian generally accepted accounting 


principles. These differences are reconciled below. 


(a) Reconciliation of the net cost of operations to total Parliamentary appropriations used: 


2003 2002 
Net Cost of Operations $ 37,917,549 $ 21,859,932 
Adjustments for items not affecting appropriations: 
Less: Amortization (7,736,521) (1,249,227) 
Vacation and Compensatory Time (94,487) ( 280,880) 
Services provided without charge (1,106,465) ( 500,000) 
28,980,076 19,829,825 
Adjustments for items affecting appropriations: 
Add: Capital acquisitions 11,865,656 15,931,653 
Total Parliamentary appropriations used $ 40,845,732 $ 35,761,478 
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(b) Reconciliation of Parliamentary appropriations voted to Parliamentary appropriations used: 


2003 2002 
Parliamentary appropriations — voted: 
Vote 30, 30(a) and 30(b)-Operating expenditures $ 39,783,406 $ 34,455,524 
Statutory contributions to employee benefit plans 2,374,573 1,321,085 
Spending of proceeds from the disposal of surplus 
Crown assets 12,306 - 
$ 42,170,285 35,776,609 
Less: Lapsed appropriation — operating (1,324,553) (Gloss 1) 
Total Parliamentary appropriations used $ 40,845,732 $ 35,761,478 


Financial Transactions and Reports Analysis Centre of Canada + Annual Report 2003 49 


50 


Appendix 2 
Glossary of terms 


and acronyms 


CCRA 
Canada Customs and Revenue Agency — an agency of the Government of Canada that 
administers tax laws for the Government of Canada and for most of the provinces and 


territories, and that provides all customs services. 


cic 
Citizenship and Immigration Canada - a federal government department that 


administers the Immigration and Refugee Protection Act. 


Cross Border Currency Report (CBCR) 
A report that must be filed by a person entering or leaving Canada advising that the 
person is carrying large sums of currency or monetary instruments ($10,000 or more), or 


by a person mailing or sending such large sums into or out of Canada. 


CSIS 
Canadian Security Intelligence Service - Canada’s national security agency that has the 


mandate to investigate and report on threats to the security of Canada. 


Customs Seizure Report 
A report filed with FINTRAC by a CCRA officer who seizes cash or monetary instruments 
for which a Cross Border Currency Report should have been filed but was not. The report 


indicates the circumstances of the seizure. 


Egmont Group of Financial Intelligence Units (FIU) 
An international group of FIUs founded in 1995, which work together in an informal 
organization to provide a forum for FIUs to improve support for their respective nation- 


al anti-money laundering and anti-terrorist financing programs. 
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Electronic Funds Transfer (EFT) Report 
A report that a reporting entity must file with FINTRAC in respect of a transmission of 
instructions for the transfer of a sum of $10,000 or more out of or into Canada, through 


any electronic, magnetic or optical device, telephone instrument or computer. 


Financial Action Task Force (FATF) 

An inter-governmental body, established by the G-7 Summit in 1989, whose purpose is 
the development and promotion of policies, both at national and international levels, to 
combat money laundering. At a special plenary meeting held in October 2001, FATF’s 


mandate was expanded to include the combating of terrorist financing. 


Large Cash Transaction Report (LCTR) 

A report that a reporting entity must file with FINTRAC when it receives $10,000 or more 
in cash in the course of a single transaction; or when it receives two or more cash 
amounts totaling $10,000 or more that it knows were made within 24 consecutive hours 


of each other by or on behalf of the same individual or entity. 


Privacy Impact Assessment (PIA) 
An assessment that each federal department and agency is required to carry out 
regarding the impact of its operations on the obligations imposed by the Privacy Act 


for the protection of personal information. 


Proceeds of Crime (Money Laundering) and Terrorist Financing Act (PCMLTFA) 

This statute establishes FINTRAC to collect, analyze, assess and disclose financial 
information with respect to money laundering and terrorist financing. Originally 
enacted as the Proceeds of Crime (Money Laundering) Act in June 2000, it was amended in 


December 2001, to add combating terrorist financing to FINTRAC’s mandate. 


RCMP 


Royal Canadian Mounted Police - Canada’s national police force. 


Suspicious Transaction Report (STR) 

A report that a reporting entity must file with FINTRAC in respect of a financial 
transaction that occurs in the course of its activities and for which there are reasonable 
grounds to suspect that the transaction is related to the commission of a money 


laundering or terrorist activity financing offence. 
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SWIFT 
The Society for Worldwide Financial Telecommunication, a cooperative owned by the 
international banking community that operates a global data processing system for the 


transmission of financial messages. 


Terrorist Property Report (TPR) 

A report that a reporting entity must file with FINTRAC when it has in its possession or 
control property that it knows is owned or controlled by or on behalf of a terrorist group. 
This includes information about any transaction or proposed transaction relating to that 
property. This report is triggered by a requirement in the Criminal Code that has the 


reporting of such situations to the RCMP and CSIS. 
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Financial Transactions and 
Reports Analysis 
Centre of Canada 


Ottawa, Canada K1P 1H7 


Office of the Director 


Centre d’analyse des 
opérations et déclarations 
financiéres du Canada 


Cabinet du directeur 


The Honourable Ralph E. Goodale, PC., M.P. 


Minister of Finance 
L'Esplanade Laurier 
140 O'Connor Street 
21st Floor, East Tower 
Ottawa, Ontario 

K1A 0G5 


Dear Minister: 


September 16, 2004 


Pursuant to Section 71(1) of the Proceeds of Crime (Money Laundering) and Terrorist 
Financing Act, | am pleased to present you with the third Annual Report for the 
Financial Transactions and Reports Analysis Centre of Canada. Covering the period 
from April 1, 2003 to March 31, 2004, this report details our activities and our 
achievements in carrying out FINTRAC's mandate to detect and deter money 


laundering and terrorist activity financing. 


The Centre looks forward to continuing to deliver the high-quality financial intelligence 
that is its chief contribution to the fight against organized crime and terrorism. 


Ovi 


Canada 


Yours sincerely, 


Lon, Ww 


Horst Intscher 
Director 


, 
=e 


Agha 


A 


INTRAC is Canada’s financial intelligence unit 
(FIU), an independent agency that plays a unique 
role in fighting organized crime and _ terrorism. 
Created in 2000, it reports to Parliament through the 


Minister of Finance. 


FINTRAC’s core product is financial intelligence — 
case-specific information on financial transactions 
that are suspected of being related to money laundering 
and/or terrorist financing activity. This intelligence is 
the end result of analyzing the millions of financial 
transaction reports that FINTRAC is legislated to 
receive from financial institutions and intermediaries, 
such as banks, casinos and securities dealers, which, 
for ease of reference, are often referred to as reporting 
entities. (For a description of our business process, 


including the list of reporting entities, see page 36.) 


When there are reasonable grounds to suspect that 
the financial transactions would be relevant to an 
investigation or prosecution of a money laundering or 
terrorist activity financing offence or threats to the 
security of Canada, FINTRAC provides the financial 
intelligence — by what is called a case disclosure — to the 
appropriate law-enforcement, intelligence or other 


designated agencies. 


Ensuring that reporting entities comply with 
legislative obligations set down in the Proceeds of Crime 
(Money Laundering) and Terrorist Financing Act 
(PCMLTFA) is another component of the Centre's 
mandate, as is enhancing public awareness of money 


laundering and terrorist activity financing. 


V 


FINTRAC may provide and receive information 
from foreign FIUs with which it has a Memorandum 
of Understanding (MOU), and it participates in 
international bodies concerned with anti-money 
laundering and anti-terrorist financing. The Centre 
is an active member of the Egmont Group, an 
international forum for cooperation and information 


exchange among FIUs. 


To protect the privacy rights of Canadians, 
FINTRAC is required to operate at arm's length from 
all domestic and international organizations to which it 
provides case disclosures. Protecting the personal infor- 
mation under its control guides every aspect of the 


Centre's operations. 


FINTRAC’s vision is to be a leader in providing 
timely and high-quality financial intelligence in the 
global fight against money laundering and terrorist 
activity financing, thereby contributing to public safety 


in Canada and worldwide. 


CONTACT INFORMATION 
FINTRAC 

24th Floor, 234 Laurier Avenue West 
Ottawa, Ontario K1P 1H7 

Canada 


Tel: 1-866-346-8722 (toll free) 
Fax: (613) 943-7931 


Email: guidelines@fintrac.gc.ca 


Visit FINTRAC’s website at http:/Awww.fintrac.gc.ca 
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FROM THE 


Ithough still a young agency with a great deal to 
achieve, we are proud of our accomplishments 
to date. The past year has been one of significant 


advance and achievement. 


All of the reporting streams mandated by 
our legislation have been in force for a full year. 
Our access to secondary information sources and 
databases has been expanded, and through 
experience and technological enhancements our 
analytic capacity has matured and become 
more sophisticated. The result: our output of 
disclosures of suspected money laundering or 
terrorism financing has doubled over the previous 
year, reaching 197 case disclosures involving 
transactions valued at some $700 million. In 
just over two years of being operational we have 
made disclosures on suspected money laundering 


and terrorism financing activity totaling nearly 
$1.2 billion. 


During this past year, we also implemented the 
next phase of our risk-based compliance program, 
commencing on-site compliance examinations of 
reporting entities. These compliance initiatives, 
including outreach, information and_ training 
sessions, quality assurance initiatives, targeted 
self-assessments, as well as examinations, greatly 
contribute to the amount and quality of 
transaction data reported to FINTRAC and 


help ensure that reporting entities meet their 


record-keeping and reporting obligations. Taken 
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together, these measures and the diligent efforts of 
thousands of reporting entities help make the 
Canadian financial system increasingly hostile to 


money laundering and terrorism financing. 


Money laundering and terrorism financing are 


transnational in character, and_ international 
collaboration is an essential ingredient of any 
country's efforts to curb those activities. 
FINTRAC has continued to play an active role 
internationally, and continues to expand its 
network of arrangements to facilitate information 
exchange with financial intelligence units in other 
countries as a means of enhancing our access 
in other 


transaction information 


Canada _ has 


internationally as a leader in the fight against money 


to relevant 


countries. become recognized 
laundering and terrorism financing, and during the 
past year FINTRAC was elected to the steering 
committee of the Egmont Group, an international 
association of financial intelligence units whose 
membership includes nearly 100 FIUs around 


the globe. 


Looking ahead to the coming year, we plan to 
concentrate on refining and expanding our use of 
the best technologies available to continue to 
improve our output of financial intelligence and 


enhance our compliance capabilities. 


Our future plans, like our past accomplishments, 


will be realized skill and 


through — the 


dedication of FINTRAC’s workforce, and I would 


like to take this opportunity to thank the Centre’s 
employees for their unfailing effort and their 


commitment to excellence. 


Finally, I would like to express my great 
appreciation for the support FINTRAC has 
received from its partners in the financial sector, 
as well as from law enforcement and_ national 
security agencies. Without their valuable 
contributions, our successes would not have 


been possible. 


Lon + Wu 


Horst Intscher 


Director 
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THE YEAR 


oney laundering and terrorist activity 

financing largely depend on moving funds in 
a manner that is intricate enough to be difficult to 
trace. It is FINTRAC’s unique ability to link much of 
this illicit funds activity that enables the Centre 
to provide a rich source of intelligence for law 


enforcement and security agencies. 


During 2003 — 04, FINTRAC attained new goals 
as well as building on previous accomplishments. This 
was the first full twelve-month period in which all of 
the various reporting requirements were fully 
operational. As a result, there was a significant increase 
in both the number and the quality of our case 
disclosures. We held our first on-site compliance 
feedback 


entities. We 


examinations, and made our first 


presentations to reporting used 
data-mining techniques that provided support for 
strategic analysis. Our ever improving analytical 
expertise in financial intelligence analysis bolstered our 
capacity for strategic-level analysis that identifies broad 
patterns and typologies of money laundering and 


terrorist activity financing. 


FINTRAC’s 
exponentially in 2003 — 04. Approximately 9.5 million 


information holdings grew 
reports were received during the year (virtually one 
hundred per cent of these electronically), a huge jump 
from the previous year’s reporting levels of just over 
2 million. A growing body of information was 
provided voluntarily by other sources, in particular 
domestic law enforcement, CSIS and foreign financial 
intelligence units. It was this vast and rich array of 


data, as well as the most modern technological tools, 
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that enabled our analysts to apply their knowledge and 


experience to the best advantage. 


The benefit to law enforcement agencies and CSIS 
has been disclosures of greater scope and complexity 
than ever before. In 2003 — 04, our total case 
disclosures involved over 12,800 financial transactions 
valued at approximately $700 million. We made 
197 case disclosures, of which 160 were new cases of 
suspected money laundering, terrorist financing 
and other threats to the security of Canada, and 
37 were updates on cases that had been the subject 


of previous disclosures. 


Enforcement and intelligence officials, largely 
because of FINTRAC’s continuing outreach efforts, are 
increasingly aware of the value of our unique brand of 
intelligence to their investigations and prosecutions. 
These officials, and the agencies they represent, 
provide valuable feedback to FINTRAC, comments 
that assist analysts in continuously improving and 
refining their case disclosures, thus enhancing both 
the relevance and worth of the intelligence. 
This feedback also indicates that enforcement bodies 
are using our case disclosures to augment their 
existing intelligence holdings, to bolster ongoing 
investigations and, when resources permit, to launch 


new investigations. 


Because the quality of our analysis hinges directly 
on the quality of the financial information we receive, 
we continue to give priority to developing and 
sound and_ cooperative 


maintaining working 


relationships with all our financial reporting entities. 


‘To this end, we established a comprehensive program 
to monitor compliance with the Proceeds of Crime 
(Money Laundering) and Terrorist Financing Act. 
An important success story of the past year is the 
institution of internal regimes that are compliant with 
the Act by Canada’s banks, financial institutions and 


other entities. 


The protection of the personal information 
entrusted to it is one of the most serious of 
FINTRAC '’s obligations. The Centre ensured that its 
premises and its computer-held information were 
safeguarded, not only by the use of advanced securi- 
ty technologies, but also by rigorous employee train- 


ing and round-the-clock surveillance. 


Throughout the year, to ensure our continued 
high performance levels, we have reinforced our 
organization in areas such as planning and resource 
management, workforce recruitment, training and 


development. 


This report details the Centre’s achievements in 
2003 - 2004 and outlines its plans for the year ahead. 
FINTRAC’s results, and those of its many partners, 
are proof of Canada’s determination to create an 
environment that is hostile to money laundering and 


terrorist activity financing. 


FINTRAC’S ACHIEVEMENTS 
IN 2003-2004 REFLECTED ITS 
THREE KEY PRIORITIES: 


1. Deliver high-quality financial intelligence to law 
enforcement and intelligence agencies: timely and 
high-quality financial intelligence analysis and case 
disclosures that are widely accepted and used by 
law enforcement and intelligence agencies. 


2. Establish a comprehensive risk-based compliance 
program: a cooperative program that enhances 
compliance by reporting entities, resulting in 
higher levels and quality of reporting and 
appropriate record keeping and client identification 


practices. 


3. Provide partners with strategic information on 
money laundering and terrorist financing: strategic 
intelligence, advice and analysis that enhance 
awareness and understanding of money laundering 
and terrorist financing and inform the development 
of effective counter-strategies. 
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en 0. WE AS 


MAKING A 


DELIVERING TIMELY AND HIGH- 
QUALITY FINANCIAL INTELLIGENCE 


ur mission is to deliver timely and high-quality 
this, 


the Centre applies a combination of knowledge, 


financial intelligence. To achieve 
analytical expertise and advanced technology to 
the steady stream of financial transactions and 
additional information provided by reporting entities 


and others. 


With its centralized capacity to collect and analyze 
millions of financial transaction reports, FINTRAC 


can detect patterns of suspicious activity that no single 


LROV OE 


DIFFERENCE 


reporting entity, or sector of reporting entities, could 
hope to uncover on its own. The receipt of financial 
transaction reports from the broad spectrum of 
reporting entities allows us to find the threads linking 
diverse and seemingly unrelated financial activities 
occurring in different locations and sectors. As a result, 


we can track the movement of suspected illicit funds. 


The financial intelligence we produce therefore 
represents a unique contribution to the investigation 
of suspected money laundering and_ terrorist 
financing activities, and our output in 2003-04 


reflects the growing significance of that contribution. 


EXAMPLES OF MONEY LAUNDERING TECHNIQUES 
Criminals use money laundering to make their profits appear legitimate. Here are two examples of money laundering 


techniques that are commonly used: 


* Commingling — A financial institution files a number of suspicious transaction reports on several individuals that 


have recently purchased a small “cash intensive” business. Over a period of one year the institution notices 
that cash deposits have steadily increased to a level far in excess of what would be expected for that type of 
business. The large cash deposits consist of mostly $20 bills, which is unusual as most small businesses 
deposit a variety of small bill denominations. These individuals are suspected of mingling the profits derived 
from crime with the legitimate sales of the small business in an effort to disguise their illegal activity and launder 
the proceeds of crime. 


Layering — A financial institution files a suspicious transaction report on unusual activity by an individual who 
receives frequent wire transfers from abroad and immediately purchases bank drafts payable to a third party. These 
bank drafts are then deposited into an account at a different financial institution. Then another financial institution 
reports that this same individual is depositing large amounts of cash and attempting to pay a mortgage in cash. 
The individual refuses to identify the source of the funds. FINTRAC’s analysis raises suspicions that the individual 
was receiving the profits from the sale of drugs to parties living in foreign countries. 
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ADDING VALUE TO INVESTIGATIONS There were 197 case disclosures in 2003 - 04: 
— OUR OUTPUT IN 2003-2004 * 149 were for suspected money laundering, only; 


This year, FINTRAC analysts produced 160 new case * 44 were related to suspected terrorist activity 


disclosures and provided updates on 37 cases financing and/or threats to the security of 
that had already been disclosed to law enforcement Canada; and 

and security agencies. The total dollar value of the case 4 involved both suspected money laundering and 
disclosures was approximately $700 million, up from terrorist financing activity or threats to the security 
$460 million from 2002 - 03. The total value of the piG@aneda: 


transactions included in disclosures of suspected 
terrorist activity financing and threats to the security of 


Canada was approximately $70 million. 


Total Value of FINTRAC’s Case Disclosures 
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2003-2004 : MAKING A DIFFERENCE 


FINTRAC’s case disclosures consist of designated information, which identifies individuals or entities and their 
transactions. It includes any or all of the following: 


¢ Name of person(s) involved in the transaction(s) 

¢ Address of person(s) involved in the transaction(s) 

¢ Date of birth 

¢ Citizenship 

* Passport, record of landing or permanent resident card number 

¢ Name and address of company(ies) involved in the transaction(s) 

* Name, address and type of business where the transaction(s) occurred 

¢ Date and time of the transaction(s) 

* Type and value of the transaction including the amount and type of currency or monetary 
instruments involved 

¢ Transaction, transit and account number 

¢ Name of importer or exporter, in the case of importation or exportation of currency or 
monetary instruments 


FINTRAC must disclose designated information to the appropriate police force when it has reasonable grounds to 
Suspect that this information would be relevant to the investigation or prosecution of a money laundering or a 
terrorist activity financing offence. FINTRAC must disclose to CSIS when it has reasonable grounds to suspect the 
information would be relevant to threats to the security of Canada. 


If there are reasonable grounds to suspect money laundering and/or terrorist financing, FINTRAC must also disclose 
the designated information to: 


* The Canada Revenue Agency (CRA), when the information is also determined to be relevant to an offence of 
evading or attempting to evade federal taxes; 


* The Canada Border Services Agency (CBSA), when the information is also determined to be relevant to an 
offence of evading or attempting to evade federal duties; 


* Citizenship and Immigration Canada (CIC) and CBSA, when the intelligence is also determined to be relevant to 
certain provisions of the /mmigration and Refugee Protection Act. 


FINTRAC may also disclose designated information to foreign financial intelligence units with which it has 
concluded an agreement providing for the exchange of such information. 


If police or CSIS wish to obtain the Centre’s full case analysis for the purpose of investigating a money 
laundering or terrorist activity financing offence, or threats to national security, they must seek a court order. 
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It is worth looking in more detail at the picture 


presented by these case disclosures. 


The majority of money laundering case disclosures 
involve 1 or 2 individuals and up to 3 businesses 
conducting as many as 50 transactions. However, there 
have been case disclosures involving several dozen 
individuals and businesses and over 1000 transactions. 
The average figures for all suspected money laundering 


case disclosures in 2003-04 were: 


Canadian dollar value $3 million 
Individuals involved 5 
Businesses involved i) 
Number of transactions a7 


Number of reporting entities 3 


In 2003-04, the dollar values of FINTRAC’s 
case disclosures related to suspected terrorist 
activity financing and other threats to the security of 
Canada were generally lower than those related to 


money laundering. 


The averages for disclosures relating to terrorist 
activity financing and threats to the security of Canada 
in 2003-2004 were: 


Canadian dollar value $1 million 
Individuals involved 2) 
Businesses involved 5 
Number of transactions 48) 


Number of reporting entities 3 


THE CORNERSTONES OF OUR 
ACHIEVEMENT 


Our success in producing these disclosures would 
not have been possible without the progress we 
have made in three fundamentally important areas of 
our operations, namely: our analytical capacity, our 
technology infrastructure, and our domestic and 


international relationships. 


IMPROVING ANALYTICAL CAPACITY 


Throughout 2003-04, our analytical capabilities 
continued to improve and develop. With several years 
of experience working with reported data, our analysts 
are now more adept and experienced in financial 
intelligence analysis. FINTRAC’s financial intelligence 
analysts have the specialized skills needed to analyze 
millions of transaction reports and detect patterns 
of financial activity that may be indicative of money 


laundering or terrorist financing activity. 


This expertise, coupled with the continued 
refinement of our IT tools, has allowed us to achieve 
a more sophisticated level of analysis in the 
identification of money laundering and _ terrorist 
financing activity. As a result, our analysis, and 
therefore our disclosures, are uncovering larger and 


more complex cases. 


The reporting of international Electronic Funds 
Transfers (EFTs) enriches FINTRAC’s intelligence 
with information on the global movements of money 
-a perspective of particular value in tracing the 
activities of sophisticated money laundering 
operations and, in less conspicuous amounts, the trail 
of terrorist funding. This global view of financial 
transactions is augmented by the information 
FINTRAC can receive through information sharing 


agreements with FIUs in other countries. 


ENHANCING TECHNOLOGY 
FINTRAC relies heavily on information technology to 


receive, sort, and distill the millions of financial 
transaction and other reports received annually. To 
achieve the level of operational dexterity required to 
produce useful and timely case disclosures we 
expended considerable effort in 2003 - 04 to 
maximize the efficiency, accuracy and security of our 


data collection and analysis. 


2003-2004: MAKING A DIFFERENCE 


To maintain and improve our capability to produce 
high-quality, timely strategic intelligence we must 
continually refine our methods. The trickle of reports 
received when we first opened our doors for business 
three years ago has become a steady stream. 
Considerable time and resources were devoted in 
2003 - 04 to the examination, planning and initial 
development requirements for FINTRAC’s next 
generation of IT networks and systems. System 
upgrades are needed to ensure agency-wide operating 
effectiveness and efficiency. A focus on obtaining 
powerful and sophisticated data mining capabilities 
will increase the reach and depth of our money 


laundering and terrorist financing detection abilities. 


STRENGTHENING RELATIONSHIPS 
WITHIN CANADA AND ABROAD 

The effectiveness of FINTRAC’s contribution to the 
Canadian offensive against money laundering requires 
strong working relationships with its many partners 
and stakeholders. 
national commitment to combat criminal activity, 
FINTRAC joins forces with a number of federal 


departments and agencies and with provincial, 


As an integral part of a larger 


municipal and international organizations. 


Working with Domestic Partners 

Over the course of 2003 - 04, we continued to spread 
the message to Canada’s police forces about the value 
and availability of FINTRAC’ case disclosures to 
support investigations and prosecutions. The Centre's 
efforts in preparing nearly 200 presentations 
were rewarded by the attendance of close to 
4,000 law-enforcement participants. We created a 
law enforcement pamphlet and widely distributed 
a video that details our role and mandate and 
emphasizes the positive role played by financial 
intelligence in the fight against organized crime 


and terrorism. 


Our case disclosure recipients have, in turn, 
provided us with valuable feedback that confirms the 
growing use of our unique intelligence product in 


investigations and prosecutions. Enforcement agencies 
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that have received our case disclosures have told us that 
they are value-added, providing new information 
in support of existing investigations and, at times, 
leading to the initiation of new ones. Just as 
importantly, however, this feedback allows us 
continually to evaluate our business processes, 
practices and products to ensure their maximum 
effectiveness. For example, to assist law enforcement’s 
use of our intelligence, FINTRAC developed a 


security-protected electronic disclosure option. 


During 2003 - 04, FINTRAC also continued 
to negotiate access to a number of law-enforcement 
databases. These are important information sources, as 
they indicate law enforcement priorities and targets of 


interest and help inform our analysis. 


Building Solid International Relationships 

In 2003 - 04, FINTRAC further extended its 
global reach through the establishment of five new 
information sharing agreements with foreign financial 
intelligence units, while entering into negotiations for 


twenty more. 


Countries with which FINTRAC has signed 


a memorandum of understanding: 


Country Date Signed 
Belgium ; see 2 January 2003 
United States 6 January 2003 
United Kingdom 7 January 2003 
Australia 5 February 2003 
Mexico 27 February 2003 
Italy 10 September 2003 
Barbados 22 September 2003 
Netherlands 7 May 2004 
Portugal 1 June 2004 
Republic of Korea 23 June 2004 


2003 - 04 also saw FINTRAC continue its active 
membership in the Egmont Group of Financial 
Intelligence Units. We participate in several working 
groups, and serve as one of two Americas 
representatives on the Egmont Committee. In 
addition to having hosted the Committee and 
Working Groups meetings in Ottawa in October 
2003, FINTRAC actively participated in several 
As well, FINTRAC 
continues to be represented at the tri-annual plenary 
meetings of the Financial Action Task Force (FATF) 
and the International Financial Institutions and 
Terrorist Financing Working Groups. FINTRAC 
also provided staff to participate as members of 
established 
evaluation of the UN Global Program Against 
Money Laundering (UNGPML) and FATF mutual 


evaluations and International Monetary Fund and 


Egmont Working Groups. 


international teams to conduct an 


World Bank assessments of South Africa’s anti-money 


laundering arrangements. 


We are proud to contribute to international efforts 
to combat money laundering and terrorist financing 
activity by assisting other nations that are creating or 
improving upon their financial intelligence units. Over 
the past year, we shared our knowledge and expertise 
in areas such as electronic reporting, compliance 
and legislative frameworks with foreign FIUs, 
foreign government delegations and international 
organizations. FINTRAC hosted visits from 35 such 
international delegations and hosted workshops for 
delegates from the Republic of Korea, Colombia, 
Indonesia and the Philippines. 


WORKING WITH REPORTING ENTITIES 10 
ENSURE COMPLIANCE WITH THE LAW 


QO: efforts to ensure compliance with the 
PCMLTFA and its regulations have resulted in 
significantly higher levels of, and better quality, 
reporting. Financial entities and intermediaries across 
Canada have instituted compliance regimes and 
improved client identification and record keeping 
practices, creating an environment in which it is 
harder to launder money and where law enforcement 
can quickly access information to support their 
investigations. These results point to FINTRAC’s 
success in working cooperatively with reporting 


entities to ensure compliance with the law. 


This year, FINTRAC began implementation of its 
risk-based compliance program, the foundations of 
which were laid in 2002 - 03 and reported on in last 
years Annual Report. Compliance plays an important 
dual role in the Centre’s efforts to combat organized 
crime and terrorism. Not only does effective 
compliance enrich our data holdings for analytical 
purposes, it also supports the deterrence of money 
laundering and terrorist activity financing in Canada 
by ensuring reporting entities meet their obligations 
with respect to reporting, client identification, training 
and record keeping. As more people are trained to 
look for suspicions of money laundering and terrorist 
activity financing, it becomes harder for criminals to 
undertake these illicit activities and easier for law 


enforcement to investigate and prosecute. 


2003-2004 : MAKING A DIFFERENCE 


11 


Reports Received by Fiscal Year and Type 


12,000,000 


9,497,330 


10,000,000 


2,792,910 St 


8,000,000 
6,000,000 


4,000,000 6,689,626 — 


2,103,511 
2,000,000 1 TT 


3 7172 1,859,237 — 


Selects 


2001-2002 2002-2003 2003-2004 


M Suspicious Transaction Report __ Large Cash Transaction Report Electronic Funds Transfer Report 


WHO MUST REPORT 

¢ Financial entities (includes banks, credit unions, caisses populaires, trust and loan companies and agents 
of the Crown that accept deposit liabilities); 

* Life insurance companies, brokers or agents; 

* Securities dealers, portfolio managers and investment counsellors who are provincially authorized; 

e Persons engaged in the business of foreign exchange dealing; 

e Money services businesses (including alternative remittance systems, such as Hawala, Hundi, Chitti, etc.); 

e Agents of the Crown when they sell money orders; 

¢ Accountants and or accounting firms (when carrying out certain activities on behalf of their clients); 

° Real estate brokers or sales representatives (when carrying out certain activities on behalf of their clients); 


* Casinos (including those authorized to do business in Canada, with slot machines or roulettes or card games, 
but excluding certain temporary charity casinos); 


* Individuals transporting large amounts of currency or monetary instruments across borders. 


WHAT IS REPORTED 

* Suspicious transactions related to money laundering; 

* Suspicious transactions related to terrorist activity financing; 

* Knowledge of terrorist property; 

* International electronic funds transfers of $10,000 or more; 

* Large cash transactions of $10,000 or more; and 

* Cross-border movements of $10,000 or more in currency or monetary instruments. 
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DRAMATIC INCREASE 
IN REPORTING LEVELS 
In 2003 - 04, FINTRAC received close to 


9.5 million reports from financial entities 
This, 
our first full year of operating with all 


Suspicious Transaction Reports by Sector 


and intermediaries across Canada. 


reporting requirements in effect, saw 


exponential growth in the volume of 


reports we received. The total number 
(Casinos, Real Estate, 


Securities Dealers and others) 


60% 


of reports we received grew by roughly Financial Entities 


(Banks, Credit Unions, Caisses Populaires, 
Trust and Loan Companies) 


7.4 million — a four-fold increase over the 


previous years level. Virtually 100 per cent 


of these reports were filed electronically. 
The 
rapid annual growth by report type. (See 


chart on page 12 illustrates this 
FINTRAC’ business process, on page 36, for more 


information on who must report and what is reported.) 


PROVIDING ASSISTANCE 
TO REPORTING ENTITIES 


Communicating with the many thousands of 
individuals and entities subject to the PCMLTFA is a 
long-term commitment for the Centre. Over the past 
year, FINTRAC continued its wide-ranging national 


outreach program which included: 

* more than 500 reporting entity information sessions; 
* several presentations at industry conferences; 

* placing articles in a number of trade magazines; and 


* answering over 1800 inquiries from reporting entities. 


FINTRAC’s efforts also focused on providing 
timely and consistent policy interpretation to reporting 
entities and on updating our guidelines on the 
reporting, client identification and record keeping 
requirements of the legislation. In addition, substantial 
changes were made to our website to enable reporting 
entities to obtain information with greater speed 
and ease. Visits to the website increased during the year, 


reaching nearly a quarter million. 


In 2003 — 04, we enhanced the scope and level of our 
outreach activities for those reporting entity sectors where 
there are no industry associations (foreign exchange, money 
services and alternative remittance businesses) to ensure 


awareness of, and compliance with, reporting obligations. 


FINTRAC also initiated a series of feedback 
presentations for a number of large reporting entity 
sectors and entities. These presentations offered initial 
insights on reporting levels, the use of reports in 
our case disclosures, as well as some examples of 
sanitized cases. As 2003 - 04 represents the base 
year for reporting to FINTRAC, it is still too 
early in our development to provide useful trend 
information or year-over-year analysis of the 


reporting data. However, as our data holdings 


FINTRAC’S COMPLIANCE PROGRAM 
* Policy interpretation 

¢ Reporting entity assistance 

¢ Risk assessment 

¢ Monitoring report quality 

¢ Verifying compliance 
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continue to grow, we will continue to develop products 
that will offer useful feedback to reporting entities 
and support their efforts to enhance the quality 


of reporting to the Centre. 


PROMOTING DETERRENCE BY RAISING 
PUBLIC AWARENESS 


Raising public awareness of money laundering and terrorist financing helps alert 
Canadians to the threat posed by these activities. FINTRAC works to fulfill this part of its 


mandate through: 


of non-compliance is high and then tailor our 
interventions to mitigate specific concerns. To this 
end, we undertook a comprehensive assessment of 
the risk of non-compliance for all of the various 
reporting entity sectors and 
reporting entities. ‘These 
assessments helped us select 
reporting sectors and entities 
for additional outreach or 
examination, and to implement 


follow-up actions to ensure 


¢ publishing and disseminating widely in both print and electronic forms an annual compliance. 


report to Parliament; 


¢ publishing articles in trade journals and newsletters; 


Another major thrust 


of compliance activity in 


¢ publishing pamphlets and other printed material for distribution to reporting entities 2003 - 04 was to improve 


and their clients; 


the quality and quantity 


* operating a website and a call centre to provide information to reporting entities of reporting. This involved 


and the public; and 


* participating in media interviews. 


Website Visits 


300,000 
250,000 
200,000 
150,000 
100,000 


50,000 
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ASSESSING RISK 

AND MONITORING QUALITY 

Given the large number of reporting entities from a 
wide and diverse range of financial sectors, our task 


was to identify those sectors or entities where the risk 
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careful monitoring of the data 
reported and working with 
reporting entities to ensure that 
deficiencies were corrected 
promptly. Compliance staff performed 67 quality 
assurance follow-ups and actively monitored progress 


for another 68 issues. 


VERIFYING COMPLIANCE 
Last year, FINTRAC’s compliance efforts focused 


primarily on outreach and quality assurance. This 
year, following the development of policies, procedures 
and an extensive training program for all 
compliance officers, we began to verify the compliance 
of reporting entities. This initiative included sending 
out hundreds of questionnaires to support assessments 
of compliance levels among reporting entities. 
As well, we conducted our first on-site 
compliance examinations of reporting entities in these 
sectors. These examinations began in January 


2004, and 26 were completed by March 31, 2004. 


Great strides were made this past year to enhance 
compliance with the PCMLTFA by both FINTRAC 
and reporting entities. Today, robust compliance 
regimes have been established by reporting entities 
across Canada. For many in the financial sector, this 
meant training thousands of employees on money 
laundering, terrorist financing and detecting suspi- 
cious transactions. [hese measures serve to enrich the 
Centre's effectiveness, deter money laundering and 
terrorism and safeguard the integrity of Canada’s 


financial system. 


PRODUCING AND SHARING 
STRATEGIC INFORMATION 


BUILDING OUR STRATEGIC 
ANALYTICAL CAPACITY 
FINTRAC ’s rich database of financial transactions and 


other information is capable of yielding valuable 
insights into general patterns and trends related to 


money laundering and terrorist activity financing. 


In addition to tactical analysis, which is concerned 
with the detection of individual cases of suspected 
money laundering or terrorist activity financing, we 
also undertake analysis of aggregated transaction 
reports and case disclosures to evaluate the larger 
picture and identify patterns and trends on the 
methods used by criminal and terrorist networks to 
acquire and launder funds. Examples of these methods 
are the use of false identification, uncharacteristic 
transactions, the use of multiple financial entities, and 
international money movements to and from areas 
identified as hot spots for criminal or terrorist activity. 
Combined with input and expertise from key partners, 
stakeholders and other external sources of information, 
this type of analysis is giving FINTRAC a better 
understanding of current and emerging money 


laundering and terrorist financing methods. 


This year, we analyzed our holdings of tens of 
thousands of suspicious transaction reports (STRs) to 
assess the most commonly reported indicators of 
suspicion. We found that the majority of suspicious 
transaction reports (62%) were based on suspicions 
raised by the large amount of cash, cash in unusual 
denominations or involving multiple currencies, and/or 
money movements atypical of the expected business 
profile. The remaining 38% cited the use of multiple 
transactions, unusual account activity, concern over the 
source of the funds or movements to or from locations 


of concern as indicators of suspicion. 


The Breakdown of STRs by Reported 
Suspicious Activity 


Reported Suspicious Activity Percent 
Cash Transactions 62% 
Multiple Transactions 14% 
Atypical business/account activity 13% 
Concerns as to the 

source of funds/identification 12% 
Concerns about transactions 

involving electronic funds transfers 11% 


‘Note that the percentages add to more than 100 as more than 
one activity may be cited in a report. 


The application of data-mining methods and tools 
to the hundreds of case disclosures and tens of 
thousands of STRs provided us with initial insights 
into the associations between particular activities and 
behaviors among individuals and groups involved in 
money laundering and terrorist activity financing. This 
analysis allowed the Centre to begin assessing and 
comparing typologies evident in money laundering 
with those evident in terrorist activity financing, and 
to begin examining whether associations can be drawn 
between certain types of typologies and_ specific 
criminal or terrorist groups. It also helped us to 
identify which organizations and groups are active in 


Canada so that we might build on this knowledge, 
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and external sources of 


both from 


information. 


internal 
This type of analysis is essential to 
our ongoing analytical effectiveness as it supports our 


systems development for automated detection. 


Additional analysis of our case disclosures indicates 
that all report types are used in disclosures and that 
international wire transfers figured more prominently 
in our case disclosures than was originally anticipated. 
In the last year, electronic funds transfers figured 


prominently in the Centre’s money laundering and 
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Percentage of Disclosures Containing 
the Following Report Types 


STR LCTR 


EFTR 
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terrorist activity financing case disclosures. As well, 
69% of our case disclosures involved more than one 
reporting entity, which speaks to the importance of 
having a central collection and analytical capability. 
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FINTRAC ’s growing body of strategic intelligence 
also enriched discussions with our partners on policy, 
legislative and intelligence priorities. In the past year, 
the Centre conducted a series of executive briefings for 
the departments and agencies involved in both the 
Public Security and Anti-Terrorism Initiative and the 
National Initiative to Combat Money Laundering. 
These briefings provided our partners with a greater 


understanding of the unique intelligence perspective 


that FINTRAC can provide. 


The Centre also intensified its contribution of 
strategic information about patterns, trends and 
typologies to a number of domestic and international 
fora, including the National Coordinating Committee 
on Organized Crime, the Financial Action Task Force 
and the Egmont Group. 


A key outcome of our strategic analytical work was 
a deeper awareness about the type and nature of 
information that must be captured and tracked to 
better understand money laundering and terrorist 
activity financing typologies. Developing both this 
awareness and the automated systems required to 


capture and track the necessary information will be a 


priority in the new fiscal year. 


QUR ORGANIZATION 


SUSTAINING ORGANIZATIONAL 
EFFECTIVENESS 


Key to our early success in getting up and running was 
our emphasis on striving for organizational excellence 


and being an exemplary employer. These factors are 


still fundamental. 


PFINTRAC’s employees are its most important and 
valued resource. Drawn from both public and private 
sectors, they come from a wide range of backgrounds, 


including forensic accounting, law, intelligence 


as well, training initiatives directed to the promotion of 
integrity, professionalism, security awareness and 
procedures for handling privacy issues. Policies 
and procedures defining responsibilities and 
accountabilities, including strong stewardship, have 


been formalized and communicated to staff. 


The Centre made progress in the establishment 
of a performance management framework. Once 
implemented, the framework will ensure that critical 
performance information is identified, collected 
and used to support decision-making and to 


demonstrate results. 


analysis, national security, law 
enforcement and banking and 
securities. Io foster an environment 
that attracts and keeps its employees, 
the Centre continued to encourage a 
healthy work/personal life balance 
and to provide opportunities for 
professional and personal growth 


and learning. 


In 2003 - 04, with these 
commitments in mind, many 
remaining elements of the 
management framework were put 
in place or strengthened in 
accordance with the Government of 
Canada’s emphasis on modern 


management and accountability. 


Values and ethics are cornerstones 
of a productive and accountable 
organization. FINTRAC took pains 
to advance these principles by 
developing a code of conduct and 
ethics that engaged employees 
in discussions about workplace 


expectations. The Centre provided, 


PROTECTING SENSITIVE INFORMATION AT FINTRAC 
* A layered approach to security has been adopted for FINTRAC’s premises and 


systems. It incorporates access control, security monitoring and a response 
capacity. This coverage is also extended to regional offices. 


Access to personal information within the Centre is limited to those employees 
whose designated function makes access essential. 


All access to personal information uses strong authentication and biometric 
software to ensure that the person working with the information is authorized 
to do so. 


FINTRAC’s computer security prevention measures include state-of-the-art 
firewalls to prevent computer hackers from gaining access and active intrusion 
detection monitoring. Once personal information has arrived through 
FINTRAC’S external communications lines, it is processed and stored on 
computer systems which are not connected to, or accessible from, the Internet. 
Case disclosures can take place only after FINTRAC’s analysis sector is of the 
view that the thresholds for money laundering or terrorist activity financing have 
been met, and senior management has reviewed and agreed with the findings. 
Access to FINTRAC’s facilities and to personal information in the Centre's 
databases is recorded and monitored. 

All staff are made aware of their responsibilities to protect information and 
severe penalties exist in the PCMLTFA, which can be applied if an employee or 
contractor were to disclose personal information improperly. 
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PROTECTING PERSONAL INFORMATION 


A robust, well-understood and strongly enforced 
security policy is an integral part of FINTRAC’s 
In 2003-04, the 


commitments to protect the personal information 


operations. Centre met its 
entrusted to it, the processes used in handling such 
information, the results of its analyses, and its people 


and premises. 


The protection of personal financial information 
received from reporting entities is one of the pillars of 
the PCMLTFA. These sections of the Act provide 
assurance for reporting entities — and the Canadian 
public — that information about the financial 
transactions of law-abiding citizens will be protected 


from unauthorized use and disclosure. 


The protection of privacy at FINTRAC is the 
responsibility of privacy and security personnel 
working in tandem with all employees. In 2003-04, 
their combined efforts introduced a number of 
specific security and privacy initiatives that support 
existing measures. The Centre implemented enhanced 
security measures and employees participated in 
security awareness sessions. New employees and 
contractors are briefed on security procedures at the 
time of their arrival. The physical and electronic 
security systems continue to be upgraded. 
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FINTRAC has developed a comprehensive privacy 
policy and a privacy impact assessment that has been 
shared with the Office of the Privacy Commissioner. 
An outline of the obligations involved in the processing 


of Access to Information and Privacy requests has also 


been distributed to all staff. 


One important aspect of FINTRAC’s security 
is ensuring that business can continue despite a 
disrupting event. It is reassuring to note that the Centre 
was able to maintain critical operations during a 
prolonged period of instability in the region’s power 
grid in August 2003. At present, an interim plan is in 
place for continuing business during a disruption and 


the development of a more permanent plan, which 


includes business resumption, is underway. 
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2004-2005 


[’ the year ahead, FINTRAC will continue to build 
on its strong record of achievement, expanding its 
contributions to domestic and global efforts to 


combat organized crime and terrorism. 


FINTRAC looks forward to another year of 
increasing its knowledge, expertise and capacity. 
The Centre’s success in 2004 — 05 will be measured 
by the utility and timeliness of its financial intelligence 
product, the efficacy of its compliance program 
and the usefulness of the insights provided by its 


strategic intelligence. 


Over the course of the next 12 to 24 months, 
as part of the federal accountability and performance 
management process, FINTRAC will participate 
in a number of reviews and audits, including the 
Treasury Board Horizontal Review of the Public 
Security and Anti-Terrorism (PSAT) Initiative, 
the Office of the Auditor General’s value-for-money 
audit of the National Initiative to Combat 
Money Laundering, the Five-year Money Laundering 
and ‘Terrorist Financing Evaluation, the Three-year 
Parliamentary Review of Bill C-36, the Five-year 
Parliamentary Review of the PCMLTFA, and the 
Treasury Board of Canada Expenditure Review. 
For most of these examinations, FINTRAC is 
one of several partners involved. The Centre will 
also carry out its own internal review to ensure 


both 


the sustainability of its operations, within a reduced 


the efficient use of its resources, and 


funding base. 
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PRIORITIES 


BUILDING ON STRENGTHS 


As well, the Centre looks forward to implementing 
the Public Safety Act, 2002, which will enable 
us to partner with regulators in the exchange of 
information and to negotiate access to national 


security databases. 


We will seek technology-driven solutions to ensure 
the future management of our increasingly dynamic 
and complex information landscape and heighten our 
analytical and compliance capacities. We intend to 
launch two major systems initiatives which will both 
improve the quantitative processing of information and 
assist in detecting poor quality reporting and in 
measuring compliance. In the first of these initiatives, 
which will be developed in 2004 - 05 and implemented 
beginning in 2005 - 06, FINTRAC will work to 
enhance its automated data analysis and detection. The 
second initiative, in parallel with the first, will enhance 


the Centre’s case management capability. 


FINTRAC will continue to stress its obligation to 
protect personal information. Priorities in this area 
include programs and user-friendly materials that 
promote security and privacy awareness among 
employees. Strong commitment to employer and 
organizational excellence will also remain a central 
concern, as will the development of succession plans 


and workforce measurement techniques. 


PINTRAC’s three main priorities for 2004-05 
remain unchanged as they continue to reflect 


and address our most significant commitments 


and challenges. 


DELIVER TIMELY AND HIGH-QUALITY 
FINANCIAL INTELLIGENCE 


Anticipated Result: Increasingly effective, technology- 
driven financial intelligence analysis and case 
disclosures that are widely used and accepted by law 


enforcement and intelligence agencies. 


Producing increasingly insightful financial 
intelligence and delivering it in a timely fashion to law 
enforcement, security agencies, and to foreign FIUs 


will remain FINTRAC’s primary focus. 


Our relationships with Canadian law enforcement 
and intelligence agencies will continue to be a key 
priority. The Centre will persist in seeking opportunities 
to raise and maintain awareness about its mandate and 
the worth of its financial intelligence product. To 
evaluate its intelligence product, FINTRAC plans 
to work with partner agencies to monitor case disclosure 
results. The Centre will also negotiate access to federal 


and provincial law enforcement and security databases. 


On the international front, the Centre will continue 
to strengthen ties with foreign FIUs and other 
international partners and, where possible, to provide 
experts in support of multilateral initiatives. Discussions 
on Memoranda of Understanding for information 
exchange are underway with 20 countries and many 
of these agreements are likely to be reached during 
2004 - 05. As an active member of the Egmont Group, 
PINTRAC will play a significant role in the various 
information technology, training and organizational 
initiatives, as well as support for new and prospective 
members. Workshops, with an emphasis on technological 


capacity, will be delivered to interested countries. 


STRENGTHEN THE RISK-BASED 
COMPLIANCE PROGRAM 


Anticipated Result: A cooperative program that 
fosters compliance by reporting entities, resulting 
in higher quality and quantity of reporting 


and improved client 


record keeping and 


identification practices. 


Central to the success of FINTRAC’s compliance 
program is our relationship with the entities that 
must report to us. As a result, the program will 
continue to stress cooperation in its focus on report 
quality and quantity, assessments of the risk of 
non-compliance, and monitoring and following-up 
on specific instances of non-compliance. Towards 
this end, the Centre plans to continue conducting 
reporting entity examinations, complete the 
identification of all reporting entities, develop a 
national examination plan, and refine its examination 


policies and procedures. 


We expect the establishment of partnerships 
with regulatory agencies to be a major focus of 
the compliance program in 2004-05. The 
provisions of the Public Safety Act, 2002, will allow 
FINTRAC to enter into agreements with regulators 
to exchange information, which will permit a more 
efficient and effective compliance program to be 
implemented nationally. Sharing information with 
regulators who already have a mandate and 
interest in ensuring compliance will minimize 
duplication in the conduct of verifications, maximize 
the efficiency of existing regulatory reviews and 


lessen the regulatory burden for reporting entities. 


Reporting entities will continue to receive 


assistance with updated interpretation notes and 


guidelines from FINTRAC’s public website, 
and the Centre will develop and_ publish 
additional sector-specific communications 


material. These initiatives, along with ongoing 
outreach efforts, will assist reporting entities to 


meet their legal obligations. 
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Macro-level understanding of 


ELEMENTS OF A FINTRAC COMPLIANCE EXAMINATION 
The purpose of a FINTRAC compliance examination is to determine whether the 
reporting entity is meeting its legislative obligations. Different approaches may be 
used, such as a computer search of reports sent to FINTRAC, desk reviews or 
on-site examinations. 


criminal money can assist the 


domestic fight against money 
laundering and terrorist activity 
financing by identifying gaps in the 
and potential 


existing regime 


In the vast majority of cases where an on-site examination is conducted, FINTRAC = improvements to existing legislation 
will notify the reporting entity in advance and schedule a mutually agreeable date for 


the examination. 


and regulation. Aggregate information 
about the ways and means of 


: moving criminal money can assist 
e A letter will confirm the time and place, the scope and approximate duration of 8 y 


the examination. 

FINTRAC may request that compliance policies and procedures, as well as other 
documentation, be provided before the examination day. 

During the on-site examination, FINTRAC will meet the designated compliance 
officer and senior manager. 

The information reviewed may include the four elements of the reporting entity's 
compliance regime (appointment of a compliance officer, compliance policies and 
procedures, review of compliance framework, ongoing compliance training) as 
well as reporting, client identification and record keeping requirements. 

The Centre may interview other staff. 

The examination will test policies and procedures. 

After completing the examination, FINTRAC will send a letter outlining the 
examination results and, when applicable, noting any deficiencies and 
recommending best practices. 

If required, the reporting entity is asked to provide an action plan within a set 
period of time to address any deficiencies 


law enforcement to fine tune their 
investigative efforts and can provide 
additional guidance to reporting 
entities on the identification of 


suspicious transactions. 


To the extent that it is shared 


among jurisdictions, strategic 


information can contribute to 
international research efforts and the 
development of global strategies to 
combat money laundering and 
terrorist activity financing. Indeed, 
in the international community, 
FIUs have recognized the value of 
strategic information and many are 
beginning to establish a strategic 


analytical capacity in their agencies. 
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DISSEMINATE STRATEGIC INFORMATION 


Anticipated result: Strategic intelligence, advice and 
analysis to enhance awareness and understanding 
of money laundering and terrorist financing and 
inform the development of effective Canadian 


and multilateral counter-strategies. 


An in-depth understanding of any phenomenon 
depends on lengthy observation, study and analysis. 
FINTRAC’s strategic intelligence on illicit proceeds 
will, as it continues to mature, prove of increasing 


value to our partner organizations. 
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In the year ahead, FINTRAC will 

intensify its efforts to develop com- 

prehensive insights into the general trends and complex 
mechanisms that characterize money laundering and 
terrorist activity financing. Developing our body of 
strategic expertise will depend, in part, on progress in 
refining our current IT system architecture so that data 
can be structured, manipulated and queried in ways that 
serve high-level information needs. An assessment of 
best practices employed by other FIUs that have, or are 
building, a strategic analytical capacity will further 


inform our efforts. 
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FINANCIAL TRANSACTIONS AND 
REPORTS ANALYSIS CENTRE OF CANADA 


MANAGEMENT'S RESPONSIBILITY FOR THE FINANCIAL STATEMENTS 


| Deere for the integrity and objectivity of the accompanying financial statements for the year ended 
arch 31, 2004, and for all information contained in this report, rests with Financial Transactions and 


Reports Analysis Centre of Canada (FINTRAC) management. 


These statements, which include amounts based on management’s best estimates as determined through 
experience and judgment, have been prepared in accordance with Treasury Board Accounting Standards based 
upon Canadian generally accepted accounting principles. Readers of these statements are cautioned that the 
financial statements are not necessarily complete; certain assets, liabilities and expenses are only recorded at a 
government-wide level at this time. These statements should be read within the context of the significant 


accounting policies set out in the Notes. 


Management has developed, and maintains, books, records, internal controls and management practices, 
designed to provide reasonable assurance that the Government’ assets are safeguarded and controlled, resources 
are managed economically and efficiently in the attainment of corporate objectives, and that transactions are in 
accordance with the Financial Administration Act and regulations as well as FINTRAC’s policies and 


statutory requirements. 


ton Wb ae tale 


Horst Intscher Lynn MacFarlane 
Director Deputy Director 
FINTRAC Corporate Management 
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FINANCIAL TRANSACTIONS AND REPORTS ANALYSIS CENTRE OF CANADA 
STATEMENT OF FINANCIAL POSITION (UNAUDITED) 


As at March 31 
2004 2003 
ASSETS 
Financial Assets 
Accounts Receivable (note 5) $281,693 $ 1,236,512 
Non-financial Assets 
Capital assets (note 4) 17,079,302 23,634,813 
TOTAL ASSETS $17,360,995 $24,871,325 
LIABILITIES 
Accounts payable and accrued liabilities (note 5) DOSE 24269; 909 
Accrued compensation (note 6) 1,758,644 1,440,390 
4,862,421 3,730,369 
NET ASSETS 12,498,574 21,140,956 
TOTAL LIABILITIES AND NET ASSETS $17,360,995 $24,871,325 


Commitments and Contingencies (notes 7 and 8) 


The accompanying notes are an integral part of these financial statements. 


Approved by: 


Lo, t 


Horst Intscher 


Director 


FINTRAC 
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FINANCIAL TRANSACTIONS AND REPORTS ANALYSIS CENTRE OF CANADA 
STATEMENT OF OPERATIONS AND NET ASSETS (UNAUDITED) 


For the year ended March 31 


OPERATING EXPENSES 


Salaries and employee benefits 
Amortization 

Professional and special services 

Rentals 

Transportation and telecommunications 
Repairs and maintenance 

Utilities, materials and supplies 


Information 


NET COST OF OPERATIONS 


Net Assets, beginning of year 


Net Cost of Operations 


Services provided without charge 


Net Cash Provided by Government 


NET ASSETS, END OF YEAR 


The accompanying notes are an integral part of these financial statements 
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2004 


$18,484,867 
8,978,728 
53299,7,76 
2,628,176 
2,018,170 
1,743,131 
672,465 
245,667 


$40,030,980 


21,140,956 
(40,030,980) 


1,120,657 


30,267,941 


$12,498,574 


2003 


$15,968,668 
73] DO, 2) 
7,406,392 
2,617,655 
2,058,839 
1,280,006 
613,687 
235,781 


$37,917,549 


15,639,241 
(37,917,549) 


1,106,465 


42,312,799 


$21,140,956 


FINANCIAL TRANSACTIONS AND REPORTS ANALYSIS CENTRE OF CANADA 
STATEMENT OF CASH FLOW (UNAUDITED) 


For the year ended March 31 


2004 2003 
ee Se 
OPERATING ACTIVITIES 

Net Cost of Operations $40,030,980 $37,917,549 
Non-Cash items included in cost of operations 
Amortization of capital assets (8,978,728) (7,736,521) 
Services provided without charge (1,120,657) (1,106,465) 
Statement of Financial Position adjustments 
Change in accounts payable and accrued liabilities (813,798) 1,014,220 
Change in accrued compensation (318,254) (407,574) 
Change in receivables (954,819) 765,934 
CASH PROVIDED BY OPERATING ACTIVITIES 27,844,724 30,447,143 
CASH FLOWS FROM INVESTING ACTIVITIES 
Acquisitions of Capital Assets 2 AD 247 11,865,656 
CASH PROVIDED BY INVESTING ACTIVITIES DAU IY 11,865,656 
$30,267,941 $42,312,799 


NET CASH PROVIDED BY GOVERNMENT 


The accompanying notes are an integral part of these financial statements. 
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FINANCIAL TRANSACTIONS AND REPORTS ANALYSIS CENTRE OF CANADA 
NOTES TO THE FINANCIAL STATEMENTS (UNAUDITED) 


For the year ended March 31, 2004 


1. AUTHORITY AND OBJECTIVES 


The Financial Transactions and Reports Analysis 
Centre of Canada (FINTRAC) was established 
through the Proceeds of Crime (Money Laundering) Act 
in July 2000 as part of the National Initiative 
to Combat Money Laundering. This legislation 
established FINTRAC as a government agency and 
separate employer, named in Schedule 1.1 of the 
Financial Administration Act. Originally, the key 
objectives for FINTRAC were the detection and 
deterrence of laundering of proceeds of crime. 
However, with the enactment of the Anti-terrorism 
Act in December 2001, FINTRAC was given addi- 
tional responsibilities and government funding to 
detect the financing of terrorist activities. FINTRAC 
fulfills its responsibilities by collecting, analyzing, 
assessing and, where appropriate, disclosing informa- 
tion relevant to the investigation and prosecution of 
money laundering offences and the financing of 


terrorist activities. 


2. SUMMARY OF SIGNIFICANT 
ACCOUNTING POLICIES 


(a) Basis of Preparation 

These financial statements have been prepared on an 
accrual basis of accounting in accordance with 
Treasury Board Accounting Standards. These 
Standards are based on generally accepted accounting 
principles in Canada. The primary source of the 
accounting principles is from the recommendations of 
the Public Sector Accounting Board of the Canadian 
Institute of Chartered Accountants supplemented by 
the recommendations of the Accounting Standards 
Board of the 


Accountants for situations not covered by the Public 


Canadian Institute of Chartered 


Sector Accounting Board. Readers of these statements 


are cautioned that the introduction of accrual 
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accounting at the departmental level is evolutionary. 
Not all assets, liabilities and expenses applicable to a 
department are recorded at the departmental level at 
this time. For example, any unfunded portion of 
FINTRAC’s liability for future employee benefits 
under the Public Service Superannuation Plan is not 
recorded in FINTRAC’s financial statements. As such, 
the financial statements are not necessarily complete. 
The accompanying notes provide additional detail and 
should be read with care. All such assets, liabilities and 
expenses are recorded at a government-wide level in the 


financial statements of the Government of Canada. 


(b) Parliamentary Appropriations 

FINTRAC is financed by the Government of Canada 
through Parliamentary appropriations. Appropriations 
provided to FINTRAC do not parallel financial 
reporting according to generally accepted accounting 
principles. They are based, in large part, on cash flow 
requirements. Consequently, items recognized in the 
statement of operations and the statement of financial 
position are not necessarily the same as those provided 
through appropriations from Parliament. Note 9 
to these financial statements provides a high-level 
reconciliation between the two bases of reporting 
as well as information regarding the source and 


disposition of these authorities. 


(c) Consolidated Revenue Fund 

All departments and agencies, including FINTRAC, 
operate within the Consolidated Revenue Fund 
(CRF). The CRF is administered by the Receiver 
General for Canada. All cash receipts are deposited to 
the CRF and all cash disbursements made by 
FINTRAC are paid from the CRE Net cash provided 
by government is the difference between all cash 
receipts and all cash disbursements including 


transactions between departments. 


(d) Expenses 
FINTRAC records expenses when the underlying 
transaction or event giving rise to the expense 


occurred, subject to the following: 


* Employee termination benefits are expensed by 
FINTRAC in the year they are paid. Any accrual of 
these benefits is recognized in the consolidated 


financial statements of the Government of Canada. 


¢ Vacation and overtime amounts are expensed in the 


year that the entitlement occurs. 


¢ Environmental liabilities are not recognized in 
FINTRAC’s books of accounts but are recognized 
in the consolidated financial statements of the 


Government of Canada. 


(e) Capital assets 

All assets treated as capital assets under Public Sector 
Accounting Board. Recommendations plus leasehold 
improvements, having an initial cost of $5,000 or 
more, are recorded at their acquisition cost. Bulk asset 
purchases with a total cost of $5,000 or more are 
also capitalized. The capitalization of software and 
leasehold improvements has been done on a 
prospective basis from April 1, 2001. FINTRAC 
amortizes capital assets on a straight-line basis over the 
estimated useful life of the capital asset as follows: 


Asset Class Amortization Period 


Machinery and equipment 5 years 
Office furniture 10 years 
Informatics hardware 3 years 
Informatics software 3 years 


Leasehold improvements lesser of remaining 
lease term and 


10 years 


(£) Contributions to Public Service 
Superannuation Plan 

FINTRAC’s eligible employees participate in the 
Public Service Superannuation Plan administered by 
the Government of Canada. Both the employees and 
FINTRAC contribute to the cost of the Plan. 
FINTRAC ’s contribution in the year was $1,787,755. 


Contributions by FINTRAC in respect of current 
service are expensed in the year in which the 
contributions are made. Actuarial surpluses or 
deficiencies are not recorded in FINTRAC’s books but 
are recognized in the consolidated financial statements 


of the Government of Canada. 


(g) Services provided without charge by other 
Government Departments 

Services provided without charge by other government 
departments are recorded as operating expenses 
by FINTRAC. Services without charge represent 
contributions covering employer's share of employees’ 
insurance premiums paid to Treasury Board 
Secretariat. A corresponding amount is credited 


directly to Net Assets. 


(h) Legal fees paid to Justice Canada 

Commencing in 2003-2004, legal fees paid to Justice 
Canada are not to be charged against FINTRAC's 
appropriation from Parliament, as the related salaries 
for these legal services have already been charged 
against Justice Canada's Parliamentary appropriation. 
However, as these expenses reflect actual legal fees 
incurred and paid by FINTRAC to Justice Canada, 
they are reflected as operating expenses in these 


financial statements. 


(i) Foreign currency transactions 

Transactions involving foreign currencies are translated 
into Canadian dollar equivalents using rates of exchange 
in effect at the time of those transactions. Assets and 
liabilities denominated in foreign currencies are 


translated using exchange rates in effect on March 31st. 


3. MEASUREMENT UNCERTAINTY 


The preparation of financial statements requires man- 
agement to make estimates and assumptions that affect 
the reported amounts of assets, liabilities, revenues and 
expenses reported in the financial statements. At the 
time of preparing these statements, management 
believes the estimates and assumptions to be reason- 
able. The most significant item where estimates are 


used is amortization of capital assets. 
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4. CAPITAL ASSETS 


NET BOOK NET BOOK 

COST AS AT NET COST AS AT ACCUMULATED VALUE AS AT VALUE AS AT 

APRIL 1, 2003 ADDITIONS MARCH 31, 2004 AMORTIZATION MARCH 31, 2004 APRIL 1, 2004 

Machinery 1,310,294 1053 1,311,347 702,574 608,773 SOA awS: 
and equipment 

Office Furniture 2,614,185 153,439 2,767,624 589,291 28.333 2,289,279 

Informatics Hardware 16,070,747 570,145 16,640,892 il FXO 712 4,920,180 9,363,509 

Informatics Software 8,605,935 il MO S75) 9,716,510 5,230,704 4,485,806 6,260,020 

Leasehold Improvements 5,061,033 567,681 5,628,714 742,504 4,886,210 4,824,632 


33,662,194 2,402,893 36,065,087 18,985,785 17,079,302 23,634,813 


Amortization expense for the year ended March 31, 2004 is $8,978,728. 


5. RELATED PARTY TRANSACTIONS $5,641,641 incurred from transactions in the normal 
FINTRAC is related, in terms of common ownership, Course of business with other government departments 
to all Government of Canada departments and Crown _ during the year. 


Corporations. FINTRAC enters into transactions with The accounts receivable and accounts payable with 


these entities in the normal course of business and on other government departments and unrelated external 


normal trade terms. FINTRAC has expenses of 


parties are as follows: 


2004 2003 
ACCOUNTS RECEIVABLE: 
Other Government Departments $266,135 $1,063,237 
External Parties IS S58 WASPS 
TOTAL $281,693 $1,236,512 
ACCOUNTS PAYABLE: 
External Parties 3,004,740 2107774 
Other Government Departments 99,037 182,205 
TOTAL $3,103,777 $2,289,979 
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6. ACCRUED COMPENSATION 
One of the of FINTRAC's Total 


Compensation Approach is Performance Pay. 


features 


This approach incorporates a component based on 
promoting skill development and encouraging high 
performance levels by allowing employees to move 
within’a salary band based on achievement of 
performance-based agreements. These performance- 
based agreements form part of the comprehensive 
Performance Management Program. Accrued 
compensation includes regular salaries, benefits and 
accrued vacation, together with performance pay 
that has been earned by employees but not paid out 


at year-end. 


7. COMMITMENTS 
FINTRAC has entered into lease agreements for office 
space in 4 locations across Canada. The minimum 


aggregate annual payments for future fiscal years are 


as follows: 

2004 2003 
2004-2005 $2,546,728 RO SI) 
2005-2006 2,569,503 1,139,876 
2006-2007 DSTI: 324,897 
2007-2008 2,632,325 115,825 
2008-2009 2,631,807 = 
TOTAL $12,973,361 $ 3,856,520 


8. CONTINGENCIES 


In the normal course of its operations, FINTRAC may 
become involved in various legal actions. Some of these 
potential liabilities may become actual liabilities when 
one or more future events occur or fail to occur. To the 
extent that the future event is likely to occur or fail to 
occur, and a reasonable estimate of the loss can be made, 
an estimated liability is accrued and an expense 
recorded on the government’s consolidated financial 
statements. [hese estimated liabilities are not recognized 
on FINTRAC’s financial statement as a liability until 
the amount of the liability is firmly established. 


9.PARLIAMENTARY APPROPRIATIONS 
FINTRAC 


Parliamentary appropriations, which is based 


receives its funding through 


primarily on cash flow requirements. Items 
recognized on the Statement of Operations and Net 
Assets in one year may be funded through 
Parliamentary appropriations in prior and future 
Accordingly, FINTRAC has different 


Net Cost of Operations for the year on a 


years. 
government-funding basis than on Canadian 


generally accepted accounting principles. These 


differences are reconciled below. 
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(a) Reconciliation of the net cost of operations to total Parliamentary appropriations used: 


2004 2003 
NET COST OF OPERATIONS $40,030,980 $37,917,549 
ADJUSTMENTS FOR ITEMS NOT AFFECTING APPROPRIATIONS: 
Less: Amortization (8,978,728) (7,736,521) 
Services provided without charge (1,120,657) (1,106,465) 
Legal fees paid to Justice Canada (482,189) — 
Vacation and Compensatory Time (101,548) (94,487) 
Plus: Refunds of prior years’ expenditures - operations 20,908 - 
29,368,766 28,980,076 
ADJUSTMENTS FOR ITEMS AFFECTING APPROPRIATIONS: 
Add: Capital acquisitions DLDE ING 11,865,656 
TOTAL PARLIAMENTARY APPROPRIATIONS USED $31,791,983 $40,845,732 


(b) Reconciliation of Parliamentary appropriations voted to Parliamentary appropriations used: 


2004 2003 
PARLIAMENTARY APPROPRIATIONS — VOTED: 

Vote 30, 30(a) and 30(b)-Operating expenditures $30,725;265 $39,783,406 
Statutory contributions to employee benefit plans 2,500,357 23/4579 

Spending of proceeds from the disposal of surplus 
Crown assets 20,123 12,306 
$33,245,745 42,170,285 
Less: Lapsed appropriation — operating (1,453,762) (1,324,553) 
TOTAL PARLIAMENTARY APPROPRIATIONS USED $315791,983 $40,845,732 
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ho LUD 3 Ae 


TERMS AN OD 


CBSA 

Canada Border Services Agency is an agency of the 
Government of Canada that manages the nation’s 
borders by administering and enforcing domestic laws 
and international conventions governing trade and 
travel and administers tax laws for the Government of 
Canada and for most of the provinces and territories, 


and that provides all customs services. 


CIC 
Citizenship and Immigration Canada is a federal 
that administers the 


government department 


Immigration and Refugee Protection Act. 


CRA 
Canada Revenue Agency administers the tax laws of 
the Government of Canada and for most provinces 


and territories. 


Cross Border Currency Report (CBCR) 

A report that must be filed by a person entering or 
leaving Canada advising that the person is carrying 
large sums of currency or monetary instruments 
($10,000 or more), or by a person mailing or sending 


such large sums into or out of Canada. 


CSIS 
Canadian Security Intelligence Service is Canada’s 
national security agency that has the mandate to 


investigate and report on threats to the security 


of Canada. 
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Utak 


ACRONYM S§S 


Customs Cross-Border Currency Seizure Report 
A report filed with FINTRAC by a CBSA officer who 
seizes cash or monetary instruments for which a Cross 
Border Currency Report should have been filed but 
was not. The report indicates the circumstances and 


details of the seizure. 


Egmont Group of Financial Intelligence Units 
(FIU) 

An international group of FIUs founded in 1995, 
which work together in an informal organization to 
provide a forum for FIUs to improve support for their 
respective national anti-money laundering and 


anti-terrorist financing programs. 


Electronic Funds Transfer (EFT) Report 

A report that a reporting entity must file with 
FINTRAC in respect of a transmission of instructions 
for the transfer of a sum of $10,000 or more out of or 
into Canada, through any electronic, magnetic or 


optical device, telephone instrument or computer. 


Financial Action Task Force (FATF) 

An inter-governmental body, established by the G-7 
Summit in 1989, whose purpose is the development 
and promotion of policies, both at national and 
international levels, to combat money laundering. At a 
special plenary meeting held in October 2001, FATF’s 
mandate was expanded to include the combating of 


terrorist financing. 


Large Cash Transaction Report (LCTR) 

A report that a reporting entity must file with 
FINTRAC when it receives $10,000 or more in cash 
in the course of a single transaction; or when it receives 
two or more cash amounts totaling $10,000 or more 
that it knows were made within 24 consecutive hours 
of each other by or on behalf of the same individual 


or entity. 


Privacy Impact Assessment (PIA) 

An assessment that each federal department and 
agency is required to carry out regarding the impact of 
its operations on the obligations imposed by the 


Privacy Act for the protection of personal information. 


Proceeds of Crime (Money Laundering) and 
Terrorist Financing Act (PCMLTFA) 

This statute establishes FINTRAC to collect, analyze, 
assess and disclose financial information with respect 
to money laundering and terrorist financing. 
Originally enacted as the Proceeds of Crime (Money 
Laundering) Act in June 2000, it was amended in 
December 2001, to add combating terrorist financing 


to FINTRAC’s mandate. 


RCMP 


Royal Canadian Mounted Police — Canada’s national 


police force. 


Suspicious Transaction Report (STR) 

A report that a reporting entity must file with 
FINTRAC in respect of a financial transaction that 
occurs in the course of its activities and for which there 
are reasonable grounds to suspect that the transaction 
is related to the commission of a money laundering or 


terrorist activity financing offence. 


Terrorist Property Report (TPR) 

A report that every person or business must file with 
the RCMP and CSIS, when it has in its 
possession or control property that it knows is owned 
or controlled by or on behalf of a terrorist group. 
A copy of this report must also be provided to 
FINTRAC. This 


any transaction or proposed transaction relating 


includes information about 


to that property. 
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BUSINES 


RECEIVING 
INFORMATION 


Information about financial transactions and other information 
is received from many different reporting entities. 


Accountants 
Banks 


Caisses Populaires 


Financial Transaction 


¢ Currency Exchange 


¢ Deposit 

¢ Money Transfer Canada Post 
Casinos 
Co-op Credit 
Societies 


¢ Real Estate 
Purchase 


Credit Unions 


Foreign Exchange 
Dealers 


Life Insurance 
Companies, 
Brokers or Agents 


Money Services 
Businesses 


Provincial Savings 
Offices 


Real Estate 
Brokers or Sales 
Representatives 


Securities Dealers 


Trust & Loan 


Cross-Border es 


Movement of 


Currency or 
Monetary 
Instruments 


Canada Border 


Services Agency 


$ PROCESS 


CONDUCTING 
ANALYSIS 
Reports are analysed 
along with other 
information, to 
develop financial 
intelligence in order 
to detect suspected — 
money laundering and 

- terrorist activity 


financing. _ Canada, is disc 


FINTRAC monitors 
the quality and 
quantity of reports 
being provided 


FINTRAC provides 
or develops financial 
intelligence by 


¢ Establishing 


identification 
4 * Grouping related 
aS transactions 
* Querying 
v; databases 
\A 


y 


FINTRAC’s Database b 


Electronic Funds 
Transfer Reports 


Large Cash 
Transaction Reports 


Suspicious 
Transaction Reports 


External 


Databases 
Terrorist Property 


Reports 


Foreign Financial | 
Intelligence Units 


Cross Border Currency 


Seizure Report 


Cross Border 
Currency Reports 


Voluntary 
Information 
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Financial Transactions and 
Reports Analysis Centre of Canada 


FINTRAC HIGHLIGHTS 


2002 Became operational in late autumn 2001 
Building e Received 3,747 Suspicious Transaction Reports 
a Solid ¢ Developed technical capability to enable electronic reporting 


Foundation e Conducted cross-country consultations with reporting entities 
e Established headquarters and three regional offices 
e Made our first case disclosure to law enforcement 


2003 103 case disclosures of financial intelligence involving approximately 
+ ue 3 People, $460 million in suspect financial transactions 
| Teamwork,  ° By March 2003, finished phasing in the receipt of 
Integrity, all financial transaction reports mandated by our legislation 
# Excellence ¢ Developed risk management framework for compliance 
4st e Gained membership in the Egmont Group of foreign financial intelligence units (FlUs) 
Oh eee e Signed five memoranda of understanding (MOU) with foreign FIUs 
2004 197 case disclosures of financial intelligence involving approximately 
Making a $696 million in suspect financial transactions 


Difference ¢ Achieved virtually 100 per cent electronic reporting 
¢ Received close to 9.5 million financial transaction reports 
e Began implementing the iisk-based compliance program 
¢ Participated in several Egmont working groups, including the Egmont Steering Committee 


2005 142 case disclosures of financial intelligence involving approximately 
Striving $2 billion in suspect financial transactions 
for ¢ Close to 23 million transaction reports in FINTRAC’s database 


Excellence °  FINTRAC’s Director chaired both the Information Technology Working Group 
and the Funding and Administration Sub-committee of the Egmont Group 
° Delivered two non-compliance disclosures to law enforcement 
e — Signed five MOU with national and provincial regulatory agencies 


2006 168 case disclosures of financial intelligence involving just over 
Making $5 billion in suspect financial transactions 

the ¢  Furthered compliance across Canada using 

Connections FINTRAC’s fully operational compliance program 


e Over 37.4 million financial transaction reports in FINTRAC’s database 

* Reached a total of 30 MOU with foreign financial intelligence units 

¢  FINTRAC’s Director chaired the Egmont Transition Sub-committee leading to 
a decision to establish a permanent Egmont secretariat in Toronto 

e Produced reports for law enforcement and security partners that shed light on 
trends and patterns in money laundering and terrorist activity financing 

* Reached a total of 15 MOU with federal and provincial regulatory agencies 

¢ Commenced first-stage implementation of a new generation of IT systems 

¢ Made three additional non-compliance disclosures to law enforcement 
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Financial Transactions and Centre d’analyse des 
Reports Analysis opérations et déclarations 
Centre of Canada financiéres du Canada 


Ottawa, Canada K1P 1H7 


Office of the Director Cabinet du directeur 


August 25, 2006 


The Honourable James M. Flaherty, P.C., M.P. 
Minister of Finance 

L'Esplanade Laurier 

140 O'Connor Street 

21st Floor, East Tower 

Ottawa, Ontario 

K1A 0G5 


Dear Minister: 


Pursuant to Section 71(1) of the Proceeds of Crime (Money Laundering) and Terrorist 
Financing Act, | am pleased to present you with the fifth Annual Report for the Financial 
Transactions and Reports Analysis Centre of Canada (FINTRAC). This report details our 
results for the period from April 1, 2005 to March 31, 2006 and our priorities for 2006-07. 


FINTRAC’s role is to facilitate the detection and deterrence of money laundering and 
terrorist activity financing in Canada and abroad by analyzing suspect transactions 

and making case disclosures of financial intelligence to the appropriate law enforcement 
agency or to the Canadian Security Intelligence Service (CSIS), when there are reasonable 
grounds for suspicion. 


We continue in our commitment to promote compliance with Canada’s anti-money laundering 

and anti-terrorist activity financing legislation and to deliver the high-quality financial 

intelligence that is our unique contribution to the fight against organized crime and terrorism. 
Yours sincerely, 


MEP ooo 


Horst Intscher 
Director 
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We have tended until recently to think of ourselves still as a fledgling or “start-up” 
agency, but in the six years that have gone by since our legal establishment the Centre has 
developed and matured enormously. We have become a valued partner and intelligence 
contributor in the larger domestic fight against organized crime and terrorist financing, 
and we have emerged as one of the top financial intelligence units in the world. With 
each passing year we have enhanced our expertise and our capabilities, and we have 
become adept at seeing into the far corners of our ever-growing data holdings, to 
identify financial flows suspected of being connected to money laundering, the 
financing of terrorist activity, or other threats to the security of Canada. 


It is especially gratifying to see the results of our work now being reflected more and 
more frequently in criminal investigations, charges, prosecutions and convictions. The 
positive feedback we are getting from law enforcement agencies and from the Canadian 
Security Intelligence Service (CSIS) shows us that our efforts are making a valuable 
contribution to protecting the Canadian financial services sector from abuse by 
criminals and terrorists. In this way, also, we are helping to enhance the safety 
and security of Canadian society. 


I am happy to say that this annual report speaks of yet another banner year 
in terms of our results. We consciously and successfully pursued a strategy aimed at 
identifying larger and more complex cases. In 2005-06, FINTRAC made 168 case disclosures 
to law enforcement agencies, to CSIS and to counterpart foreign financial intelligence 
units. The aggregate value of the transactions reported in those disclosures amounts to just 
over $5 billion, more than double the $2 billion disclosed last year. The average value of 
transactions disclosed, per case, doubled this year. Ten per cent of our cases each involved 
transactions valued at more than $50 million, and a number of those cases involved 
suspected transactions valued in the hundreds of millions of dollars. 


There are a number of factors that contribute to the overall success of FINTRAC. First, 
Parliament gave us a sound mandate, authorizing our disclosures to law enforcement and 
national security agencies when we uncover suspected money laundering and terrorist 
activity financing. Another important factor is that the private sector organizations that 
are covered by our initiative have made a strong commitment to help make the initiative 
a success and have willingly and constructively implemented the measures needed to 
ensure compliance with the requirements of the Proceeds of Crime (Money Laundering) 
and Terrorist Financing Act. 
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MESSAGE FROM The Director 


FINTRAC has also committed itself to forging strong relationships with the other 
key elements of the anti-money laundering regime: law enforcement, CSIS and other 
government departments. All of these have played important roles in our successes. 


I also want to mention some important factors that are internal to our organization. 
From the beginning we strove to attract the best and the brightest people to help us build 
the Centre. Their innovation, dedication to the task, and unfaltering focus on results have 
brought us to where we are today, and will carry us forward into the future. FINTRAC’s 
strong technology team has provided us with state-of-the-art systems to facilitate 
and support our work and has made us the envy of our counterpart organizations 
around the world. 


Looking to the future, Canada’s anti-money laundering and anti-terrorist financing 
arrangements will need to evolve to keep abreast of emerging challenges and rising 
international standards in this domain. FINTRAC is committed to making a strong 
contribution to that evolution. 


AST Fy 


Horst Intscher 
Director 
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This year, FINTRAC made 168 case 
disclosures of financial intelligence to law 
enforcement agencies and to CSIS. The total 
value of the disclosed transactions reached just 


over $5 billion, two and a half times the level of 


last year. The increasingly complex cases we 
disclose are able to pinpoint new suspects and 
financial transactions, and often trigger new 
investigations or provide significant input into 
ongoing investigations or prosecutions. 


The main contributors to our success in 
2005-06 were the expertise of our staff, our 
growing data holdings, and the rigorous 
anti-money laundering/anti-terrorist financing 
regimes established by reporting entities. As well, 
law enforcement and security agencies are now 
frequently volunteering information to us, 
which can play a significant role in informing 
our intelligence and heightening its value to 
law enforcement. 


We continued to build our national 
compliance program and made substantial progress 
in Our national outreach initiatives. We conducted 
compliance examinations in all reporting sectors, 
and completed 10 additional information-sharing 
agreements with national and provincial regulators. 
Our staff increased the number of presentations, 
meetings and seminars to reporting entities, 
industry associations, regulators and law 
enforcement agencies. 


THE YEAR 
IN REVIEW 


In 2005-06, we successfully introduced the 
first stage of a new generation of systems. With 
the February launch of F2R—a streamlined, 
online reporting mechanism—our reporting 
entities now receive immediate feedback on the 
quality of reporting, an improvement that also 
benefits FINTRAC. 


This year, we shared with our partners 
both here in Canada and internationally what 
we have learned about typologies and patterns 
that reveal money laundering. We have also made 
considerable progress in identifying global terrorist 
financing concerns. 


FINTRAC’s international role underlines our 
commitment to creating and maintaining a 
powerful and knowledgeable global network to 
fight money laundering and terrorist activity 
financing. In 2005-06, we signed 10 more 
information-sharing agreements with foreign 
financial intelligence units (FIUs), bringing the 
total number to 30. To enhance the exchange 
of information and expertise among foreign 
partners, and to help develop the capacity of 
some emerging FIUs, we participated in 
training and development initiatives. 
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THE YEAR IN REVIEW: FINTRAC’s three priorities 


In 2005-06, we continued to support the 
Egmont Group, an international forum for 
information exchange and capacity building, with 
a worldwide membership of more than 100 FIUs. 
FINTRAC’s Director chaired the Transition 


towards becoming a more sustainable and 
permanent institution. Egmont will thereby 
be better equipped to advance international 
anti-money laundering efforts and 


anti-terrorist financing efforts. 


Sub-committee of Egmont to lead the group 


¢ 
FINTRAC’S THREE KEY PRIORITIES FOR 2005-06 


if 


Deliver timely 

and high-quality 

financial intelligence 

to law enforcement and 
national security agencies, 
and foreign financial 
intelligence units. 


Increasingly effective 
financial intelligence 
analysis, and 

case disclosures that 

are widely accepted and 
used in investigations 

by law enforcement and 
national security agencies. 


Ensure compliance 
with the PCMLTFA. 


Promote and facilitate 
compliance with the law by 
reporting entities and detect 
and deter non-compliance. 
This will be accomplished 
through awareness 
programs, the monitoring 
of data quality, examinations, 
and by taking appropriate 
remedial action when 
non-compliance is detected. 
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Disseminate strategic 
information on 
money laundering 
and terrorist activity 
financing to partners, 
stakeholders and 

the general public. 


Provide strategic intelligence, 
advice and analysis 

that enhance awareness 
and understanding of 
money laundering 

and terrorist activity 
financing in Canada, and 
inform the development 
of effective Canadian 
and multilateral 
counter-strategies. 
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Our | Our Our 


Main Legislation Principal 
Objective Activities 
To facilitate the detection, Proceeds of Crime (Money e Receive and analyze 
prevention and deterrence Laundering) and Terrorist financial transaction 
of money laundering, the Financing Act (PCMLTFA) reports submitted by 
financing of terrorist activities reporting entities in 
and other threats to the accordance with the 


security of Canada, by 
making case disclosures 

of financial intelligence to the 
appropriate law enforcement 
agency, CSIS, or other 
agencies covered by 

our legislation, while 
ensuring the protection 

of the personal information 
under our control. 


legislation and regulations, 
and information from 
international and domestic 
partners and from 

the general public 


Research and analyze 
reports and data from a 
variety of information 
sources that shed light 
on trends and patterns 
in financial crime 


Ensure compliance of 
reporting entities with the 
legislation and regulations 


Enhance public awareness 
and understanding of 
money laundering 


Protect the security of 
personal information under 
our control 


Our 
Principal 
Products 


Disclosures of financial intelligence 
pertaining to suspected cases of 
money laundering, terrorist activity 
financing or threats to the security 
of Canada 


Information and expertise to 
support global and domestic 
strategies against money 
laundering and terrorist financing 


Enhanced detection and 
deterrence of money laundering 
and terrorist activity financing in 
the financial sector 


Z 


Our 
Relationships 


Domestic: 
¢ Reporting entities, such as banks and 
other financial institutions and financial intermediaries 
¢ Financial industry associations 
¢ National and provincial financial regulators 
¢ RCMP, provincial and municipal police forces 
e Canadian Security Intelligence Service (CSIS) 
¢ Canada Border Services Agency (CBSA) 
e Canada Revenue Agency (CRA) 
e Department of Finance 
e Department of Justice 
e Public Safety and 
Emergency Preparedness Canada (PSEPC) 
e Foreign Affairs Canada (FAC) 
e Other government departments such as 
Privy Council Office, Treasury Board, etc. 


International: 

e Foreign financial intelligence units (FIUs) 

e Egmont Group of FlUs 

e Other international organizations such as the Financial 
Action Task Force (FATF), the World Bank, the International 

Monetary Fund and the United Nations Global Programme 

against Money Laundering (UNGPML) 
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The total dollar value of the transactions 
in FINTRAC’s 168 case disclosures this year 
was just over $5 billion, more than double 
the transaction value reached last year. This 
continuing growth in the value and complexity 
of our case disclosures emphasizes FINTRAC’s 
unique role as the sole Canadian agency 
mandated to collect a variety of financial 
transaction reports from a wide range of 
reporting entities. Our ability to detect and 
trace the connections in complex webs of 
suspect financial transactions is owing to this 
unique overview we have of money movements 
nationally and internationally. 


& 
Our Case Disclosures for 2005-06 


° 168 case disclosures 
* 134 were for suspected money laundering 


¢ 33 were for suspected terrorist activity 
financing and/or other threats to the 
security of Canada 


* 1 case disclosure involved both suspected 
money laundering and suspected terrorist 
activity financing and/or threats to 
the security of Canada 


RESULTS FOR 
2005-06 


Of the 168 case disclosures we made this year, 
134—worth some $4.75 billion—were related to 
suspected money laundering. 


The total value of the transactions included 
in disclosures of suspected terrorist activity 
financing and other threats to the security of 
Canada was approximately $256 million. One 
of these cases also gave rise to suspicions of 
money laundering. 


Disclosures and the 
Value of Financial Transactions 


™ Total value (in $ millions) of disclosed transactions 


Cases disclosed 
6000 


5000 5,004 


4000 


3000 


2000 


1000 
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MAKING THE CONNECTIONS: Results for 2005-06 


On average, each case disclosure involved a 
total of 261 transactions valued at $29.8 million. 
Last year, the average was 136 transactions valued 
at $14.4 million. By way of comparison, the 
average value of case disclosures in 2003-04 
was $3.5 million. 


Notable this year was that 16 of FINTRAC’s 
case disclosures involved transactions totalling 
in excess of $50 million each. 


The increasingly complex and detailed 
picture of suspect money movements that our case 
disclosures provided to investigators and prosecutors 
is demonstrated by the increase in transactions, 
the number of reporting entities represented, 
and the total dollar value of the suspect transactions 
involved in each disclosure. As the following graph 
indicates, the average number of reporting entities 
involved in each case disclosure has also seen 
a year-over-year rise. 


Number of Reporting Entities Represented 
in Case Disclosures Percentage of Case Disclosures 


WB 2003-04 2004-05 ™ 2005-06 
60% 

50% 51 

40% 


30% 


20% 


10% 


0% 


1 2-5 6-10 HEN 16+ 


In 2005-06, the percentage of our case 
disclosures that involved transactions undertaken 
at eleven or more separate reporting entities 
continued to rise, from six per cent in 2003-04 to 
twenty-two per cent in 2005-06. This emphasizes 


the value of a single, national agency that can make 
the connections between financial transactions 
across and among the various reporting entity 
sectors, be they banks, credit unions, foreign 
exchange dealers or real estate brokers. 


The growth in the scope of our case disclosures 
is the result of a combination of internal and 
external factors. As a deliberate strategy, our analysts 
focused on identifying suspected large-scale money 
laundering and terrorist activity financing networks 
and on deepening their knowledge of money 
laundering and terrorist financing trends and 
typologies. We continued to expand our 
financial information holdings and to improve the 
sophistication and thoroughness of our analytical 
processes. Increased automation and standardization 
of analytical processes allowed analysts to sift 
through larger volumes of data with greater speed. 


Our partners, too, have played a significant role. 
Canadian financial institutions and other financial 
intermediaries are becoming more effective in 
detecting suspicious transactions. Their effectiveness 
in increasing the number, and improving the 
quality, of suspicious transaction reports (STRs) was 
reflected in the fact that STRs figured in 64 per cent 
of our disclosures this year, up from 55 per cent 
in the previous year. The number of STRs also 
increased dramatically from 19,113 in 2004-05 
to this year’s total of 29,367. 


Of equal importance, we received more 
information from law enforcement and national 
security agencies. This information is valuable in 
helping analysts zero in on suspected cases of 
illegal money movement in support of current 
investigations and law enforcement priorities. As 
well, feedback from our disclosure recipients 
indicates that our financial intelligence is supplying 
new investigative leads, identifying new suspects 
and supporting prosecutions. 
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MAKING THE CONNECTIONS: Results for 2005-06 


We are encouraged that, in a relatively short 
period of time, our contributions are being reflected 
more and more in investigations, prosecutions and 
charges. It took time to produce these results, 
given that money laundering and terrorist activity 
financing cases are often complex and can take 
years to come to fruition. 


Over the past year, we enhanced our ability 
to track the international dimension of suspicious 
criminal money flows, thanks in part to additional 
information exchanged with foreign financial 
intelligence units (FIUs). This year, FINTRAC 
provided 28 money laundering case disclosures 
to foreign FIUs with which we have agreements 
to share information. 


@ 
Building a Case for Disclosure 


Every day, we receive reports on suspicious 
transactions, reports of large cash transactions and 
international electronic funds transfers of $10,000 or 
more. We also receive information volunteered to us by 
police and CSIS as well as cross-border currency reports 
and currency seizure reports from CBSA. Our analysts 
mine all this data—and other information sources to 
which we have access—to identify patterns of financial 
activity, to uncover connections among parties and 
associations among people and businesses linked to 

the patterns of suspected money laundering and terrorist 
activity financing. It can be a complex undertaking, with 
some alleged criminals using 15 or more financial entities 
to spread their money laundering activity around in an 


attempt to evade detection. 


Once we determine that there are reasonable grounds to 
suspect that the information would be relevant to the 
investigation or prosecution of a money laundering and/or 
terrorist activity financing offence and/or threats to 

the security of Canada, FINTRAC must disclose 
“designated information” to the appropriate police 

force or to CSIS. A formal disclosure package is then 


developed, along with a link chart (see example on p. 14) 


Percentage of Case Disclosures 
Supported by Each Type of Report, 2005-06 


Cross-Border Currency Report/Cross-Border Seizure Report - CBCR/CBSR 
|_| Suspicious Transaction Report - STR 

Pal Large Cash Transaction Report - LCTR 

WB Electronic Funds Transfer Report - EFTR 


80% 1 
70% 
60% 
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40% 
30% 
20% 
10% 
0% 


EFTR LCTR STR 


CBCR/CBSR 


The percentages in this graph do not add to one hundred because 
FINTRAC disclosures often contain multiple types of reports. 


illustrating the movement of the suspected 
funds and the chief participants and/or businesses 
involved. FINTRAC must also disclose the designated 


information to: 


e The Canada Revenue Agency (CRA), when the 
information is also determined to be relevant to 
an offence of evading or attempting to evade 


federal taxes 


¢ The Canada Border Services Agency (CBSA), 
when the information is also determined to 
be relevant to an offence of evading or attempting to 
evade federal duties, or when the information is also 
determined to be relevant to certain provisions of the 
Immigration and Refugee Protection Act 


We may also disclose to a foreign financial 
intelligence unit with which there is an information- 
sharing agreement, when there are reasonable 
grounds to suspect money laundering or terrorist 
activity financing. 
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MAKING THE CONNECTIONS: Results for 2005-06 


Regional Distribution of Money Laundering Case Disclosures, 2005-06 


FINTRAC has three regional offices with responsibilities 

for compliance with reporting entities, and for liaison with 

law enforcement. The Western regional office in Vancouver 

covers British Columbia, Alberta, Saskatchewan and Yukon. The 

Central regional office in Toronto covers Manitoba, the Northwest 

Territories, Nunavut and Ontario. The Eastern regional office 
in Montreal covers Quebec and Atlantic Canada. Case 
disclosures are provided to provincial, regional and 


municipal law enforcement agencies, including 
RCMP offices. 
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What a Case Disclosure Contains 


FINTRAC’s case disclosures consist of “designated The disclosure may contain publicly available 
information”, that identifies individuals or entities and information about transactions, persons or entities 
their transactions. It includes any or all of the following: contained in the report. 


e Name and address of company(ies) 


involved in the transaction(s) In addition, if police or CSIS wish to obtain the Centre’s 
¢ Name, address and type of business where full case analysis, they may seek a production order from 
the transaction(s) occurred a court. As of March 31, 2006, FINTRAC had received nine 
e Date and time of the transaction(s) production orders issued under the Proceeds of Crime 
¢ Type and value of the transaction(s) including (Money Laundering) and Terrorist Financing Act. 


the amount and type of currency or 
monetary instruments involved 
e Transaction, transit and account number(s) 
¢ Name of importer or exporter, in the case 
of importation or exportation of currency 
or monetary instruments 
¢ Name of person(s) involved in the transaction(s) 
¢ Address of person(s) involved in the transaction(s) 
¢ Date of birth 
e Citizenship 
e Passport, record of landing or permanent 


resident card number 
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Sanitized Money Laundering Case 


The link chart of a money laundering case, (see pp. 14-15), with details changed or deleted for security and privacy 


reasons, demonstrates what FINTRAC includes in a case disclosure to law enforcement. The chart illustrates how complex 


and tangled money laundering schemes can be. 


In this case, a foreign financial intelligence unit detected suspected money laundering activity linked to an import/export business 


and advised FINTRAC. Through analysis of transactions and other sources of information, we were able to uncover and link three 


separate clusters of suspicious financial transactions into a larger financial network. The more we kept digging, the more elaborate 


the scheme appeared. These separate financial clusters can be found on the chart and are identified in Boxes A, B and C. 


B OX A (please see p. 15, top right hand corner) 


A foreign financial intelligence unit (FIU) advised 
FINTRAC of a money laundering investigation of two 
individuals, and a business involved in the wiring of 
funds between accounts, within the same financial 
institution located in their own country. The individuals 
provided Canadian addresses and identification and 
were described as Canadian by the foreign FIU. 


The foreign FIU reported that the business—referred to 
in the chart as Company 1 in Box A—would wire funds 
through several foreign reporting entities to an account 
at a financial institution in their country. Two Canadians 
held power of attorney over this account. The funds 
would then be further transferred to another account at 
the same financial institution. This account was held by 
the two individuals identified by the foreign FIU as 
Canadian. The foreign FIU deemed this whole activity 
suspicious. No other information could be found by the 
foreign FIU regarding Company 1. 


After receiving the information from the foreign FIU, 
FINTRAC searched our database. We found reports of 
financial activity involving the two individuals. We also 
found transactions involving Company 1, the company 
identified by the foreign FIU. 


According to the transactions in our database, 
Company 1 wired several millions of dollars to multiple 
companies in Canada. As shown in Box A and Box B, 
Company 1 wired funds to Companies 2, 3, 4, and to 
multiple other companies, all located in Canada. One 
of the principal recipients of these electronic funds 
transfers was a business located in Canada, noted 

on the chart as Company 4 in Box B. 


B Ox B (please see p. 14, top left hand corner) 


A search of open sources yielded very little information on 
Company 1, and nothing on Company 4. These searches were 
conducted to obtain contextual information on the nature of 
these businesses, and to assess what might be the underlying 
business relationship or rationale for these transactions. 


We found no open source information on Company 4 in the way 
of advertising, telephone directory information, or a company 
Web site. However, we were able to confirm that this company 
was incorporated in Canada. 


As a result of our analysis of the financial transactions involving 
Company 4, we found a suspicious transaction report filed by a 
Canadian financial institution. The reporting institution reported 
to FINTRAC activity it deemed suspicious with regard to the 
business accounts held by Company 4. The reporting 

entity stated: 


e The company was an import/export business 


e The accounts were opened several years ago and 


were relatively dormant 


e The dollar value of wire transfers received into the two 


business accounts were steadily increasing 


¢ Over a short period, millions of dollars were wired 
to the accounts held by this business with 


no rationale as to why the increase occurred 


e The number of wires received from various foreign 
companies originated from a country with 


weak anti-money laundering controls 
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As a result of the information provided by the reporting 


entity, we conducted further research on the potential business 


relationship between Company 1 and Company 4, now identified 
as an import/export business. We found that Company 1 was not 


_ inthe business of purchasing or selling the product it 


purported to, nor to anything remotely associated with that 
industry. Therefore, the level of financial activity conducted 


_ between Company 1 and Company 4 was suspect and 


required further attention. 


_ Through further analysis, we also found two other companies 


Operating at the same address as Company 4. They are 


_ Companies 5 and 6 and they form part of the second cluster of 


_ financial transactions found in Box B. In fact, when an address 


for one business changed, so did the addresses for the other 
businesses. The addresses for these three companies 
changed three times over a four-year period. 


_ Wire transfers received by Company 5 were received from 


- the same foreign country with weak anti-money laundering 


controls. We found that Company 5 and Company 6 shared 


the same director. 


Company 7, located in the center of the chart, is the financial link 


_ between the three clusters of financial activity making up the 


larger network. 


Company 7 sent wire transfers to Company 4. Company 7 also 
sent wire transfers to an account held by two individuals in 


Canada. Company 7 sent wire transfers to Company 2, which 


was also a recipient of wire transfers from Company 1. 


B Ox C (please see p. 15, lower right hand corner) 


Following a search of our transactional database on 
Company 7, we found a suspicious transaction report 
filed by another Canadian reporting entity on the two 
individuals in Canada identified in the lower right corner 
of the chart in Box C. The STR was submitted as a 
result of the suspicions raised regarding the activity 

of the accounts held by the two individuals. The 
reporting entity stated that: 


Over a period of five months, the two individuals 
received fourteen wire transfers from four different 
companies, Company 7 being one of them. Attempts 
were made to contact the individuals, but their mail 
was returned and the phone number provided was 
incorrect. The reporting entity wanted to question the 
couple regarding the recent financial activity involving 
their accounts. The reporting entity refused the receipt 
of several wire transfers for the couple. As a result, 
one of the Canadians appeared at the reporting entity 
and claimed that the funds were owed to him from his 


business overseas. 


When asked about the wires received from the 

various foreign companies, he did not know the 
companies or why they were sending the payments. It 
is unusual for a customer to receive funds from multiple 
businesses and not be able to identify the businesses or 
why funds were being sent. It is also unusual for a new 
customer not to come to the financial institution over a 


seven-month period. 


We also received voluntary information from a 
Canadian law enforcement agency on the two 
individuals in Canada. It was suspected that they 
were using their personal accounts to launder the 


proceeds of crime. 
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FINTRAC Sanitized Money Laundering Case 


Total Value of Transactions $21,207,688.48 USD and $2,269,231.73 CAD 
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MAKING THE CONNECTIONS: Results for 2005-06 


Ensuring Compliance 
with the Legislation 


In fulfilling our mandate to detect suspicious 
financial transactions, FINTRAC’s success 
continued to depend on the complementary 
efforts of Canada’s financial institutions 
and financial intermediaries. Their rigorous 
implementation of anti-money laundering/ 
anti-terrorist financing regimes forms a strong 
deterrent to those who would launder and 
conceal illicit funds through legitimate channels. 


Since the Centre was created, a key goal has 
been to assist financial entities and intermediaries in 
understanding and meeting their obligations under 
the Proceeds of Crime (Money Laundering) and 
Terrorist Financing Act and associated regulations. 


The production of timely, high-quality financial 
intelligence is dependent on reporting entities 
fulfilling their obligations to report and ensuring 
that reported data is of a high quality. In Canada, 
there are hundreds of thousands of entities and 
individuals that, depending on the transactions 
conducted, could fall within the ambit of the Act’s 
reporting, client identification and record-keeping 
requirements. 


FINTRAC’s Compliance Approach 


A cooperative, risk-based approach remains 
the cornerstone of FINTRAC’s compliance program. 
Using our risk-based approach, we identified sectors 
or individuals with a high risk of non-compliance 
and then focused on these entities. 


Our compliance activities continue to build on 
the relationships and awareness established within 
all reporting entity sectors. We feel our compliance 
activities were more effective in 2005-06 because 
reporting entities had a better understanding of 
their obligations under the Act. 


Policy Interpretation 


Ensuring the proper interpretation of legislative 
requirements is essential to an effective compliance 
program. On a daily basis, we continued to ensure 
that our regional compliance officers across Canada 
were supplying a consistent interpretation of 
the Act and Regulations. In addition, two more 
FINTRAC Interpretation Notices (FINs) were 
developed this year, addressing the securities 
and accountants sectors. 


Quality, Timing and Volume Monitoring 


We spent a considerable part of the year 
redesigning our data quality capabilities to align 
with the new reporting systems being offered to 
reporting entities. 


We can now provide instantaneous feedback 
to reporting entities when they submit reports and 
advise them of recurring data quality issues. This, 
in turn, allows us to enhance the quality of data 
received during the year by facilitating early 
detection of data quality problems, and allowing 
for increased feedback to reporting entities on 
their reporting activities. 


This year, the existing reporting mechanisms 
were streamlined into one secure Web site called 
F2R. This new system provides a user-friendly 
method to prepare and submit reports to FINTRAC. 


As the bar graph on page 17 illustrates, there 
has been a steady growth in the volume of reports 
received by FINTRAC since 2001-02. The Centre 
currently has some 37 million reports in its database. 
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Examinations Suspicious Transaction Reports 
by Sector 2005-06 


Using a variety of techniques, we conducted 


examinations in all reporting entity sector 

Ep § ty : i Financial Entities (banks, credit unions, caisses populaires, 
during 2005-06. As a prerequisite to conducting trust and loan companies) 
examinations, FINTRAC’s compliance officers © Foreign Exchange Dealers and Money Services Businesses 


must undergo rigorous training. 


ea Others (casinos, real estate, securities dealers and others) 


This year, FINTRAC conducted 196 on-site 
examinations. FINTRAC also entered into an 
additional 10 compliance information-sharing 
agreements, or memoranda of understanding 
(MOU), with both national and provincial 
regulators. FINTRAC’s MOU partners conducted a 
further 96 examinations, which helped to lessen 
the regulatory burden placed on reporting entities 
by limiting duplication of the examinations 
performed on them. 


Reports Received by Fiscal Year and Type iniions) 


Cross-Border Currency Report/Cross-Border Seizure Report - CBCR/CBSR 
M@ Suspicious Transaction Report - STR 
™ Large Cash Transaction Report - LCTR 
Mi Electronic Funds Transfer Report - EFTR 
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MAKING THE CONNECTIONS: Results for 2005-06 


Disclosures of Non-Compliance 
to Law Enforcement 


FINTRAC’s examination process has clearly 
demonstrated that the vast majority of reporting 
entities want to comply with their legislative 
obligations. In all our examinations, we have 
found only a small number of entities with serious 
compliance deficiencies. Where a reporting entity 
makes no demonstrable effort to resolve 
the deficiencies identified by FINTRAC, the 
Centre can choose to disclose such a case of 
non-compliance to law enforcement for 
investigation and prosecution. In 2005-06, 
FINTRAC disclosed three cases of non-compliance. 


i 
Who must report 


e Financial entities of all types 
(banks, credit unions, etc.) 

e Life insurance companies, brokers or agents 

e Securities dealers, portfolio managers, provinciaily 
authorized investment counsellors 

e Foreign exchange dealers 

e Money services businesses (including alternative 
remittance systems, such as Hawala, etc.) 

e Crown Agents accepting deposit liabilities 
and/or selling money orders 

e Accountants/ accounting firms, 
real estate brokers/ sales representatives, 
in certain client-related activities 

e Casinos (except some temporary charity casinos) 

e Individuals transporting large sums in or out of the 
country (via CBSA) 


What is reported 


e Suspicious transactions related either to 
money laundering or to terrorist activity financing 
regardless of dollar value 

e The existence of terrorist property in their 
possession or control, or information about 
a transaction or proposed transaction in 
respect of such property 

e International electronic funds transfers involving 
$10,000 or more 

¢ Large cash transactions of $10,000 or more 

e Cross-border movements of $10,000 or more 
in currency or monetary instruments 


Disseminating 
Strategic Information 


A continuing task of a financial intelligence 
unit such as FINTRAC is to undertake strategic 
analysis to identify patterns, typologies and 
trends that characterize money laundering and/or 
terrorist activity financing. Through analysis of our 
case disclosures and the thousands of associated 
reports, we can support the work of policy 
makers as well as our domestic partners in law 
enforcement and national security, the financial 
community and international counterparts. 


FINTRAC’s increasing ability to produce 
macro-analytical information relies on a number 
of factors. The analysis of our ever-growing body of 
tactical financial intelligence disclosures affords us 
an expanded view of suspected criminal money 
movements. The considerable range of information 
contained in our data holdings yields cumulative 
insights derived from five years of collecting 
financial transaction reports and identifying those 
that are suspicious. We are also noting a year-over-year 
maturing in our ability to analyze and mine 
information from a variety of sources. 


Macro-Analysis of Our Cases 


In 2005-06, through macro-analysis of our case 
disclosures and the associated transaction reports, 
we gained insights into suspected fraud-related and 
illegal drug-related money laundering cases, as well as 
suspected terrorist financing activity. We shared what 
we found about patterns and characteristics of these 
cases with our federal partners, the reporting entity 
sectors and law enforcement. 


The financial transactions in our drug-related 
cases were cash intensive and very often of a 
significant dollar value. This financial activity 
frequently involved the use of foreign currency 
exchanges, casinos, and the physical or electronic 
movement of funds into, or out of, Canada. 


Multiple, repeat deposits of cash, cheques or 
bank drafts, as well as multiple repeat exchanges of 
currency, were observed. This activity was often brought 
to our attention through the filing of suspicious 
transaction reports by the financial reporting entities. 
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Through our work with reporting entities, such 
as banks, currency exchanges and casinos, these 
entities are sensitized to this type of activity and the 
suspicious transaction reports they send us play an 
important role in identifying money laundering. 


Over the past several years, we have also 
uncovered some very large fraud cases, some of 
which are now entering the prosecution stage. 
Along with the large dollar amount these types of 
cases represent, it is interesting to note the complex 
efforts that criminals take to launder their profits. 
For this suspected criminal activity, we can usually 
identify certain common characteristics: significant 
movement of funds overseas, the use of multiple 
real and shell companies to spread and obscure the 
money trail, and funds funneled from multiple 
accounts to single accounts and then dispersed 
globally to multiple accounts. 


Another characteristic, and one which often 
distinguishes these types of cases from suspected 
drug cases, is that there are fewer suspicious 
transaction reports. This suggests that these 
schemes are difficult to detect as they involve 
complex, multiple non-cash transactions in 
foreign jurisdictions. 


On the terrorist activity financing side, 
we observed that a large percentage of our case 
disclosures had an international component 
where funds were often wired to locations of 
specific concern. We also noted that many cases 
involved large cash deposits, made to personal or 
business accounts, which were often followed by 
international wire transfers. Criminal activities 
have also been associated with a number of our 
suspected terrorist activity financing disclosures. 
These activities include fraud and drug trafficking. 
Finally, non-profit organizations figure in 
approximately one third of our case disclosures 
related to terrorist activity financing and other 
threats to the security of Canada. 


Sharing Strategic Intelligence with 
Foreign Financial Intelligence Units 


The development and sharing of strategic 
intelligence internationally is vital to any effort 
to curb the power and profits of organized crime 


and terrorism. 


FINTRAC plays an active part in domestic and 
international anti-money laundering/anti-terrorist 
activity financing experts groups, international 
typologies meetings and strategic analysis 
workshops. We encourage counterpart financial 
intelligence units to cast as broad a scope as possible 
to detect money movements across jurisdictions. 


This past year we made twenty-eight disclosures 
to nine foreign financial intelligence units (FIUs). 
We also shared these disclosures with Canadian law 
enforcement, when we had the agreement of the 
foreign FIU to share their information. 


In our analysis of these foreign disclosures we 
found certain common characteristics; namely, the 
over-complex movement of funds or unusual or 
unrealistic explanations for business account 
activity. We noted, in addition, the large and/or 
rapid movement of funds, for example multiple 
Electronic Funds Transfers (EFT) were received into 
an account and rapidly forwarded to another 
account (same day or within a relatively short 
period of time), and multiple, repeat EFTs (the 
same day or within a relatively short period of 
time) when a single transaction would have been 
more efficient. 


Further analysis of the EFT reports in case 
disclosures to foreign FIUs showed that close to 
one third of the cases involved transactions that 
originated in a foreign country, and then transited 
through Canada for the ultimate benefit of a 
beneficiary ina foreign country. 


Money laundering and terrorist activity 
financing are often international in scope. That 
is why Canadian law mandates the reporting of 
international EFTs of $10,000 or more. FINTRAC 
is one of the few FIUs worldwide to receive such 
reports. We find wire transfer information very 
useful in identifying suspected money laundering 
and terrorist activity financing. Collecting EFT 
reports ensures the detection of a considerable 
amount of suspect activity and our analysis 
continues to demonstrate the benefit of 
capturing such reports. 
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Investing 
in Technology 


Advanced information systems are vital 
to ensure the integrity and quality of the 
information in our database and to improve the 
effectiveness of FINTRAC’s financial analysts. 
An analyst’s skill in uncovering suspected 
criminal money is greatly enhanced by having 
advanced tools that can efficiently manage and 
mine our growing database, now containing 
more than 37 million reports. 


In the past year, we launched a series of major 
systems upgrades. The first stage was the recent 
implementation of a more stable and streamlined 
data capture system for reporting entities. This new 
online tool, called F2R, will improve the quality of 
reports received, and, ultimately, the quality of the 
intelligence we produce. This first step in phasing in 
a new generation of systems signalled a significant 
milestone in FINTRAC’s progress. 


Another key component focuses on developing 
new applications to strengthen our analytical 
capabilities. With these improvements, we are 
enriching the quality of our case disclosures and 
broadening the scope of our strategic information. 


Given the unique nature of our mandate, our 
high volume of data and our security concerns, no 
IT implementation at FINTRAC can be ‘off the 
shelf.’ Every new IT solution must be custom-made 
to our specifications. FINTRAC’s IT team is highly 
trained and dedicated to the task. 


In keeping with our commitment to the 


highest standards of information privacy and 
security, we upgraded the protections around our 
information holdings. Changes to our technology 
infrastructure further improved security monitoring 
and alert capabilities. 


Contributing to 
Domestic Anti-Money 
Laundering Efforts 


FINTRAC’s most important product is timely, 
high-quality financial intelligence that assists 
law enforcement and CSIS with investigations 
and prosecutions. In 2005-06, we bolstered 
FINTRAC’s core product by strengthening our 
interaction with our clients and sharpening our 
understanding of their intelligence requirements. 


As part of our effort to improve our intelligence 
product, we included feedback forms in our case 
disclosures. We were pleased to note that the 
majority of responses confirmed the value of our 
intelligence. The comments we received indicated 
that our case disclosures expanded information on 
known targets, pointed to previously unknown 
targets, strengthened a case that was expected to 
be prosecuted, and provided information that was 
useful for intelligence purposes. In addition, the link 
chart included in the disclosures (see example, p.14) 
was considered very useful. 
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Feedback also indicated that the timeliness 
of disclosures was sometimes a concern. We are 
addressing this issue by reviewing our business 
process. As well, the additional funding earmarked 
for FINTRAC in the Federal 2006 Budget will allow 
us to devote more resources to achieving this goal. 


To further raise awareness of our mandate 
and our intelligence product, we delivered over 
500 presentations, training events or information 
sessions to police groups across the country. We 
also completed work on a best practices document 
designed to assist law enforcement in the provision 
of voluntary information, as this information 
supports analysis and can lead to more timely 
and relevant case disclosures. 


FINTRAC also continued to contribute to 
national forums addressing public safety and 
national security issues. In the past year, for 
example, we participated in the National 
Coordinating Committee on Organized Crime. 


One of the major developments in this 
reporting year was the June 2005 Government 
consultation paper entitled “Enhancing Canada’s 
Anti-Money Laundering and Anti-Terrorist 
Financing Regime.” The Department of Finance 
consulted stakeholders on these proposals, which 
are designed to ensure that Canada’s anti-money 
laundering and anti-terrorist financing regime 
remains strong and effective and continues to 
meet international obligations. 


Many of the proposals, if implemented, would 
significantly affect FINTRAC’s business process. For 
example, one of the Financial Action Task Force 
Recommendations requires that businesses such as 
money services businesses and foreign exchange 
dealers (MSBs\FXs) be registered or licensed, in 
order to facilitate compliance with anti-money 
laundering/anti-terrorist financing requirements. As 
a result, one of the proposed amendments would 
require FINTRAC to act as Registrar for all MSBs/FXs 
in Canada. 


Supporting the 

Global Fight against 
Money Laundering and 
Terrorist Financing 


Money laundering and terrorist financing 
are crimes without borders, and FINTRAC’s 
international relationships help to place Canada 
on the world stage in the fight against crime. 
Many of our case disclosures have an 
international dimension. 


Our links with foreign financial intelligence 
units (FIUs), and our membership in the Egmont 
Group, are key to our international effectiveness. 
Last year, we undertook a number of initiatives to 
facilitate the exchange of information between FIUs, 
and to help develop technological capabilities where 
appropriate. As part of these efforts, we signed new 
international memoranda of understanding to share 


Agreements with Foreign FIUs in 2005-06 


Argentina Colombia 
Aruba Cyprus 
Australia Denmark 
Bahamas E| Salvador 
Belgium Finland 
Barbados France 
Bulgaria Guernsey 
Cayman Islands Italy 


Israel Slovenia 

Latvia South Korea 

Mexico Spain 

Monaco Ukraine 

Netherlands United Kingdom 

Panama United States of America 
Portugal 

Singapore 
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information. We strongly supported the Egmont 
Group’s evolution, and we put in place a strategy 
to provide assistance to foreign FIUs. 


During 2005-06, we made twenty-eight 
disclosures to nine foreign financial intelligence 
units. Over 6,400 transactions were involved in 
these disclosures. 


Memoranda of Understanding 


During this fiscal year, with the concurrence 
of the Minister of Finance, we expanded our 
network by signing international memoranda of 
understanding with 10 FIUs, bringing the total 
of such agreements to 30. 


Support to Egmont 


Since FINTRAC first joined the Egmont Group, 
it has supported the organization’s efforts to 
promote the worldwide cooperation of FIUs. 
This year, FINTRAC led the initiative to support 
Egmont’s transition to a more sustainable and 
permanent organization that is able to provide 
support to its hundred or so members, to assist 
emerging FIUs, and to participate even more 
effectively with other international groups in 
combating money laundering and terrorist 
financing. FINTRAC has also participated in a 
number of Egmont’s working groups. 


Assistance to Financial Intelligence Units 


During the year, we received several delegations 
from foreign FIUs eager to learn how FINTRAC 
operates, particularly in the areas of electronic 
receipt of information and of IT support for 
operations. To respond to this interest, we began 
building our assistance program to help FIUs, 
particularly those developing their operational 
capacities. We were helped in this by the 
Government of Canada’s Counter-Terrorism 
Capacity Building Program. Funding for our 
program enabled us to provide an information 
workshop for FIU representatives from four 
countries, and to work with our American 
counterpart FinCEN, in developing a needs 
assessment for an important emerging FIU. 


Meeting our 
Public Awareness 
Mandate 


At FINTRAC, communications activities 
assist and advise reporting entities, and enhance 
public awareness in matters relating to money 
laundering and the financing of terrorist 
activities. Our Web site, the call centre, the 
pamphlets and information sheets, and of 
course, this annual report, are all vital 
elements of our communications effort. 


Public Awareness Activities 


During the year, FINTRAC Director Horst 
Intscher, delivered keynote addresses to the 
Money Laundering in Canada 2005 Conference in 
Vancouver and to the Wilton Park Conference on 
Combating the Financing of International 
Terrorism, at Wilton Park, U.K. 


As a key component of our compliance 
program, FINTRAC conducts many outreach 
activities to reporting entities that take an educative 
approach to legislative obligations. This year, there 
were nearly 600 presentations, meetings and 
seminars with reporting entities and associations, 
involving 14,900 people, a significant increase 
over the number reached last year. 


Parliamentary Appearances 


FINTRAC’s appearances before Parliamentary 
committees have given us the opportunity to 
explain our mandate and operations and 
to account for our results to Canadians. 


Annual Report 


The Annual Report, available on FINTRAC’s 
Web site, provides a vital communications link with 
the public, but more particularly with domestic 
partners and stakeholders, and with the larger inter- 
national anti-money laundering and anti-terrorist 
financing network of individuals and institutions. 
Its purpose is to describe the Centre’s operations, 
goals and achievements. 
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MAKING THE CONNECTIONS: Operational Support 


6 
Guidelines Available in 2005-06 


Backgrounder 
7 Suspicious Transactions 


3A. Submitting Suspicious Transaction Reports to FINTRAC Electronically 
3B. Submitting Suspicious Transaction Reports to FINTRAC by Paper 


Implementation of a Compliance Regime 
Submitting Terrorist Property Reports 
Record Keeping and Client Identification 


7A. Submitting Large Cash Transaction Reports to FINTRAC Electronically 

7B. Submitting Large Cash Transaction Reports to FINTRAC by Paper 

8A. Submitting Non-SWIFT Electronic Funds Transfer Reports to FINTRAC Electronically 
8B. Submitting SWIFT Electronic Funds Transfer Reports to FINTRAC 

8C. Submitting Non-SWIFT Electronic Funds Transfer Reports to FINTRAC by Paper 

9. Alternative to Large Cash Transaction Reports to FINTRAC 


Call Centre Inquiries 


3,900 


3,000 


2003-04 2004-05 2005-06 


Call Centre 


The call centre is open for 12 hours a day from 
Monday to Friday, and information officers are 
available to answer general inquiries about 
FINTRAC’s operations, as well as more specific 
questions about reporting requirements. 


Pamphlets and Information Sheets 


During this fiscal year, FINTRAC distributed 
136,235 pamphlets, information sheets and other 
materials to a wide audience, which includes law 
enforcement agencies, reporting entities and the 
general public. 


Web Site Visits 


600,000 
500,000 492,956 
400,000 360,811 


300,000 264,733 
201,104 


107,519 


2000-01 2001-02 200203 2003-04 2004-05 2005-06 


Web Site 


FINTRAC’s Web site is a crucial tool in 
providing support to reporting entities that are 
subject to the Act. A series of plainly written and 
frequently updated guidelines are particularly 
valuable, and assist specific sectors with reporting 
and other obligations. The Web site, which is 
constantly improved and refined, also acts as an 
information resource for government partners and 
players in the international anti-money laundering 
and anti-terrorist financing network, and helps to 
increase public awareness throughout the world. 
This year, there were 492,956 visits to our Web site, 
a 37 per cent increase over the previous year. 
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Maintaining 
Organizational Excellence 


Over the past six years, we have seen 
our operations grow enormously in scope and 
complexity. Our continued effectiveness in meeting 
our mandate demands a high degree of adaptability 


to respond to changes in our working environment. 


We realigned our organizational structure 
in the fall of 2005. A key aim was to strengthen 
our capacity by bringing our core operational 
functions of analysis and compliance together 
into one sector. The changes also streamlined 
the most senior levels of management and better 
integrated a number of planning and corporate 
management responsibilities. 


People and Performance 


The cornerstone of our enterprise is our 
dedicated workforce. Over the past year we 
furthered our investments in learning. We did 
this through initiatives targeting the skills that our 
employees need in order to meet new challenges 
in their area of work, whether their expertise is 
operational, administrative or managerial. We 
have also continued to reward excellence through a 
flexible model of human resources management 
that blends the best public service practices with 
innovative approaches from other sectors. 


0) 
Profile of FINTRAC’s Workforce 


180 employees 
e Average age of 38 
* 51% female 
e Visible minorities comprise 17% 
e 62% have a private sector background 


e 38% have a public sector background 


Protecting 
Personal Information 


The protection of the personal information 
that FINTRAC receives is integral to the Proceeds 
of Crime (Money Laundering) and Terrorist Financing 
Act, just as it is to the Canadian Charter of Rights 
and Freedoms by which the Act is informed. 
Consequently, the strictest security measures are 
woven into every aspect of our operations and 
are constantly reinforced. 


Under the Act, FINTRAC is required to act at 
arm’s length from law enforcement and other 
departments and agencies. There are well-defined 
limitations on the information FINTRAC can 
collect and disclose and we have adopted an array 
of security measures to protect the information 
under our control from unauthorized disclosure. 
The Act further specifies that reports and 
information received or collected by FINTRAC 
must be destroyed within a specified period. 


All of FINTRAC’s employees undergo 
enhanced reliability screening and must obtain 
a high security clearance. 


It is evident that our measures for the 
protection of information are particularly stringent, 
as is the vigilance with which they are followed. 


Threat and Risk Assessments, along with Privacy 
Impact Assessments are standard tools to ensure 
that our systems and processes meet or exceed 
government standards. We implement security in a 
layered approach, and this addresses all areas, from 
the physical environment, to personnel, to areas 
specifically related to safeguarding information. 
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FINTRAC's Activities in Protecting Personal Information 


Physical Environment 


In both Ottawa and the regions, a vigorous and integrated security program protects FINTRAC from unauthorized 
access to both facilities and electronic systems. Measures in place include intrusion detection monitoring and 
state-of-the-art firewalls. Internal electronic systems used by our analytical function are, of course, not accessible 
through the Internet. No one outside FINTRAC has access to our database. 


Business Continuity Planning 


Planning for protection of personal information in an emergency is essential in today’s world. While 
most emergencies are likely to be as temporary and local as power outages, FINTRAC has strategies and 
individual sector plans in place to protect secure information in the unlikely event that more serious events occur. 


Personnel/Information 

Advanced authentication and biometric software control and monitor access to facilities and information. Access to 
our database is limited to those employees with the appropriate security clearance and those whose functions 
require them to have the information. 


It is part of FINTRAC’s staff training to ensure that every employee is fully aware of the responsibility to 
protect personal information, and of the procedures that must be followed in providing protection. All our staff 
members know that the penalties for improper disclosure of information are severe, and may include up to 
five years imprisonment and/or a fine of up to $500,000. 


We are committed to the protection of the privacy of Canadians, and we continue to exercise the 
greatest vigilance in taking every precaution to carry out that responsibility. 
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FINTRAC’s achievements in the past year 
rested on our commitment to deliver useful and 


timely disclosures to law enforcement and CSIS, 
to a vigorous compliance program, and to the 
sharing of strategic intelligence with domestic 
and international partners. These pillars of our 
mandate will continue to be the yardstick by 
which we measure our Success. 


We must also ready ourselves for new 
challenges and opportunities in the coming year. 
Working with the Department of Finance and 
others, we are anticipating changes that may 
follow from a number of national and 
international developments. 


The measures proposed in the 
Government’s 2005 consultation paper and the 
2006 Parliamentary Review of the Proceeds of Crime 
(Money Laundering) and Terrorist Financing Act may 
result in enhancements to our domestic anti-money 
laundering regime. 


The Government’s commitment to bolster 
existing capacities to combat organized crime 
and terrorism was further underscored in the 
2006 Budget. Along with the need to introduce 
strengthened legislation at the earliest opportunity, 
the Budget also emphasized Canada’s responsibility 
to respond to global standards and risks. 


Demonstrating leadership on the international 
stage is particularly important as Canada prepares to 
chair the Financial Action Task Force in July of 
2006. The Forty plus Nine Recommendations of 
the Financial Action Task Force, or FATE, are the 
international standard for detecting and preventing 
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money laundering and the financing of terrorist 
acts. As FINTRAC’s contribution to robust Canadian 
leadership on the international stage, we will be 
taking a strong role in supporting the Egmont 
Group and its promotion of enhanced cooperation 
and capacity building among international financial 
intelligence units (FIUs). 


To strengthen our national regime and to meet 
our international commitments, we are ensuring 
our preparedness to implement new requirements. 
These changes may include an expansion in both 
the current list of information items that FINTRAC 
may initially disclose to law enforcement and 
intelligence agencies, and enhancements to the 
requirements for client identification, due diligence 
and record keeping. Further changes may also 
include the establishment of new reporting entity 
sectors and a registration system for money services 
businesses and foreign exchange dealers. 


In consultation with the Department of 
Finance, FINTRAC will continue to examine 
longer-term issues and their implications. The 
emergence of new types of financial services creates 
the possibility of further avenues for concealing and 
moving illicit funds, and FINTRAC will continue to 
pay close attention and to offer operational advice 
on meeting these challenges. Some of the areas to 
be monitored include the use of White Label ATMs, 
Internet banking and e-money. 
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PLANNING FOR THE NEXT YEAR: Priorities for 2006-07 


FINTRAC's 
Priorities for 2006-07 


¢ Deliver timely and high-quality 


financial intelligence to law enforcement, 


CSIS and foreign financial intelligence units. 


e Ensure compliance with the PCMLTFA. 


e Disseminate strategic information on 
money laundering and terrorist activity 
financing to partners, stakeholders and 


the general public. 


1. DELIVER TIMELY AND 
HIGH-QUALITY FINANCIAL 
INTELLIGENCE TO LAW 
ENFORCEMENT, CSIS AND 
FOREIGN FINANCIAL 
INTELLIGENCE UNITS. 


ANTICIPATED RESULT: Financial intelligence 
analysis and case disclosures that are widely 
accepted and used in investigations by law 
enforcement, CSIS and foreign financial 


intelligence agencies. 


AT FINTRAC, we will continue to improve 
our financial intelligence product. 


In furthering that goal, we are bringing 
on-line a new generation of systems to support 
analysis of increased depth and breadth. We will 
continue to build our relationships with case 
disclosure recipients by working to understand 
their priorities and by keeping informed of their 
ongoing requirements. We have developed a 
feedback framework to receive and manage our 
disclosures, which will guide the development of 
our intelligence product to better serve investigators. 
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PLANNING FOR THE NEXT YEAR: Priorities for 2006-07 


2. ENSURE COMPLIANCE 
WITH THE PCMLTFA. 


ANTICIPATED RESULT: Increased compliance 
with the law by reporting entities through 
more robust detection and deterrence of 
non-compliance. This will be accomplished 
through a risk-based compliance program 
comprised of awareness activities, the 
monitoring of data quality, compliance 
questionnaires and examinations, and by 
taking appropriate remedial action when 


non-compliance is detected. 


We will continue to broaden our work with 
the many individuals and businesses that have 
been identified as reporting entities to ensure 
compliance with the law. The work of financial 
entities and institutions to implement strong 
compliance regimes significantly enhances the 
vigilance and scrutiny at the front lines, where 
financial transactions take place. The vigorous 
application of the compliance program’s 
key elements will continue to be essential 
to our success. 


Future legislative and regulatory amendments 
may include the implementation of a money 
services business and foreign exchange business 
registration system, and the expansion of reporting 
entity sectors to include dealers in precious metals 
and stones, real estate developers, and notaries 
(in British Columbia). Other proposed measures 
include the enhancement of FINTRAC’s 
compliance tools, including the establishment 
of a civil penalties regime for non-compliance. 


With FINTRAC’s current anti-money 
laundering/anti-terrorist financing regime, we will 
continue to promote compliance with legislative 
requirements by reporting entities across Canada. 
We will, as well, continue to provide outreach to 
new reporting entity sectors so that they know 
about, and comply with, any new requirements. 


3. DISSEMINATE STRATEGIC INFORMATION 
ON MONEY LAUNDERING AND 
TERRORIST ACTIVITY FINANCING TO 
PARTNERS, STAKEHOLDERS, AND 
THE GENERAL PUBLIC. 


ANTICIPATED RESULT: Provide strategic 
intelligence, advice and analysis that 
enhance awareness and understanding of 
money laundering and terrorist activity 
financing, and that inform the development 
of effective Canadian and multilateral 
counter-strategies. 


We will continue to develop strategic 
intelligence products and to strengthen our 
relationships with key stakeholders. We 
will consult with reporting entities and with 
enforcement and intelligence agencies, to 
deliver strategic financial intelligence of 
interest to them. 


Internationally, we will continue to strengthen 
working relationships with foreign financial 
intelligence units (FIUs) and to provide technical 
assistance to developing FIUs. In this task, we 
will work with our Canadian government partners, 
as well as with foreign FIUs, and international 
organizations such as the Egmont Group, the 
FATE, the World Bank, the International 
Monetary Fund and the United Nations 
Global Programme on Money Laundering. 


As part of our legislated mandate, FINTRAC 
works to increase awareness of money laundering 
and terrorist activity financing. In addition to 
the many presentations we give across Canada, 
we use vehicles such as our Web site, publications 
and this annual report to provide information 
about these problems. 
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FINTRAC’s Business Process 
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APPENDIX | FINTRAC’S Financial Statements 


Financial Transactions and Reports Analysis Centre of Canada 


Management Responsibility for the Financial Statements 


Responsibility for the integrity and objectivity of the accompanying financial statements for the 
year ended March 31, 2006 and all information contained in this report, rests with Financial 
Transactions and Reports Analysis Centre of Canada (FINTRAC) management. 


These statements have been prepared in accordance with Treasury Board Accounting Standards 
based upon generally accepted accounting principles, using management's best estimates and 
judgments where appropriate. Readers of these statements are cautioned that the financial 
statements are not necessarily complete; certain assets, liabilities and expenses are only recorded 
at a government-wide level at this time. These statements should be read within the context of 
the significant accounting policies set out in the accompanying Notes. 


Management has developed and maintains books, records, internal controls and management 
practices, designed to provide reasonable assurance that the Government's assets are safeguarded 
and controlled, resources are managed economically and efficiently in the attainment of corporate 
objectives, and that transactions are in accordance with the Financial Administration Act and 
regulations as well as FINTRAC'’s policies and statutory requirements. 


The transactions and financial statements of FINTRAC have not been audited. 


Horst Intscher Glynnis French 

Director Deputy Director 

FINTRAC Strategies and Partnerships 

Ottawa, Canada and Senior Financial Officer 
FINTRAC 


Ottawa, Canada 
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Financial Transactions and Reports Analysis Centre of Canada 


STATEMENT OF OPERATIONS (Unaudited) 
For the year ended March 31, 2006 


(In dollars) 2006 2005 


(As restated, note 3) 


OPERATING EXPENSES 


Salaries and employee benefits 19,776,933 19,986,169 
Amortization of tangible capital assets 3,297,513 7,830,047 
Accommodations 2,616,843 2,590,430 
Repairs and maintenance 2,122,319 2,256,152 
Professional and special services 2,106,956 DANY AAS 
Travel and relocation 1,064,808 633,896 
Telecommunication services 735,104 746,664 
Utilities, materials and supplies 407,998 316,531 
Machinery and equipment 360,527 256,127 
Loss on disposal and write-down of tangible capital assets 326,199 - 
Information 253,064 210,226 
Other expenditures 70,916 169,580 
NET COST OF OPERATIONS 33,139,180 37,457,035 


COSHSHSOHHSHHHEHHHHHHSHOHHSHHHHSEHHHSHSHHHSHESHHHHHEHHHHHESHHSHHSHHSHHHSHOHOHHTESHEHSOSOHHEHHTOHOHOHOHHHHOSHHOEEHTEOEHOHEEHOSOSOHESEOEEEEEEE 


The accompanying notes are an integral part of these financial statements. 
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Financial Transactions and Reports Analysis Centre of Canada 


Statement of Financial Position (Unaudited) 
At March 31, 2006 


(In dollars) 2006 200 
ASSETS 
Financial assets 
Accounts receivable and advances (note 5) 71,773 447,905 
Non-financial assets 
Prepaid expenses 70,353 89,558 
Tangible capital assets (note 6) 13,381,193 12,476,498 
13,451,546 12,566,056 
Fg eect ‘seein Teo eee 
LIABILITIES AND EQUITY OF CANADA 
Liabilities 
Accounts payables and accrued liabilities 2,890,544 4,378,590 
Vacation pay and compensatory leave 785,579 749,593 
Employee severance benefits (note 7) OVI OTB anew OO. 
7,694,101 9,072,749 
conte ia: So ree on 
TOTAL LIABILITIES AND EQUITY OF CANADA 13,523,519 13,013,961 


COCO CEOS EES EEE H SESE OSHS ES ESE EOE HSH SHEE SHOOT OS HOSES EES HHHHEHHHHSES HS HSHSHEHEHEHESHESHSHESESEHETESESHSHSESHESHESESEOS 


Contractual obligations (note 8) 


The accompanying notes are an integral part of these financial statements. 
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Financial Transactions and Reports Analysis Centre of Canada 


STATEMENT OF EQUITY OF CANADA (Unaudited) 
For the period ending March 31, 2006 


(In dollars) 


EQUITY OF CANADA, BEGINNING OF YEAR 


Net cost of operations 

Current year appropriations used (note 4) 
Refund of previous year expenditures 
Change in net position in the 
Consolidated Revenue Fund (note 4) 
Services received without charge from 
other government departments (note 9) 


COSCO SH OHHH TOS OHO HOSES HSOHSHHHSOHHS HOH HOSHHHSH OHHH HHOHHEHSSHHHOSHSHEHHEHSHSHHHHHSHHHHHHHHSHHHHEHHEHHOHHHHHHHHHHSHHEHHHHOHHSOHESESEOSD 


The accompanying notes are an integral part of these financial statements. 
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3,941,212 
(33,139,180) 
32,360,449 
(80,333) 


1,527,420 


1,219,650 


2005 


(As restated, note 3) 


8,747,791 
(37,457,035) 
31,019,627 
(106,085) 


398,314 


1,338,600 
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Financial Transactions and Reports Analysis Centre of Canada 


STATEMENT OF CASH FLOW (Unaudited) 
For the year ended March 31, 2006 


(In dollars) 


pecccvcccesecceblecsscccnssceessceessccessscssseessseeseneeeseeeeecnnneseneeeseeeeeeeenneseennneessesenseereuscccccccucccepecesoesccsrecccecscceveccces 


OPERATING ACTIVITIES 


Net cost of operations 


Non-cash items: 
Amortization of tangible capital assets 
Loss on disposal and write-down of tangible capital assets 
Services provided without charge 


Variations in Statement of financial position: 
Decrease (Increase) in liabilities 
Increase (Decrease) in accounts receivables and advances 
Increase (Decrease) in prepaid expenses 

Cash used by operating activities 


Capital investment activities 


Acquisitions of tangible capital assets (note 6) 


COCO EEE HSE EEE ESOS HES ESEH HH ESESSEEE ESE EEO SHEE EE ESESOS SETHE EEEHHHSSHOHESHHHTEHHHEHESHEEHHEEESESEEHEEEEEEEHEHEEEHEEEEES 


Tangible capital assets (note 6) 


Contractual obligations (note 8) 


The accompanying notes are an integral part of these financial statements. 
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33,139,180 


(3,297,513) 
(326,199) 
(1,219,650) 


1,378,648 
(376,132) 
(19,205) 
29,219,129 


4,528,407 


2005 


(As restated, note 3) 


37,457,035 


(7,830,047) 


(1,338,600) 


(459,544) 
166,213 


28, 084,615 


3,227,241 
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Financial Transactions and Reports Analysis Centre of Canada 


Notes to the financial statements (Unaudited) 
For the year ended March 31, 2006 


1. Authority and objectives 


The Financial Transactions and Reports Analysis Centre of Canada (FINTRAC) was established through the Proceeds of 
Crime (Money Laundering) Act in July 2000 as part of the National Initiative to Combat Money Laundering. This legislation 
established FINTRAC as a government agency and separate employer, named in Schedule 1.1 of the Financial Administration 
Act. Originally, the key objectives for FINTRAC were the detection and deterrence of laundering of proceeds of crime. 
However, with the enactment of the Anti-terrorism Act in December 2001, FINTRAC was given additional responsibilities 
and government funding to detect the financing of terrorist activities. FINTRAC fulfills its responsibilities by collecting, 
analyzing, assessing Financial Information and, where appropriate, disclosing information relevant to the investigation and 
prosecution of money laundering offences and the financing of terrorist activities. 


2. Summary of significant accounting policies 


The financial statements have been prepared in accordance with Treasury Board accounting policies, which are 
consistent with Canadian generally accepted accounting principles for the public sector. 


Significant accounting policies are as follows: 


(a) Parliamentary appropriations 
FINTRAC is financed by the Government of Canada through Parliamentary appropriations. Appropriations provided to 
FINTRAC do not parallel financial reporting according to Canadian generally accepted accounting principles since 
appropriations are primarily based on cash flow requirements. Consequently, items recognized in the statement of 
operations and the statement of financial position are not necessarily the same as those provided through appropriations 
from Parliament. Note 4 provides a high-level reconciliation between the bases of reporting. 


(b) Net cash provided by Government 
FINTRAC operates within the Consolidated Revenue Fund (CRF), which is administered by the Receiver General for 
Canada. All cash received by FINTRAC is deposited to the CRF and all cash disbursements made by FINTRAC are 
paid from the CRF. The net cash provided by Government is the difference between all cash receipts and all cash 
disbursements including transactions between departments and agencies of the Federal Government. 


(c) Consolidated Revenue Fund 
Change in net position in the Consolidated Revenue Fund is the difference between the net cash provided by 
Government and appropriations used in a year. It results from timing differences between when a transaction 
affects appropriations and when it is processed through the CRF. 


(d) Expenses 

Expenses are recorded on the accrual basis: 

e Vacation pay and compensatory leave are expensed as the benefits accrue to employees under 
their respective terms of employment. 

e Services provided without charge by other government departments for employer's contributions 
to the health and dental insurance plans are recorded as operating expenses at their estimated cost. 

e Legal fees incurred and paid by FINTRAC to Justice Canada are recorded as operating expenses 
in the financial statements. 
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(e) 


(f) 


(g) 


(h) 


3. 
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Employee future benefits 


i. Pension benefits: Eligible employees participate in the Public Service Pension Plan, a multi-employer plan 
administered by the Government of Canada. The agency's contributions to the Plan are charged to expenses 
in the year incurred and represent the total Centre's obligation to the Plan. Current legislation does not 
require the Centre to make contributions for any actuarial deficiencies of the Plan. 

ii. Severance benefits: Employees are entitled to severance benefits under labour contracts or conditions of 
employment. These benefits are accrued as employees render the services necessary to earn them. The 
obligation relating to the benefits earned by employees is calculated using information derived from the 
results of the actuarially determined liability for employee severance benefits for the Government as a whole. 


Accounts receivables 


Accounts receivables are stated at amounts expected to be ultimately realized; a provision is made for receivables 
where recovery is considered uncertain. 


Tangible capital assets 

All tangible capital assets and leasehold improvements having an initial cost of $5,000 or more, are recorded at 
their acquisition cost. FINTRAC does not capitalize intangibles, works of art and historical treasures that have 

cultural, aesthetic or historical value, assets located on Indian Reserves and museum collections. Amortization 


of tangible capital assets is done on a straight-line basis over the estimated useful life of the tangible capital 
asset as follows: 


Asset Class neh Amortization Period 

Machinery and equipment 5 years 

Informatics hardware 3 years 

Informatics software 3 years 

Other equipment, including furniture 5 to 10 years 

Leasehold improvements Lesser of remaining lease term and 10 years 


POOH HEHEHE ESEEHHEHSEHHSHHEHHSHSESHEHSHTEHEHHHHEHSHEHOEHETEHEHHSHOHHHEEHHHHSEETHHEEH HEHEHE EHEOHHEEEEEEETHEOH HEHEHE EESESE 


Measurement uncertainty 

The preparation of these financial statements in accordance with Treasury Board accounting policies, which 

are consistent with Canadian generally accepted accounting principles for the public sector, requires management 
to make estimates and assumptions that affect the reported amounts of assets, liabilities, revenues and expenses 
reported in the financial statements. At the time of preparation of these statements, management believes the 
estimates and assumptions to be reasonable. The most significant items where estimates are used are contingent 
liabilities, environmental liabilities, the liability for employee severance benefits and the useful life of tangible capital 
assets. Actual results could significantly differ from those estimated. Management's estimates are reviewed 
periodically and, as adjustments become necessary, they are recorded in the financial statements in the year 

they become known. 


Change in accounting policy 


The financial statements of the prior period have been restated to conform to new Treasury Board accounting policies 
issued in 2005-06. The liability for employee severance benefits is now recorded in FINTRAC's accounts and financial 
statements. This change in accounting policies resulted in an increase of $181,802 to net cost of operations, an 
increase of $3,944,566 to employee severance benefits liability and a net decrease of $3,762,764 to Equity of Canada, 


at the beginning of year. 
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4. Parliamentary appropriations 


FINTRAC receives most of its funding through annual Parliamentary appropriations. Items recognized in the statement 
of operations and the statement of financial position in one year may be funded through Parliamentary appropriations in 
prior, current or future years. Accordingly, FINTRAC has different net results of operations for the year on a government 
funding basis than on an accrual accounting basis. The differences are reconciled in the following tables: 


(a) Reconciliation of net cost of operations to current year appropriations used: 


(In dollars) 2006 2005 
Net cost of operations 33,139,180 37,457,035 
Adjustments for items affecting net cost of operations but not affecting appropriations: 
Add (Less): 
Services provided without charge (1,219,650) (1,338,600) 
Amortization of tangible capital assets (3,297,513) (7,830,047) 
Loss on disposal and write-down of tangible capital assets (326,199) - 
Legal fees paid to Justice Canada (415,506) (485,243) 
Refund of previous year expenditures 80,333 106,085 
Increase in vacation pay and compensatory leave liability (35,986) (24,600) 
Increase in employee severance benefits liability (73,412) (181,802) 
(5,287,933) (9,754,207) 
Adjustments for items not affecting net cost of operations but affecting appropriations: 
Add (Less): 
Acquisitions of tangible capital assets 4,528,407 3,227,241 
Increase (Decrease) in prepaid expenses (19,205) 89,558 
Gurtant satlcgeranr RC Rete Seated a igtenrt ct asta ccd ee ee NE ne Settee See e ere 5S SCOLL aC aM CRUCoT 
(b) Appropriations provided and used: 
(In dollars) 2006 2005 
Appropriations provided: 
Vote 30 - Operating expenditures 27,663,000 29,032,000 
Vote 30a — Supplementary - 69,237 
Vote 5 — Transfer from Treasury Board 3,236,875 - 
Vote 15 - Transfer from Treasury Board - 813,000 
Contributions to employee benefits plan 3,082,784 2,979,131 
Less: Lapsed appropriations - Operating (1,622,210) (1,873,741) 
Cinreat veaP ance oo nancaeeen os ssisitiad geal ace See Sass ee eR Cte ae er eee Se WT 
(c) Reconciliation of net cash provided by Government to current year appropriations used: 
(In dollars) 2006 2005 
Net cash provided by Government $ 33,807,536 31,311,856 
Refund of previous year expenditures 80,333 106,085 
Change in net position in the Consolidated Revenue Fund 
Variation in accounts receivable and advances 376,132 (166,213) 
Variation in accounts payable and accrued liabilities (1,488,046) 260,100 
Legal fees paid to Justice Canada (415,506) (485,243) 
Other adjustments - (6,958) 
eee Mor an 
Cann (cer See Ren nieretioea ab slrsas (oops as Stes sav See asd scl te ce OU ee eee a ee erry ee 
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5. Accounts receivable and advances 


(In dollars) 2006 2005 
Receivables from other Federal Government departments and Agencies 6 0,743 ae 413,449 a 
Receivables from external parties 5,280 28,706 
Employee advances 5,750 5,750 
de DT a Scag eae “ak See Fr oe ee 


eines mien Mek Ric icae eecercicicc cic eo © eeie[ © 0\0'@,018'8\6\9'0.0 6:0 0 86:8 \016 010014 6 6010 0 00 0010 6:s10 010.0 elee 8 sie bisa ede ree dese hereecueseseuvegeeestwasadeeas 


6. Tangible capital assets 


CR 2006 Cost 

aes cota ike Watts manent et me se peal a 

BALANCE ACQUISITIONS WRITE-OFFS BALANCE 
Machinery and equipment 852,059 1p) Sis 2352 633,102 
Informatics hardware 17,296,481 379,261 4,175,570 13,500,172 
Informatics software 10,275,645 973,714 1,915,186 933347173 
Other equipment, including furniture 3,262,986 137,797 - 3,400,783 
Leasehold improvements 5,684,118 30,076 - 5,714,194 
Work in progress 1,921,040 2,995,164 : 4,916,204 
o ceerenovenceac tec eaboo SEES AES aE eee pee eee eee : erie ane ae 6 303,108 37 498,638" 
(In dollars) Accumulated amortization 
eae TTA eee c gives tossesuihagescssvsansybavensisedivess coe eiarcrera l  a 

BALANCE AMORTIZATION WRITE-OFFS BALANCE 
Machinery and equipment 563,882 124,901 148,065 540,718 
Informatics hardware 15,540,472 972,839 4,059,738 12,453,573 
Informatics software 8,143,805 1,310,054 1,788,106 7,665,753 
Other equipment, including furniture 27206 321,307 - 1,592,523 
Leasehold improvements 1,296,456 568,412 - 1,864,868 
einen eee oe BR epee aes 5 995,908 34,117,485" 
(In dollars) Net book value 
ON a laa ST Meee eee iar sek 
Machinery and equipment 288,177 92,384 
Informatics hardware 1,756,009 1,046,599 
Informatics software 2,131,840 1,668,420 
Other equipment, including furniture 1,991,770 1,808,260 
Leasehold improvements 4,387,662 3,849,326 
Work in progress 1,921,040 4,916,204 
Bena couscassasopdpedeeensgcustensnsuncacessascaneqecrasnnanisdanesersntsrenronetGesonanraetanefaersuarsnstin ree mmeg eC 


eooccee ialaiaintalarntele 6 (6 (bia.0) e's 616 (0 610 .0'6:016 01005 018 6:56106 (016.00 6.006 Ue RESET OED OAL SSRROCORERESE LE OOS ES ADS EES SOO ee ee ee 
eee 


Amortization expense for the year ended March 31, 2006 is $3,297,513 ($7,830,047 in 2005) 
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7. Employee benefits 


(a) Pension benefits: 
FINTRAC's employees participate in the Public Service Pension Plan, which is sponsored and administered 
by the Government of Canada. Pension benefits accrue up to a maximum period of 35 years at a rate of 
2 percent per year of pensionable service, times the average of the best five consecutive years of earnings. 
The benefits are integrated with Canada/Québec Pension Plan benefits and they are indexed to inflation. 


Both the employees and the Centre contribute to the cost of the Plan. The 2005-06 expense amounts to 
$3,082,784 ($2,979,131 in 2004-05), which represents approximately 2.6 times the contributions made 
by employees. 


The Centre's responsibility with regard to the Plan is limited to its contributions. Actuarial surpluses or 
deficiencies are recognized in the financial statements of the Government of Canada, as the Plan's sponsor. 


(b) Severance benefits: 
FINTRAC provides severance benefits to its employees based on eligibility, years of service and final salary as 
per Treasury Board policy. These severance benefits are not pre-funded. Benefits will be paid from future 
appropriations. Information about the severance benefits, measured as at March 31, 2006 is as follows: 


(In dollars) ; 2006 2005 
Employee severance benefit liability, beginning of year 3,944,566 3,762,764 
Expenses for the year 412,060 S02 wz 
Benefits paid during the year (338,648) (120,970) 
Empioyee severance benefit liability, end of year Le ite Oe CR RO re eT ae eee joiners 3.944566" 


8. Contractual obligations 


The nature of FINTRAC’s activities can result in some large multi-year contracts and obligations whereby FINTRAC will be 
obligated to make future payments when the services are received. FINTRAC has entered into lease agreements with 
Public Works and Government Services Canada for office space in 4 locations across Canada. The minimum aggregate 
annual payments for future fiscal years are as follows: 


(In thousands of dollars) 2006 
2006-2007 2,524 
2007-2008 2,322 
2008-2009 1,065 
2009-2010 = 
shstesoranticepahesvchesclelonet he vicse oT TO RT TT rer CT ne NTT ene Satie 
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9. Related party transactions 


FINTRAC is related, as a result of common ownership, to all Government of Canada departments, agencies, and Crown 
corporations. FINTRAC enters into transactions with these entities in the normal course of business and on normal trade 


terms. Also, during the year, FINTRAC received services which were obtained without charge from other Government 
departments as presented below. 


(a) Services provided without charge: 
During the year FINTRAC received, without charge from other departments, the employer's contribution to the 
health and dental insurance plans in the amount of $1,219,650 ($1,338,600 in 2004-05). These services without 
charge have been recognized in the Centre's Statement of Operations. The Government has structured some of 
its administrative activities for efficiency and cost-effectiveness purposes so that one department performs these 
on behalf of all without charge. The costs of these services, which include payroll and cheque issuance services 
provided by Public Works and Government Services Canada and audit services provided by the Office of the 
Auditor General, are not included as an expense in FINTRAC's Statement of Operations. 


(b) Payables and receivables outstanding at year-end with related parties: 


(In dollars) 2006 2005 
Accounts receivable with other government departments and agencies 60,743 413,449 
Accounts payable to other government departments and agencies 175,606 256,865 


POSH SSOHCHSEHHETEOHHSHEHSHHHEHHEEESHEEHHO HEHEHE OHHEEEOHSOHEBEEEED POOH HHHOHHHTHEHHEHHESHESHHHHHHETEEESHEOEEEEHEEEHEEEO OHH EE OE EEEEEEE ee 


10. Comparative information 


Comparative figures have been reclassified to conform to the current year's presentation. 
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Glossary of Terms and Acronyms 


Canada Border Services Agency (CBSA) 

A federal government agency responsible for 
providing integrated border services that support 
national security priorities and facilitate the free 
flow of persons and goods, including animals and 
plants, which meet all requirements under the 
program legislation. www.cbsa.gc.ca 


Canada Revenue Agency (CRA) 

A federal government agency that administers tax 
laws for the Government of Canada and for most 
provinces and territories, as well as various social 
and economic benefit and incentive programs 
delivered through the tax system. www.cra.gc.ca 


Canadian Security Intelligence Service 
(CSIS) 

Canada’s national security agency that has the 
mandate to investigate and report on threats to 
the security of Canada www.csis.gc.ca 


Counter-Terrorism Capacity 

Building Program 

Interdepartmental program administered by the 
Department of Foreign Affairs and International 
Trade that provides training, funding, equipment, 
technical and legal assistance to other states to 
enable them to prevent and respond to terrorist 
activity in a manner consistent with international 
counter-terrorism and human rights norms, 
standards and obligations. 


Cross-Border Currency Report (CBCR) 

A report that must be filed by a person entering 
or leaving Canada advising that the person is 
carrying large sums of currency or monetary 
instruments ($10,000 or more), or by a person 
mailing or sending such large sums into or 

out of Canada. 


Cross-Border Currency Seizure Report 

A report filed with FINTRAC by a CBSA officer 
who seizes cash or monetary instruments for 
which reporting obligations were not met. 


Egmont Group of 

Financial Intelligence Units 

An international group of FIUs, founded in 
1995, which collectively work together in an 
informal organization to improve support for 
their respective national anti-money laundering 
and anti-terrorist financing programs. 


Electronic Funds Transfer Report (EFTR) 
A report that a reporting entity must file with 
FINTRAC with respect to a transmission of 
instructions for the transfer of a sum of 
$10,000 or more out of or into Canada, 
through any electronic, magnetic or optical 
device, telephone instrument or computer. 


Financial Action Task Force (FATF) 

An inter-governmental body, established by 

the G-7 Summit in 1989. The FATF’s purpose is to 
develop and promote policies, both at national 
and international levels, to combat money 
laundering and terrorist financing. 
www.fatf-gafi.org 


Financial Intelligence Unit (FIU) 

A national governmental agency established to 
combat money laundering and terrorist financing. 
FlUs fulfill this function by collecting financial 
transactions and other information for the 
purpose of analysing and disclosing intelligence 
of financial information concerning suspected 
proceeds of crime or potential financing of 
terrorist activity. 
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FINTRAC Interpretation Notice (FIN) 

A document that provides technical 
interpretations and positions regarding certain 
provisions contained in the Proceeds of Crime 
(Money Laundering) and Terrorist Financing Act 
and associated Regulations. 


Large Cash Transaction Report (LCTR) 

A report that a reporting entity must file with 
FINTRAC when it receives $10,000 or more in 
cash in the course of single transaction; or when 
it receives two or more smaller transactions of less 
than $10,000, that total $10,000 or more that it 
knows were made within 24 consecutive hours of 
each other by or an behalf of the same individual 
or entity. 


Memorandum of Understanding (MOU) 
A document that outlines each party’s roles 
and responsibilities with regard to the sharing 
of information. 


National Coordinating Committee 

on Organized Crime 

A federal group composed of law enforcement 
agencies and federal, provincial and territorial 
policy makers. The Committee determines 
national policy priorities and assesses emerging 
concerns in the area of organized crime. 


Proceeds of Crime (Money Laundering) and 
Terrorist Financing Act (PCIMLTFA) 

This statute establishes FINTRAC to collect, 
analyze, assess and disclose financial information 
with respect to suspected money laundering and 
terrorist activity financing. Originally enacted 

as the Proceeds of Crime (Money Laundering) Act 

in June 2000, it was amended in December 2001, 
to add combating terrorist financing to 
FINTRAC’s mandate. 


Reporting Entities (REs) 
Entities that must report suspicious and certain 
other transactions to FINTRAC. Reporting entities 
include the following: 
* financial entities 
¢ life insurance companies, brokers, and agents 
¢ securities dealers 
¢ foreign exchange dealers 
* money services businesses 
¢ agents of the Crown that sell or 

redeem money orders 
* accountants 
real estate brokers or sales representatives; and 
certain casinos 


Royal Canadian Mounted Police (RCMP) 


Canada’s national police force. www.rcmp.ge.ca 


Suspicious Transaction Report (STR) 

A report that a reporting entity must file with 
FINTRAC with respect to a financial transaction 
that occurs in the course of its activities and for 
which there are reasonable grounds to suspect 
that the transaction is related to the commission 
of a money laundering or terrorist activity financ- 
ing offence. 


Terrorist Property Report (TPR) 

A report that a reporting entity must file with 
FINTRAC when it has in its possession or control 
property that it knows is owned or controlled by 
or on behalf of a terrorist group. This includes 
information about any transaction or proposed 
transaction relating to that property. This report 
is triggered by a requirement in the Criminal Code 
that requires the reporting of such information to 
the RCMP and CSIS. 


Threat and Risk Assessment (TRA) 

An assessment that each federal department and 
agency is required to carry out in order to identify 
operations and data whose protection is essential 
and to determine an appropriate level and scope 
of controls required. 
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FINTRAC’s Business Process 


RECEIVING INFORMATION 


Information about financial transactions and other information is received from 


many different reporting entities. 


Financial Transaction 


¢ Currency Exchange 
¢ Deposit 

¢ Money Transfer 

¢ Real Estate Purchase 


Cross-Border Movement 


of Currency or 
Monetary Instruments 


Accountants 
Banks 

Caisses Populaires 
Canada Post 
Casinos 


Co-op Credit Societies 


Credit Unions 


Foreign Exchange Dealers 


Life Insurance Companies, 
Brokers or Agents 


Money Services Businesses 


Provincial Savings Offices 


Real Estate Brokers or 
Sales Representatives 


Securities Dealers 


Trust & Loan Companies 


Canada Border 
Services Agency 


FINTRAC monitors the quality 
and quantity of reports 
being provided. 


Electronic Funds 
Transfer Reports 


Large Cash 
Transaction Reports 


Suspicious 
Transaction Reports 


Terrorist 
Property Reports 


Cross-Border 
Currency Seizure Reports 


Cross-Border 
Currency Reports 


CONDUCTING ANALYSIS 


Reports are analysed along with other 
information, to develop financial intelligence 

in order to detect suspected money laundering, 
terrorist activity financing, or other threats to 
the security of Canada. 


FINTRAC provides or develops 
financial intelligence by 
¢ Establishing identification 


¢ Grouping related transactions 
¢ Querying databases 


FINTRAC’S DATABASE 


External Databases 


Foreign Financial 
Intelligence Units 


Voluntary Information 


DISCLOSING INTELLIGENCE 


Where appropriate, financial intelligence 
pertaining to suspected cases of money 
laundering, terrorist activity financing, or 
threats to the security of Canada, is disclosed. 


Intelligence/Enforcement Agencies 


Foreign FlUs 
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Financial Transactions and _— Centre d’analyse des opérations 
Reports Analysis Centre et declarations financiéres 
of Canada du Canada 


Ottawa, Canada K1P 1H7 


Office of the Director Cabinet du directeur 


August 31, 2007 


The Honourable James M. Flaherty, PC., M.P 
Minister of Finance 

L’Esplanade Laurier 

140 O'Connor Street 

21st Floor, East Tower 

Ottawa, Ontario 

KIA 0G5 


Dear Minister: 


Pursuant to Section 71(1) of the Proceeds of Crime (Money Laundering) and Terrorist Financing 
Act, I am pleased to present you with the sixth Annual Report for the Financial Transactions 
and Reports Analysis Centre of Canada (FINTRAC). This report details our activities and 
our achievements for the period from April 1, 2006 to March 31, 2007, and our priorities 
for 2007-08. 


FINTRAC facilitates the detection and deterrence of money laundering and terrorist activity 
financing in Canada and abroad by analyzing suspect transactions and making case disclosures 
of financial intelligence to the appropriate law enforcement agency or to the Canadian 
Security Intelligence Service (CSIS), when there are reasonable grounds for suspicion. 


We continue in our commitment to promote compliance with Canada’s anti-money 


laundering and anti-terrorist activity financing legislation and to deliver high-quality 
financial intelligence. 


Yours sincerely, 


dent Wo eo 


Horst Intscher 


Director 
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Message from the Director 


MESSAGE FROM THE 
DIRECTOR 


This year, as every year since FINTRAC was established, I am able to report that we have 
attempted and achieved more than in previous years. As well, new opportunities came with 
Bill C-25 in December 2006, and these have augmented and will further augment both 
FINTRAC’s powers and responsibilities. In close collaboration with our many partners in 
Canada and around the globe, FINTRAC is now even better equipped than before to detect 
and deter money laundering and terrorist activity financing. 


Once again, the aggregate dollar value attached to our 193 case disclosures—nearly $10 billion 
in 2006-07—is almost twice that of the previous year. For the first time in our short history, 
three disclosures were each valued at more than $1 billion. Such large dollar values attached 
to specific cases indicate very large international criminal financial operations. They also 
demonstrate that the networks behind such operations are increasingly vulnerable to 
FINTRAC’s capacity to detect them. 


That capacity has been further enriched by the legislative (Bill C-25) and regulatory 
amendments, which flowed from reviews of our governing legislation, the Proceeds of Crime 
(Money Laundering) and Terrorist Financing Act (PCMLTFA). These extend the range both of the 
businesses and professions required to report to us, and of the information that we may 
disclose to our partners. Bill C-25 also provides for the creation of a money services businesses 
registry, and the authority to levy administrative monetary penalties for failure to comply 
with the PCMLTFA. These legislative amendments are important in strengthening the 
AML/ATF regime and our effectiveness, which grows stronger every year. 


Our effectiveness both domestically and globally must always be closely connected with our 
relationships with our partners. We are encouraged by the strength of the relationships we 
have built, and are continuing to build, whether with reporting entities, law enforcement 
and intelligence agencies, or internationally with our counterpart FIUs. This year, we 
completed an ambitious project with the Australian FIU, AUSTRAC, as a result of which 
we have made important information technology upgrades and found new solutions to 
improve our data capture and data analysis capabilities. This successful international 
collaborative effort provides a stellar, but by no means unusual, example of the way FIUs 
are able to combine their skills and experience in the common cause against criminal 
financial activity. 
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Message from the Director 


This has been a watershed year for FINTRAC, one which has seen us move into new 
territory, accept new responsibilities and incorporate a range of new management and 
analysis tools. Our staff was called upon to accomplish remarkable things in a rather 
short space of time. Because they are among the best, most dedicated and innovative 
people in the country, they handily accomplished it, and I know they will continue 
to accomplish further marvels. 


It is our continuing goal to remain a strong partner among other strong partners in 
the battle to rid the world of money laundering and terrorist financing. We will always 
have to improve and update, and we shall. 


out Wo eo 


Horst Intscher 
Director 
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THE YEAR IN REVIEW 


The past year has been significant not only because of FINTRAC’s direct 
achievements, but also because of legislative and other developments. These 
are already enhancing our ability, in cooperation with our many partners, 
to detect, deter and prevent money laundering and terrorist activity financing 
with even greater effectiveness. 


We have yet again seen dramatic growth in our output of financial intelligence. The 
193 case disclosures this year represented a value of $9.8 billion, which is almost double 
that of last year, which in turn was nearly double that of 2004-05. The increasing demand 
for this intelligence, both internationally and domestically, attests to its high quality. 


Factors contributing to the steady rise in our output include our deliberate strategy of 
focusing on large cases, our highly skilled and experienced financial analysts, and our 
databases containing five years of financial transaction reports. 


This year, we engaged in a major project to overhaul our data capture and analysis software, 
benefiting from the very generous collaboration of our Australian counterpart, AUSTRAC. 


With the cooperation of our reporting entities, we have continued to strengthen our national 
compliance program. FINTRAC, together with national and provincial regulators, conducted 
a record number of compliance examinations across all reporting sectors. Fourteen thousand 
participants were involved in FINTRAC’s outreach activities, which, among other activities, 

included presentations and seminars designed to enhance compliance awareness. 


The Department of Finance, working closely with FINTRAC, reviewed and developed 
amendments to the PCMLTFA (Bill C-25, adopted December 2006) and its regulations. 
The amendments extend the PCMLTFA’s coverage to new entities and professions, fortify 
its deterrence provisions, and expand the range of information that FINTRAC may disclose 
to law enforcement and intelligence agencies, thus strengthening the ability of these 
agencies to conduct investigations. 


The changes brought by Bill C-25 also significantly help to ensure that Canada complies 
with the international standards recommended by the FATF which, this year, began a 
comprehensive evaluation of Canada’s compliance with these standards. FINTRAC was 
closely involved in this evaluation. 


In 2006, the Egmont Group decided to set up its permanent headquarters in Toronto—a 
decision that recognizes Canada’s own strong commitment to the many cooperative ties 
and relationships that are so important in the global effort to fight money laundering 
and terrorist activity financing. 
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The Year in Review 


SUMMARY OF LEGISLATIVE AND 
REGULATORY AMENDMENTS 


Bill C-25, which received Royal Assent on December 14, 2006, amends the Proceeds of 
Crime (Money Laundering) and Terrorist Financing Act. When fully in force, the amended 
legislation and related regulations will enhance the PCMLTFA by expanding its coverage, 
strengthening its deterrence provisions, and broadening the range of information that 
FINTRAC may include in its financial intelligence disclosures to law enforcement and 
national security agencies, and to foreign FIUs. 


Certain of these amended provisions came into force in February and June 2007. 
The remaining provisions are expected to come into force in 2008. 


EN 


HIGHLIGHTS 2 
The amendments to the PCMLTFA and 2 
its regulations will: 2 
e enhance client identification, record keeping _ © authorize the disclosure of relevant z 
and reporting requirements oe information to the Communications 
¢ establish a registry for money services Security Establishment 
businesses and create anew offence —~> e authorize the disclosure of relevant 
for not registering __ information to the Charities Directorate 
e bring four additional business and of the Canada Revenue Agency 
professional sectors within the ambit © authorize the disclosure to the Canada 
of the legislation and regulations: Border Services Agency of information 
e Dealers in precious metals and stones relating to the suspected smuggling of 
e Notaries in British Columbia controlled or prohibited goods 
e Real estate developers e enable FINTRAC to exchange 
e Lawyers (subject to certain. compliance-related information with 
compliance requirements only) its foreign counterparts 
e create a system of graduated administrative e provide for a review every two years by 
monetary penalties for non-compliance the Office of the Privacy Commissioner 
e allow FINTRAC to disclose additional of Canada of the measures taken by 
information to law enforcement agencies FINTRAC to protect the information 
and other recipients (see page 13) it receives or collects. 


FINTRAC ANNUAL REPORT 2007 Reaching New Heights 


FINTRAC ¥ CANAFE 


OUR 
MAIN 
OBJECTIVE 


To facilitate the detection, 
prevention and deterrence 
of money laundering and the 
financing of terrorist activities 
and other threats to the 
security of Canada, by making 
case disclosures of financial 
intelligence to the appropriate 
law enforcement agency, CSIS 
or other agencies within the 
ambit of the PCMLTFA, while 
ensuring the protection of the 
personal information under our 
control. 


Proceeds of Crime (Money 
Laundering) and Terrorist — 
Financing Act (PCMLTFA) 
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OUR 
PRINCIPAL 
PRODUCTS 


Disclosures of financial 
intelligence pertaining to 
cases of suspected money 
laundering, terrorist activity 
financing and other threats 
to the security of Canada. 


Macro-analysis and research 
to support global and domestic 
strategies against money 
laundering and terrorist 
activity financing. 

Enhanced detection and 
deterrence of money 
laundering and terrorist 
activity financing in the 
financial sector. 


OUR 
RELATIONSHIPS 


DOMESTIC: 


¢ Reporting entities, such as banks and other financial institutions 
and financial intermediaries 

¢ Financial industry associations 

¢ National and provincial financial regulators 

e RCMP, provincial and municipal police forces 

¢ Canadian Security Intelligence Service (CSIS) 

¢ Canada Border Services Agency (CBSA) 

e Canada Revenue Agency (CRA) 

e Department of Finance 

¢ Department of Justice 

e Public Safety Canada (PS) 

¢ Foreign Affairs and International Trade Canada (DFAIT) 

¢ Communications Security Establishment (CSE) 

¢ Other government departments such as Privy Council Office, 
Treasury Board of Canada Secretariat, etc. 

e National Coordinating Committee on Organized Crime (NCCOC) 

e Canadian Association of Chiefs of Police (CACP) 


INTERNATIONAL: 

e Foreign financial intelligence units (FIUs) 

¢ The Egmont Group of Financial Intelligence Units 

Other international organizations such as the Financial Action 
Task Force (FATF), the World Bank (WB), the International Monetary 
Fund (IMF), the Caribbean Financial Action Task Force (CFATF) and 
the Asia/Pacific Group on Money Laundering (APG) 
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RESULTS FOR 2006-07 


Delivering High-Quality Financial Intelligence 


FINTRAC’s 193 case disclosures this year included transactions with a total dollar 


value of $9.8 billion, nearly double the value of last year’s disclosures. This 
dramatic increase demonstrates a continuing growth in the scope and complexity 
of the financial intelligence we produce. Our constantly improving tools and 
skills, and our increasingly rich database have resulted in our disclosures figuring 
more and more frequently in investigations and prosecutions. 


+ 


FINTRAC’S CASE 
DISCLOSURES FOR 2006-07 


e 193 case disclosures 


e 152 were for suspected money 
laundering (ML) 


e 33 were for suspected terrorist activity 
financing (TF) and/or other threats to 
the security of Canada 


8 involved both suspected money 
laundering and suspected terrorist 
activity financing and/or threats to 
the security of Canada 


On average, each case disclosure involved a total 
of 458 transactions valued at $51 million. This 
is a significant increase over the average of 261 
transactions valued at close to $30 million in 
2005-06. 


Of note this year is that 16 cases each involved 
transactions totalling over $100 million. Of 
those 16 cases, two involved transactions valued 
at between $500 million and $1 billion and 
three had a value of more than $1 billion. These 
are amounts of unprecedented proportions and 
show that our ability to detect suspected large- 
scale international money laundering activity 
has increased year over year. 


Money launderers and terrorist financiers spread 
their transactions over many locations—often 
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Disclosures by Type 


Type Number | Dollar Value 
(in billions) 
Total 193 $9.8 
Money laundering (ML) 152 $8.0 
Terrorist financing (TF)/Threats 33 $0.2 
ML&TF/Threats 8 a ous 


widely dispersed—to try to conceal their 


activities. This is reflected in the growing 
number of case disclosures involving multiple 
reporting entities. The percentage of case 
disclosures involving six or more reporting 
entities has risen steeply over the past four 
years. This year, 60 per cent of our disclosures 
were based on reports from six or more entities. 


Disclosures and the Value of Financial 
Transactions 


$Billions 


e t Cases disclosed 


Total value (in $ billions) of 
disclosed transactions 
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Results for 2006-07 


Number of Disclosures by Total Value 


2002-03 


$1M - $10M 


$50M - $100M 


$500M - $1B 


Total Number of Disclosures 


The growth in the size and scope of our case 
disclosures is the result of a combination of 
factors. As a deliberate strategy, FINTRAC 
focused on identifying suspected large-scale 
money laundering and terrorist activity financing 
networks, and on deepening its knowledge 
of money laundering and terrorist financing 
trends. Increased automation and standardization 
of analytical processes allowed more experienced 
and increasingly skilled analysts to sift through 
and match larger volumes of data with greater 
speed. As well, with each successive year, our 
financial information holdings contain more 
years of data from which to draw. 


Percentage of Case Disclosures Involving 
Six or more Reporting Entities 
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The quality of this information has also 
continued to improve, with Canadian financial 
institutions and other financial intermediaries 
providing us with ever more detailed and 
extensive reports on suspicious transactions. 
This strengthens our ability to link the different 
types of reports to reveal suspicious patterns of 
financial activity. The large cash transaction 
reports and suspicious transaction reports we 
receive from these entities figure prominently 


in our disclosures. 
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2003-04 


Distribution of Domestic Case Disclosures 


CBSAICRA 4 2% 
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The percentages in this graph do not add to 100 because FINTRAC 
disclosures are often destined to more than one recipient. 


Percentage of Case Disclosures Supported 
by each Type of Report, 2006-07 


(Electronic Funds Transfer Report - EFTR 
B Large Cash Transaction Report - LCTR 
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The percentages in this graph do not add to 100 because FINTRAC 
disclosures often contain multiple types of reports. 
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An Effective Financial Intelligence Product 


The feedback that we receive from law fact that close to half of all our disclosures | 
enforcement and national security agencies provided our partners with names of 
provides a clear indication of the impact of individuals previously unknown to them. 
our financial intelligence. It shows not only . 

that our disclosures feed into investigations Often this is a two-way process. Police and 


intelligence services provide FINTRAC with 
information that can help our analysts focus 
their attention on particular suspect transactions 
and, as a result, they unearth details producing 
valuable leads for investigators. 


and prosecutions that are already underway, 
but also that, in an increasing number of 
instances, they identify completely new cases 
of suspected money laundering or terrorist 
financing. Of significance as well is the 


Disclosures Shared with MOU Partners 
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Disclosure to MOU Partner 


O 
Be MOU Partner 


See Appendix IIl on page 49 for a complete list of our MOU partners 
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Results for 2006-07 


There is also a growing demand for our 
product from our international partners. In 
2006-07 FINTRAC made 35 case disclosures 
to 14 foreign FlUs with which we have a 
memorandum of understanding. In instances 
where we disclosed information in response 
to a query from one of our international 
counterparts, we also sought their permission 
to disclose this information to relevant 
domestic partners. This underlines the global 


nature of the problem and that all FIUs 
working together and sharing information 
makes for a strong international effort against 
money laundering and terrorist activity 
financing. 


AVNV) — WUINI 


Every day we receive reports of suspicious 
transactions, and of large cash transactions 
and international electronic funds transfers of 
$10,000 or more, as well as cross-border currency 
reports and currency seizure reports from the 
Canada Border Services Agency. We also receive 
information provided to us voluntarily by law 
enforcement agencies and CSIS. Our analysts 
analyze this data and other information to 
identify patterns of suspect financial activity 
and to uncover associations among people and 
businesses linked to the patterns of suspected 
money laundering and terrorist activity financing. 


Based on this analysis, once we determine that 
there are reasonable grounds to suspect that the 
information would be relevant to the investigation 
or prosecution of a money laundering and/or 
terrorist activity financing offence and/or other 
threat to the security of Canada, FINTRAC must 
disclose “designated information” to the 
appropriate police force or to CSIS. We then 
develop a formal disclosure package, together 
with a chart illustrating the movement of the 
suspected funds and the chief individuals 
and/or businesses involved. Once FINTRAC 
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Building a Case for Disclosure 


has determined it has reasonable grounds to 

suspect money laundering or terrorist activity 
financing, it must also disclose the designated 
information to: 


e The Canada Revenue Agency (CRA), when the 
information is also determined to be relevant to 
an offence of evading or attempting to evade 
federal taxes, and/or | 

The Canada Border Services Agency (CBSA), 
when the information is also determined to be 
relevant to an offence of evading or attempting 
to evade federal duties, or when the information 
is also determined to be relevant to certain 
provisions of the Immigration and Refugee 
Protection Act. 


We may also disclose designated information to 
a foreign financial intelligence unit with which there 
is a memorandum of understanding, when there are 
reasonable grounds to suspect that the information 
would be relevant to the investigation or prosecution 
of a money laundering or terrorist activity financing 
offence or a substantially similar offence. 
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What a FINTRAC Case Disclosure Contains 


FINTRAC’s case disclosures consist 
of “designated information” that 
identifies individuals or entities 
and their transactions. A disclosure 
includes any or all of the following: 


° Name and address of the company(ies) involved 
in the transaction(s); 

¢ Name, address and type of business where the 
transaction(s) occurred; 

¢ Date and time of the transaction(s): 

¢ Type and value of the transaction(s) including 
the amount and type of currency or monetary 
instruments involved; 

¢ Transaction, transit and account number(s); 

¢ Name of importer or exporter, in the case of 
importation or exportation of currency or 
monetary instruments; 

¢ Name of person(s) involved in the transaction(s); 

e Address of person(s) involved in the transaction(s); 

¢ Date of birth; 

e Citizenship; 

¢ Passport, record of landing or permanent 
resident card number; and 

e Publicly available information, 


Law enforcement or CSIS may seek to obtain FINTRAC’s 
full case analysis by means of a production order 
granted by a court. Under Bill C-25, the Canada 
Revenue Agency can now seek a production order as 
well, but only in relation to an investigation relevant 

to a disclosure. 
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Expanded Designated Information 


Under Bill C-25 and related regulations, the designated 
information that FINTRAC can provide in a case 
disclosure is to be expanded to include the following: 


e Attempted transactions; 

¢ Any person or entity involved in importation or 
exportation transactions or any person or entity 
acting on their behalf; 

e The name, address, electronic mail address and 
telephone number of each partner, director or 
officer of an entity involved in transactions or of 
an entity acting on their behalf; 

¢ The fact that any persons or entities involved in 
transactions or a person or entity acting on their 
behalf have relevant criminal records or have had 
any relevant criminal charges laid against them; 

* Relationships between any persons or entities 
suspected on reasonable grounds to be involved 
in transactions or persons or entities acting on 
their behalf and any other persons or entities; 

¢ The fact that any persons or entities involved in 
transactions or persons or entities acting on 
their behalf have a financial interest in the entity 
on whose behalf the transaction was made; 

¢ The person who FINTRAC suspects on reasonable 
grounds of directing the suspected money 
laundering or terrorist financing; 

e The grounds on which a person or entity made 
a suspicious transaction report; 

¢ The number and types of reports on which a 
disclosure is based; 

¢ The number and categories of persons or entities 
that made the reports; 

e The indicators relied upon by FINTRAC to 
justify a disclosure; 

e The telephone number and electronic mail address 
of any persons or entities involved in transactions 
Or any person or entity acting on their behalf; 

e The telephone number of the place of business 
where the transaction occurred; 

e The type of account involved in a financial 
transaction; and 

e The name and address of all persons authorized 
to act in respect of the account (signing 
authority, power of attorney, etc.) 
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Results for 2006-07 


FINTRAC Sanitized Money 
Laundering Case 


This case shows an intricate pattern of linkages between seven individuals and four 
businesses with suspected ties to organized crime. The majority of individuals and 
businesses were located in Canada (one business and one individual were located in 
a foreign country). In building this case, we received numerous suspicious transaction 
reports (STRs) from reporting entities that provided critical information which 
enabled us to link the financial activities of the businesses and individuals. 


Network 1 
FINTRAC received multiple STRs from — 
a financial institution describing the 
transactional activity of two family 
members, Subject 1 and 2. The 
reporting entity stated that: 
¢ both individuals were making cash 
deposits incommensurate with their 
income; 
both appeared nervous when 
conducting transactions; and 
shortly after making the cash 
deposits, bank drafts were made 
_ payable to Company A with 
_ questionable supporting rationale. 


In addition to the STRs, FINTRAC received 
large cash transaction reports (LCTRs) 
reflecting numerous cash deposits made 
by Subject 1 and 2 as well as numerous 
electronic funds transfers (EFTs) sent from 
_ Company A to Company B, located in 
___a foreign jurisdiction. Our analysis also 
_ revealed that Subject 3, residing in the 
_ foreign jurisdiction, was a director of both 
Company A and B, and had a criminal 
record, 
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Network 2 


Multiple STRs were received from a casino 
that helped us to uncover the second 
component of the network, which was 
largely clustered around the relationships 
and suspicious financial activities of 
Subjects 4, 5 and 6. The reporting 
entity noted that all three individuals 
frequently met and cashed out for large 
amounts of money with minimal game 


play. 


According to voluntary information 
FINTRAC received from Canadian law 
enforcement, Subject 4 was a suspected 
member of an organized crime group 
trafficking in narcotics. He was the 
director of Company C, which sent 
multiple EFTs to Company B. 


Subject 5 was a holder of both a joint 
and a personal account from which 
bank drafts were made payable to 
Company C. 


Subject 6 was the director of 
Company D. Multiple bank drafts 
from Company D's account were made 
payable to Subject 5's joint account. 
Bank drafts from another account held 
by Subject 6 were also made payable. 
to the same joint account. 
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Linking It Together 


Besides the EFTS sent to Company B, 
the two components of the network 
were also linked through Subject 7 
who was a co-holder of the joint 
account with Subject 5 and linked 
to Subject 2 through a common 
employer. 


‘ 


In this case, FINTRAC uncovered a 
suspicious pattern of financial activity 
typically associated with concealing 
the source of funds: multiple bank 
drafts made payable to various 
accounts in Canada, followed by 

the electronic transfer of funds to 

a foreign country. 
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Results for 2006-07 


Ensuring Compliance with the PCMLTFA 


A robust compliance program is an essential component in any effort to reduce 
society's vulnerability to money laundering and terrorist activity financing. 
Good quality financial transaction reports are key to assisting in the detection 
of money laundering and terrorist activity financing. Good record keeping 
supports investigations and prosecutions, and scrutiny at the front end, for 
example when financial institutions request identification from clients, 


greatly increases deterrence. 


Working with Reporting Entities 


We view our strong rapport with reporting 
entities and their associations as key to our 
success and we work diligently to foster these 
collaborative and cooperative relationships. 
This year we extended and enhanced efforts to 
assist reporting entities in understanding and 


fulfilling their obligations under the PCMLTFA. 


We held more than 330 information meetings 
and seminars, reaching over 14,000 people, 
and met with selected key sectors that report 
to FINTRAC. 
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To ensure consistency of interpretation, 

we created and issued a new FINTRAC 
Interpretation Notice (FIN), (Large Cash 
Transaction and Electronic Funds Transfer 
Reporting Requirements: Two or More Transactions 
in a 24-Hour Period). We continued to develop 
a national knowledge base for the use of our 
regional team members, who are the primary 
point of contact for reporting entities. And we 
consistently review our compliance policies 
and procedures. 


Ensuring Quality, Timing and Volume 
Monitoring 


Recognizing that good quality information 
is fundamental to effective analysis, we 
continued to strengthen our monitoring of 
the quality, timing and volume of financial 
transaction reports that reporting entities 
send to us. 


Thanks to these efforts and the willing 
cooperation of reporting entities, the quality 
of reports has improved steadily from year 
to year. In 2006-07, FINTRAC identified 
over 1,300 instances where reports had 
to be returned for possible correction by 
the originator. 


Results for 2006-07 


As a further aid to strengthening our 
compliance program, FINTRAC and Statistics 
Canada continued to work together on a 
sampling exercise to enhance data quality. 


Risk Assessment 


We take a risk-based approach to compliance. 
This is to ensure that our compliance efforts are 
focussed on those reporting entities and sectors 
at the greatest risk of not complying with their 
legal obligations. This past year we developed a 
single integrated system to guide and monitor 
our risk assessment program. We also initiated 
a review of our risk assessment model in order 
to ensure its effectiveness. 


Assessing Compliance through 
Questionnaires and Examinations 


The use of questionnaires is a key tool for us 
to assess and increase compliance. This year, we 
sent almost 4,500 questionnaires to reporting 
entities in real estate, money services businesses, 
life insurance and accounting. The response 
rate was 63 per cent. 


Deficiencies Identified through Examinations 


' Ascertaining Identity 
® Record Keeping 


® Third Party 
Determination 


® Compliance Regime 


® Reporting 
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FINTRAC conducted 237 on-site examinations 
across all reporting sectors (41 more than last 
year) and our MOU partners conducted a 
further 189 examinations (93 more than 
last year). Of the examinations that revealed 
deficiencies, the average was three per examinee. 
The deficiencies were of several types: inadequate 
record keeping, inadequate determination of 
third party involvement, deficiencies in the 
entity's overall compliance regime, deficiencies 
in transaction reporting, and failure to ascertain 
the client’s identity. 


When deficiencies are found, a reporting entity 
must submit an action plan describing how 
the issues will be addressed. 


FINTRAC signed two new MOU during 

the year, allowing us to share compliance 

information with regulators, thus enhancing 

relationships and reducing the regulatory 

burden on reporting entities. The MOU also = 

allow the regulators and FINTRAC to share = 

information to maximize resource utilization ve fi 

and effectiveness in assisting reporting 

entities where the need exists. = | 
mm 


It is clear from the examinations that the vast 

majority of reporting entities want to comply ) 
with the law and are successful in doing so. 

However, in the few instances where we find 

persistent non-compliance, we report these ) 
to law enforcement. This year, two cases of 
non-compliance were disclosed to law 

enforcement for possible investigation and 

prosecution. In addition, four cases were 

disclosed in the first quarter of 2007-08, 

bringing to 11 the number of such cases 

since FINTRAC’s compliance program came 

into force in 2004. 
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Results for 2006-07 


Reports Received by Fiscal Year and Type (millions) 
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What Are Reporting Entities? 


Reporting entities are those persons and organizations covered under Part I of the PCMLTFA 
who are required to meet a number of obligations, principally to: 


Implement a compliance regime 
Keep records of financial transactions 


Identify clients and determine the third parties involved in relevant transactions 
Report certain financial transactions to FINTRAC 


Financial entities of all types (banks, 

credit unions, caisses populaires, etc.) 

Life insurance companies, brokers or agents 
Securities dealers, portfolio managers, 
provincially authorized investment counsellors 
Foreign exchange dealers 

Money services businesses (including 


alternative remittance systems, such as 
Hawala, etc.) 


Crown agents accepting deposit liabilities 
and/or selling money orders 


Accountants/accounting firms, real estate 
brokers/sales representatives involved in 
certain client-related activities such as receiving 
or paying funds on behalf of a client 
Casinos (except some temporary charity 
casinos) 
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Suspicious transactions related either to 
money laundering or to terrorist activity 
financing regardless of dollar value 

The existence of terrorist property in their 
possession or control, or information about 
a transaction or proposed transaction in 
respect of such property 

International electronic funds transfers 
involving $10,000 or more 

Large cash transactions of $10,000 or more 


Cross-border movements of $10,000 or 
more in currency or monetary instruments 


Strengthening the Regime 


Bill C-25 and subsequent amendments to the 
regulations under the PCMLTFA brought in 
changes to strengthen and broaden Canada’s 
AML/ATF regime and FINTRAC’s ability to 
ensure compliance, thereby improving the 
regime's detection and deterrence capacity. 


Enhancements include the following: 


* Suspicious attempted transactions will now 
be reportable. 


* Correspondent banking relationships will 
be subject to greater scrutiny. 


* Transactions conducted by politically exposed 
foreign persons will be subject to enhanced 
monitoring. 


* Real estate agents and brokers, as well as 
accountants, will be required to ascertain 
their client’s identity more frequently. 


* All reporting entities will be required to 
conduct a risk assessment of their activities 
and establish mitigation measures for those 
activities deemed to be at higher risk for 
money laundering and terrorist financing. 


* Requirements for non face-to-face client 
identification requirements will be expanded 
and strengthened for all sectors. 


* Financial institutions that have subsidiaries 
in non-FATF jurisdictions will be required 
to apply policies and procedures that are 
consistent with PCMLTFA requirements. 


* Reporting entities will be required to 
maintain originator information for 
outgoing international wire transfers. 


* Reporting entities will be required to 


obtain information on the beneficial 
owners of corporations and other entities. 


Administrative Monetary Penalty (AMP) 


Establishing an AMP regime will provide 
FINTRAC with an additional tool to address 
non-compliance by reporting entities. This 
will provide a broader range of sanctions for 
entities failing to comply as well as establishing 
a level playing field for those entities that have 
invested in establishing robust compliance 
regimes, 


Money Services Businesses (MSB) 
Registration 


The establishment of a registration system 
within Canada will assist FINTRAC’s compliance 
function by allowing for the identification of 
MSBs and facilitating law enforcement’s ability 
to identify illegal operators and take appropriate 
action. The increased rigour introduced by 
the registry will serve to make the sector less 
attractive to potential money launderers and 
terrorist activity financiers while also ensuring 
that Canada continues to meet its international 
obligations under the Financial Action Task 
Force. 


New Sectors 


The expansion of certain requirements to 
four new business and professional sectors will 
serve to further strengthen Canada’s existing 
anti-money laundering and anti-terrorist 
financing regime. By bringing in new sectors 
that have been identified as being at potential 
risk, the ability for exploitation by money 
launderers and terrorist financiers is reduced, 
resulting in increased international confidence 
in Canada's financial system and institutions 
as a whole. 
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Results for 2006-07 


Disseminating Strategic Information 


see ne 


Macro-analysis of our financial intelligence is a key aspect of FINTRAC’s work. 
By looking at aggregated data from disclosures and associated reports, our 
analysts draw valuable inferences about patterns and typologies of money 
laundering and terrorist financing. The results of this analysis support further 
refinement of our analytical process and inform the efforts of our domestic 
and international partners. They also contribute to policy development. 
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Trends and Patterns in 2006-07 


In 2006-07, we undertook an analysis of our 
case disclosures and associated transaction 
reports. Here are some highlights of our 
findings: 


* In contrast to previous years, when most 
money laundering cases involved suspected 
drug-related offences, fraud-related predicate 
offences (e.g. credit and debit card fraud, 
and telemarketing fraud) were more prevalent 
in 2006-07. 


¢ Businesses were increasingly involved in 
drug-related cases (three-quarters, as 
opposed to half last year). Reflecting our 
earlier findings, they were also involved 
in four out of five fraud-related cases. 


* Likewise, businesses were frequently involved 
in terrorist financing cases, where non-profit 
organizations (NPOs) were involved in 
20 per cent of the cases. Individuals 
associated with these businesses and 
NPOs often belonged to the same 
ethno-cultural community or family. 


* Organized criminal groups and entities 
involved in various activities, such as 
securities fraud and drug trafficking, 
appeared to use investment and trust 
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businesses (sometimes themselves 
controlled by criminals) to layer proceeds 
of crime. 


Smaller money services businesses (MSBs) 
were also used as intermediaries in money 
laundering schemes. One method was for 
small MSBs to deposit cash from suspected 
criminals in business accounts, and 
subsequently to issue cheques to larger 
MSBs, which then sent electronic funds 
transfers (EFTs) to other countries. 


The most common transactions observed 
in our 2006-07 case disclosures consisted 
of EFTs, usually conducted through 
deposit-taking institutions. MSBs were 
responsible for conducting a smaller 
number of EFTs. The next most observed 
transaction type in our disclosures was 
large cash deposits into business and 
personal accounts. 


In addition, “structuring” and “smurfing” 
continued to be the most observed laundering 
methods. Typically, the amounts transacted 
fell just short of the reporting threshold. 
Equally, seemingly unrelated individuals or 
groups conducted transactions, such as 
third party cash deposits, currency exchanges 
or wires to common beneficiaries on the 
same day, or at the same time or place. 
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Results for 2006-2007 


Emerging Areas of Concern 

Criminals and terrorist financiers continue 
to search for innovative ways to circumvent 
existing AML/ATF controls. This past year, 
we have noted the increased involvement of 
Internet payment systems and white label ATMs 
in our disclosures. 


The user anonymity offered by some Internet 
payment systems makes them particularly 
vulnerable to money laundering. These 
informal remittance systems also function 

as international person-to-person payment 
systems, often in parallel to regulated financial 
and banking channels, making them suitable 
for layering. 


White label ATMs, in contrast to standard 
bank or credit union ATMs, offer only cash 
dispensing services. These ATMs can be 
“self-loaded” with illicit funds, increasing 
the potential for money laundering. The 
involvement of organized crime was a key 
characteristic of disclosure cases involving 
white label ATMs this year. 


In consultation with our partners, FINTRAC 
will continue to search out and analyze 
emerging laundering techniques that may 
have the potential to undermine Canada’s 
AML/ATF regime. 


Sharing our Results with our Partners 


In addition to sharing our most recent 
strategic intelligence and perspectives with 
law enforcement and intelligence partners, 
we met requests for high-level analyses from 
various agencies, including CSIS’s Integrated 
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Threat Assessment Centre (ITAC) and the 
Criminal Intelligence Service Ontario (CISO). 


Macro-analysis contributed to feedback provided 
to several reporting sectors, notably banks, 
credit unions, money services businesses and 
foreign exchange dealers. 


We continued to engage with our international 
counterparts in various fora aimed at promoting 
the development and dissemination of strategic 
intelligence. FINTRAC’s contribution to research 
at the international level is bolstered by the fact 
that we are one of several FIUs worldwide that 
receives reports on international electronic 
funds transfers. Our ability to analyze such 
reports enables us to acquire and share 
important insights into global patterns of 
money laundering and terrorist activity 
financing. 


In 2006-07, macro-analysis also contributed to 
the development of policies to meet domestic 
and international commitments. These included 
support given to the Department of Finance in 
preparation for the Financial Action Task 
Force’s evaluation of Canada’s AML/ATF 
regime. 


Enabling our Anti-Money Laundering and Anti-Terrorist Activity Financing Efforts 


ENABLING OUR ANTI-MONEY 


LAUNDERING AND ANTI-TERRORIST 


ACTIVITY FINANCING EFFORTS 


Investing in Technology 


_ At FINTRAC, technology is part of all our business processes, and effective use 
of advanced technology is a vital ingredient in every facet of our operations. 


Increasingly, we are reaping the benefits from our automated analytical tools 
and information systems that are critical to carrying out our mandate. 


. FINTRAC uses state-of-the art data capture and 


a mining software tools to comb our databases, 


looking for evidence of money laundering and 
terrorist activity financing. 


This year, we completed a large-scale project to 
overhaul our data capture and analysis software. 
_ Our goals were to improve the timeliness and 
~ quality of the data we receive and to give our 
analysts better tools to uncover and analyze 
suspect financial activity. The project was a 
collaborative undertaking with Australia’s 

_ financial intelligence unit, AUSTRAC, on an 
initiative known as Base Mining Technology 
(BMT). 


Leveraging AUSTRAC’s intellectual assets in 
processes and systems, we produced new 
business and technology solutions. This 
international collaboration is a hallmark of 
how financial intelligence units worldwide 
have been helping each other to improve our 
collective efforts in common cause against 
money launderers and terrorist financiers. 
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The impact of BMT on our operations has been 
sweeping. It has enabled us to streamline our 
business processes and create a new set of 
information technology foundation products 
and services. In particular, it has helped us to 
improve significantly the timeliness and quality 
of the data we receive from reporting entities. 
As a result, such data is now ready for analysis 
in close to real time. 


We have been very encouraged by the degree 
of international interest in FINTRAC. Since 
September 2006, we have had eight visits from 
international colleagues, including a World 
Bank delegation with representatives from 
11 jurisdictions, many with fledgling FIUs. 
More visits are on the horizon and it should 
be noted that every visit includes a review of 
some aspect of the results of the BMT project. 


Other initiatives, similarly aimed at increasing 
FINTRAC’s analysis capabilities, included the 
implementation of a suite of applications that 
facilitate tactical analysis to build and modify 
case disclosures. 
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Enabling our Anti-Money Laundering and Anti-Terrorist Activity Financing Efforts 


Contributing to Domestic Anti-Money Laundering and 
Anti-Terrorist Activity Financing Efforts 


FINTRAC is one of a large cast of federal departments and agencies who work 
together with municipal and provincial police forces in support of Canada’s 
anti money laundering and anti-terrorist activity financing regime. Being an 
effective player in this endeavour means forging and developing strong working 
relationships with all our partners. We have continued to do so at both 

operational and policy levels through the sharing of information and expertise. 


Collecting and Providing Feedback 


For our part, it is important that we receive 
regular feedback from our partners, whether 
they be reporting entities from which we 
receive information, or law enforcement and 
national security agencies to whom we provide 
financial intelligence. 


FINTRAC held sessions in several major cities 
to promote understanding of its operations and 
to educate partners about its mandate. These 
sessions were also an opportunity for FINTRAC 
to obtain insight into the issues of interest to 
key partners and to discuss how we might 
assist them further. We also participated in 
interdepartmental committees and working 
groups related to organized crime, money 
laundering and terrorist activity financing with 
entities such as the National Coordinating 
Committee on Organized Crime and the 
Canadian Association of Chiefs of Police. 
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Commissions, Reviews and Inquiries 


A major initiative this past year was the 
parliamentary review of our legislation and the 
subsequent development of Bill C-25, which 
strengthened and broadened our governing 
legislation. FINTRAC provided support to the 
Department of Finance in developing both the 
amendments and the regulations associated 
with the legislative changes, and we continue 
to play a major role in preparing to implement 
the changes. 


In the last year, FINTRAC was also called 
upon to participate in the review of the 
Anti-terrorism Act, as well as in the O’Connor 
Commission and the Air India Inquiry. In 
these initiatives, we provided documentation 
and background information on FINTRAC’s 
mandate and operations. 


Enabling our Anti-Money Laundering and Anti-Terrorist Activity Financing Efforts 


Supporting the Global Fight Against Money Laundering 
and Terrorist Activity Financing 


See 


Money laundering and terrorist activity financing are transnational in scope, 
and therefore strong and sustained international cooperation and leadership 
are essential to combat them. That is why FINTRAC places a high priority on 
information exchange and on working with international partners. 


| — 


The Egmont Group—Closing the Gaps 


The Egmont Group is an international 
organization of more than 100 FIUs dedicated 
to information exchange, and to assisting 
FIUs worldwide to improve their operations. 
FINTRAC benefited from this assistance in its 
first few years. Now, as a well-established FIU, 
we are able to make a contribution in return; 
for example, when we chair both Egmont’s 


Information Technology Working Group and the 


Funding and Administration Sub-committee. 


Last year, FINTRAC’s Director became the 
Vice-Chair of the Egmont Committee, the 
organization's steering group, and chaired 
the Egmont Transition Sub-committee, whose 
aim was to establish a permanent Secretariat 
for Egmont. 


FINTRAC was pleased that Egmont selected 
Toronto as the home of its permanent 
Secretariat. The federal government provided 
seed money to establish the Secretariat and to 
have it staffed during the summer of 2007. 


During the year, FINTRAC participated in 


Egmont Group meetings held in Cyprus, 
Poland, Liechtenstein and the United States. 
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Financial Action Task Force 


Another key mechanism in the fight against 
money laundering is the international Financial 
Action Task Force, which was established to 
develop and promote policies, both at national 
and international levels, and to combat money 
laundering and terrorist activity financing. 


Notably, 2006 was the year in which Canada 
assumed the one-year rotating presidency of 
the FATE. And early in 2007, Canada began to 
undergo an evaluation by the FATF. The Mutual 
Evaluation is expected to culminate in a report 
early in 2008. 


FINTRAC also works on the international front 
by contributing to the efforts of the Caribbean 
Financial Action Task Force (CFATF) and the 
Asia/Pacific Group on Money Laundering. 


Financial Intelligence Units—Working 
Together 


This year, FINTRAC broadened its international 
links by signing 15 new MOU with foreign 
counterparts, now allowing FINTRAC to 
query and disclose information to a total of 
45 FlUs. We built and enhanced our operational 
relationships by conducting outreach visits 
and receiving delegations, and by providing 
assistance to many FIUs at various stages 

of their development. Throughout the year, 
FINTRAC was also an active participant in 
various multilateral fora. 


Enabling our Anti-Money Laundering and Anti-Terrorist Activity Financing Efforts 


Meeting our Communications Mandate 


The aim of FINTRAC’s communication activities is to inform the Government 
of Canada, the Canadian public and other stakeholders on matters relating 
to money laundering and terrorist activity financing, and to assist reporting 


entities in fulfilling their obligations. 


Reporting to Parliament 


The Annual Report, tabled in Parliament by the 
Minister of Finance and widely distributed in hard 
copy to our partners both domestically and 
internationally, describes our activities and 
achievements, and sets out our goals for the next 
fiscal year. It is also made available through our 
Web site. 


In the 2006-07 fiscal year, we made five 
presentations to parliamentary committees, in 
which we accounted to Parliament for our 
results and explained our processes and operations. 
These included a presentation to parliamentarians 
on the process by which we build a case. 


As part of our outreach to reporting entitites, 
we made presentations and held seminars and 
meetings across the country, reaching over 
14,000 stakeholders. 


Web Site 


Visits to FINTRAC’s Web site increased to 
662,738 this year. Reporting entities in 
particular find the site useful because it 
provides them with valuable tools and 
information. 


We have made several enhancements to the 


site’s contents. These include a series of 
publications made available for specific 
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reporting entity sectors to provide feedback 
on transaction reports submitted to FINTRAC. 
We have also posted sanitized money laundering 
cases as illustrations of the way reported data 
leads to the connection of suspicious money , 
movements, and eventually to case disclosures. 


Toll-free Information Service (1-866-FINTRAC) 


This year, our bilingual information officers 
answered 3,206 enquiries from reporting 
entities and individuals. The service is 
available within Canada, Monday to Friday 
from 8 a.m. to 8 p.m., and provides information 
on FINTRAC and its operations. 


Toll-free Telephone Enquiries 
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Printed Information 


During this fiscal year, we printed and 
distributed 103,921 pamphlets and other 
materials to reporting entities, other 
stakeholders and the public. 


Publications Distributed 
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Public Opinion Research 


‘ In 2006, FINTRAC conducted public opinion research to measure public awareness and 


understanding of money laundering and terrorist activity financing in Canada. The 
results were as follows: 


MONEY LAUNDERING (ML) 


Have some understanding of ML 90% 
Believe ML is a problem 49% 
Believe ML affects them personall 41% 
Believe ML has an impact on the economy 83% 


Believe ML has an impact on financial institutions 79% 


TERRORIST ACTIVITY FINANCING 


Believe terrorist financing occurs in Canada 81% 
Believe such activity is supported by crime 31% 
is supported by donations 
Believe such activity is supported by business 8% 


When FINTRAC surveyed Canadians on the types of criminal activity they associated 
with money laundering, 56% said drug trafficking, 25% said organized crime and 
16% said fraud. 


Public awareness of money laundering in Canada will benefit FINTRAC's efforts to 
detect and deter this criminal activity. Greater awareness of money laundering and 
terrorist activity financing will allow suspicious transactions to be recognized at the 
point of transaction and properly reported to FINTRAC. 
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Enabling our Anti-Money Laundering and Anti-Terrorist Activity Financing Efforts 


Maintaining Organizational Excellence 


FINTRAC is, above all, an organization that depends on the intellectual 
capital of its workforce. Our priority is to create a work environment that 
encourages a high standard of commitment, creativity and performance. 


-FINTRAC’S WORKFORCE 


¢ 264employees 
yo age of 38 — 
50% female So 
17% visible minorities oo 
° 55% have a private sector background — 
° 45% have a public sector background 


During 2006-07, FINTRAC devoted considerable 
energy to preparing for legislative and regulatory 
change while continuing to ensure a high 
level of operational performance. We were 
able to meet these challenges successfully 
largely because of our dynamic, highly 
skilled workforce, and an effective corporate 
planning and management framework. 


Operational Planning 


Also during this year, we worked to strengthen 
our corporate systems for managing and 
reporting on FINTRAC’s performance. Through 
an agency-wide operational planning exercise, 
we revised the processes by which our resources 
are allocated to activities, and linked to results 
and priorities. This exercise provided us with 
an even stronger accountability framework to 
ensure that we can fully demonstrate our 
efficiency and effectiveness to Parliament, 

and to Canadians. 
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People and Performance 


In the past year, we maintained a strong focus 
on human resource issues. In the Federal 
Budget 2006 FINTRAC received increased 
funding to expand our operations and our 
IT/IM capabilities and to prepare for a range 
of new demands anticipated by Bill C-25.To 
meet the demands of a continued expansion 
of our operations, we undertook an intensive 
recruitment effort, increasing the number of 
full-time employees by some 25 per cent. We 
have likewise invested heavily in on-the-job 
learning initiatives and other training events, 
including leadership training for existing and 
prospective managers. We have also introduced 
Campusdirect, an on-line tool which provides 
a wide array of bilingual self-directed learning 
resources to all our employees. 


Our compensation system promotes skill 
development and encourages excellent 
performance. We constantly review our 
compensation strategies, and have made 
significant improvements in the past year to 
ensure we remain competitive with private 
and public sector employers. 


To create an integrated, forward-looking 
organization that embraces continuous learning 
and organizational health, we introduced a 
corporate orientation program as well as 
personnel wellness workshops to assist and 
support employees in achieving balance 
between work and personal commitments. 


Enabling our Anti-Money Laundering and Anti-Terrorist Activity Financing Efforts 


Protecting Personal Information 


See ee 


The Proceeds of Crime (Money Laundering) and Terrorist Financing Act 
(PCMLTFA), the Access to Information and Privacy Act and the Canadian 
Charter of Rights and Freedoms provide the framework for the protection 
of personal information entrusted to FINTRAC. Our security measures are 
rigorous and they address all areas of our operations, including the physical 
environment, personnel, and the safeguarding of information. 


—————_—_ LL... 0.0.0.0 ———————————————————————————— 


The PCMLTFA sets out the limitations on the 
information FINTRAC can receive and disclose. 
It requires that FINTRAC act at arm's length 
from law enforcement and other departments 


and agencies to which it discloses information. . 


The PCMLTFA further specifies that reports and 
information received or collected by FINTRAC 
must be destroyed within a specified period. 


All of FINTRAC's employees undergo reliability 
screening and must have a high security 
clearance. Our employees receive ongoing 
training on their responsibilities regarding the 
protection of personal information entrusted 
to FINTRAC. 


FINTRAC’s physical environment has a rigorous 
and integrated security program to protect 
against unauthorized access to facilities. 


Internal electronic systems used for our 
analytical functions are not accessible through 
the Internet and no one outside FINTRAC has 
access to our databases. Internally, access to our 
databases is limited to those employees whose 
functions make access essential, and who have 
the appropriate security clearance. 


Access to facilities and information is controlled 
and monitored by authentication and biometric 
software. Sophisticated perimeter defence 
technologies, such as firewalls and intrusion 
detection monitoring, are in place to further 
protect our systems from unauthorized access. 
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We are building a comprehensive business 
continuity plan to ensure FINTRAC’s ability 

to continue its critical functions, including the 
protection of personal information, in the event 
of an emergency. This plan will be effective 
whether the emergency is temporary and 
localized (as with a power outage) or longer 
term and widespread. 


Our standard risk management tools such 
as threat and risk assessments and privacy 
impact assessments ensure that our systems 
and processes meet or exceed government 
standards. We continually review our security 
policy to ensure that it remains consistent 
with the overall Government Security Policy 
and Management of Information Technology 
Security standard established by the Treasury 
Board. 


PCMLTFA amendments that came into force in 
February 2007 include a provision for a review 
of FINTRAC’s privacy protection measures by 
the Privacy Commissioner every two years. 
The expertise of the Office of the Privacy 
Commissioner (OPC) will help us to ensure the 
continued protection of personal information. 
We met with the OPC to begin the review 
process, which will be undertaken in 2007-08. 


Priorities for 2007-08 


RIORITIES FOR 


007- 08 


FINTRAC'S PRIORITIES FOR 2007-08 


° Deliver timely and high-quality financial intelligence to law enforcement, security and intelligence agencies 
and foreign financial intelligence units. 

e Ensure compliance with the PCMLTFA. | 

° Disseminate strategic information on money laundering and terrorist activity financing to partners, stakeholders 


and the general public. 


Deliver Timely and High- -Quality Fina cial Intelligence io 
Law Enforcement, Security and Intelligence Agencies 
- and Foreign Financial Intelligence Units” : 
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Priorities for 2007-08 


Ensure Compliance with the PCMLTFA 


Se 


ANTICIPATED RESULT: More robust detection and deterrence of non-compliance 
to increase compliance with the law by reporting entities. Our risk-based 
compliance program will comprise awareness activities, monitoring of data 
quality, compliance questionnaires and examinations, and taking appropriate 
remedial action when non-compliance is detected. 


We are also preparing to implement changes brought about by Bill C-25 and related regulatory 
amendments. These include the addition of several new sectors and a registry of money services 
businesses, for which FINTRAC will act as registrar. In this capacity, FINTRAC will be responsible 
for accepting, verifying, approving or denying applications for registration. In addition, 
FINTRAC will be responsible for maintaining the registry information and for ensuring 
compliance. This will assist in identifying the businesses that operate in the sector. 


We will work towards establishing the Administrative Monetary Penalty (AMP) regime. This 
regime will allow FINTRAC greater flexibility to impose graduated and proportional penalties 
for compliance infractions. 


To make our compliance program even more comprehensive and effective, we are enhancing the 
tools available to support our compliance function. Our objective is an integrated foundation 
for managing all compliance-related information such as inputs, searches and analyses. 


JVULNH 


Le 
gig 
Disseminate Strategic Information on Money Laundering , 
and Terrorist Activity Financing to Partners, Stakeholders, 


and the General Public 


WVNV) 


ANTICIPATED RESULT: Enhance awareness and understanding of money laundering 
and the financing of terrorist activity by providing strategic intelligence, advice 
and analysis, which then informs the development of effective Canadian and 
multilateral counter-strategies. 


FINTRAC will extend the depth and breadth of the strategic intelligence that it produces both for 
its key stakeholders and for internal use. Through continued investment in technology, we will 
develop the means to enhance our analyses of trends, patterns and typologies in suspicious 
money movements. 


We will work closely with domestic law enforcement and intelligence agencies, and with other 
partners, both domestic and international, to tailor our products more closely to their priorities 
and information requirements. We will continue to collect feedback from them on the usefulness 


of those products. 


As part of FINTRAC’s mandated responsibility to increase awareness of money laundering, 
we plan to make significant enhancements to our Web site and to continue to use publications, 
presentations and other media to reach our partners and the public. 
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APPENDIX | 


FINANCIAL 
STATEMENTS 


FINANCIAL TRANSACTIONS AND REPORTS ANALYSIS 
CENTRE OF CANADA (FINTRAC) 


Unaudited 
For the Year Ended March 31, 2007 


APPENDIX | FINTRAC’s Financial Statements 


MANAGEMENT RESPONSIBILITY 
FOR THE FINANCIAL STATEMENTS 


Responsibility for the integrity and objectivity of the accompanying financial statements for the year 
ended March 31, 2007 and all information contained in these statements rests with the Financial 
Transactions and Reports Analysis Centre of Canada (FINTRAC) management. These financial 
statements have been prepared in accordance with Treasury Board accounting policies which are 
consistent with Canadian generally accepted accounting principles for the public sector. 


Management is responsible for the integrity and objectivity of the information in these financial 
statements. Some of the information in the financial statements is based on management's best 
estimates and judgment and gives due consideration to materiality. To fulfill its accounting and 
reporting responsibilities, management maintains a set of accounts that provides a centralized 
record of FINTRAC'’s financial transactions. Financial information submitted to the Public Accounts 
of Canada and included in FINTRAC's Departmental Performance Report is consistent with these 
financial statements. 


Management maintains a system of financial management and internal control designed to provide 
reasonable assurance that financial information is reliable, that assets are safeguarded and that 
transactions are in accordance with the Financial Administration Act, are executed in accordance 
with prescribed regulations, within Parliamentary authorities, and are properly recorded to 
maintain accountability of Government funds. Management also seeks to ensure the objectivity 
and integrity of data in its financial statements by careful selection, training and development of 
qualified staff, by organizational arrangements that provide appropriate divisions of responsibility, 
and by communication programs aimed at ensuring that regulations, policies, standards and 
managerial authorities are understood throughout FINTRAC. 


The transactions and financial statements of FINTRAC have not been audited. 


ora Wabi z 


Horst Intscher Alfred Tsang 

Director A/Senior Financial Officer 
FINTRAC FINTRAC 

Ottawa, Canada . Ottawa, Canada 
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APPENDIX | FINTRAC’s Financial Statements 


STATEMENT OF OPERATIONS (UNAUDITED) 


For the year ended March 31, 2007 


(In dollars) 


Operating Expenses 


Salaries and employee benefits 
Repairs and maintenance 
Accommodations 

Professional and special services 
Amortization of tangible capital assets 
Machinery and equipment 

Travel and relocation 
Telecommunication services 

Utilities, materials and supplies 
Communication services 

Other expenditures 

Loss on disposal and write-down of tangible capital assets 


Net Cost of Operations 


$39,761,532 


2007 


$24,227,064 


2,989,222 
2,795,981 
2,619,624 
2,297,119 
1,906,387 
1,427,872 

775,969 

408,363 

310,368 
3,563 


2006 


$19,776,933 


222 oa, 
2,616,843 
2,106,956 
Be2 OS 
360,527, 
1,064,808 
735,104 
407,998 
253,064 
70,916 
326,199 


$33,139,180 


The accompanying notes are an integral part of these financial statements. 
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APPENDIX | FINTRAC’s Financial Statements 


STATEMENT OF FINANCIAL POSITION (uNaupiTED) 


At March 31, 2007 


(In dollars) 


Assets 


Financial assets 
Accounts receivable and advances (Note 4) 


Non-financial assets 
Prepaid expenses 
Tangible capital assets (Note 5) 


Total Assets 


$404,978 


25,925 
15,708,203 


2006 


$71,773 


70/353 
13,361,193 


15,734,128 : 13,451,546 


$16,139,106 | $13,523,319 


Liabilities and Equity of Canada 
Liabilities 
Accounts payable and accrued liabilities 
Vacation pay and compensatory leave 
Employee severance benefits (Note 6) 


Equity of Canada 


Total Liabilities and Equity of Canada 


$6,402,257 
1,045,888 
4,690,581 
12,138,726 


4,000,380 


$16,139,106 


$2,890,544 
785,579 
4,017,978 
7,694,101 


5,829,218 


$13,523,319 


Contractual obligations (Note 7) 


The accompanying notes are an integral part of these financial statements. 
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APPENDIX | FINTRAC’s Financial Statements 


STATEMENT OF EQUITY OF CANADA (UNAUDITED) 


At March 31, 2007 


(In dollars) 2007 2006 


$5,829,218 
(39,761,532) 


Equity of Canada, Beginning of Year $394 19212 


Net cost of operations (33,139,180) 


Current year appropriations used (note 3) 39,419,959 32,360,449 
Refund of previous year expenditures (107,216) (80,333) 
Change in net position in the Consolidated Revenue Fund (note 3) (2,764,071) 1527420 
Services received without charge from other 

government departments (Note 8) 1,384,022 1,219,650 


Equity of Canada, End of Year $4,000,380 $5,829,218 


The accompanying notes are an integral part of these financial statements. 
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APPENDIX | FINTRAC’s Financial Statements 


STATEMENT OF CASH FLOW (unaupiTED) 


For the year ended March 31, 2007 


(In dollars) 


Operating Activities 


Net cost of operations 


Non-cash items: 
Amortization of tangible capital assets (note 5) 
Loss on disposal and write-down of tangible capital assets 
Services provided without charge by other government 
departments (note 8) 


Variations in Statement of Financial Position: 
Increase (decrease) in accounts receivable and advances 
Increase (decrease) in prepaid expenses 
Decrease (increase) in accounts payable and accrued liabilities 
Decrease (increase) in vacation pay and compensatory leave 
Decrease (increase) in employee severance benefits 

Cash used by operating activities 


Capital Investment Activities 


Acquisitions of tangible capital assets (note 5) 


Financing Activities 


Net cash provided by government 


2007 2006 
$39,761,532 | $33,139,180 
(2,297,119) (3,297,513) 
(326,199) 
(1,384,022) (1,219,650) 
333,205 (376,132) 
(44,428) (19,205) 
(3,/511,7 13) 1,488,046 
(260,309) (35,986) 
(672,603) (73,412) 
31,924,543 29,279, 129 
4,624,129 4,528,407 

| 
$36,548,672 | $33,807,536 


The accompanying notes are an integral part of these financial statements. 
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APPENDIX | FINTRAC’s Financial Statements 


NOTES TO THE FINANCIAL STATEMENTS (UNAUDITED) 


For the year ended March 31, 2007 


1. Authority and objectives 


The Financial Transactions and Reports Analysis Centre of Canada (FINTRAC) was established 
through the Proceeds of Crime (Money Laundering) Act in July 2000 as part of the National Initiative 
to Combat Money Laundering. This legislation established FINTRAC as a government agency and 
separate employer, named in Schedule 1.1 of the Financial Administration Act. Originally, the key 
objectives for FINTRAC were the detection and deterrence of laundering of proceeds of crime. 
However, with the enactment of the Anti-terrorism Act in December 2001, FINTRAC was given 
additional responsibilities and government funding to detect the financing of terrorist activities. 
FINTRAC fulfills its responsibilities by collecting, analyzing, and assessing financial information and, 
where appropriate, disclosing information relevant to the investigation and prosecution of money 
laundering offences and the financing of terrorist activities. 


FINTRAC's strategic outcome is “Financial Intelligence that contributes to the detection and 
deterrence of money laundering and terrorist activity financing in Canada and abroad” with one 
program being “Collection, Analysis and Dissemination of Financial Information”. 


2. Summary of significant accounting policies 


The financial statements have been prepared in accordance with Treasury Board accounting policies 
which are consistent with Canadian generally accepted accounting principles for the public sector. 


Significant accounting policies are as follows: 


(a) Parliamentary appropriations 
FINTRAC is financed by the Government of Canada through Parliamentary appropriations. 
Appropriations provided to FINTRAC do not parallel financial reporting according to Canadian 
generally accepted accounting principles since appropriations are primarily based on cash flow 
requirements. Consequently, items recognized in the Statement of Operations and the Statement 
of Financial Position are not necessarily the same as those provided through appropriations from 
Parliament. Note 3 provides a high-level reconciliation between the bases of reporting. 


(b) Net cash provided by Government 
FINTRAC operates within the Consolidated Revenue Fund (CRF), which is administered by 
the Receiver General for Canada. All cash received by FINTRAC is deposited to the CRF and all cash 
disbursements made by FINTRAC are paid from the CRF. The net cash provided by Government Is 
the difference between all cash receipts and all cash disbursements including transactions between 
departments of the Federal Government. 


(c) Consolidated Revenue Fund 
Change in net position in the Consolidated Revenue Fund is the difference between the 
net cash provided by Government and appropriations used in a year. It results from timing 
differences between when a transaction affects appropriations and when it is processed 
through the CRF. 
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APPENDIX | FINTRAC’s Financial Statements 


NOTES TO THE FINANCIAL STATEMENTS (unaupiTED) 


For the year ended March 31, 2007 


(d) 


(e) 


(f) 


(g) 


(h) 


Expenses 

Expenses are recorded on an accrual basis: 

e Vacation pay and compensatory leave are expensed as the benefits accrue to employees 
under their respective terms of employment. 

e Services provided without charge by other government departments for employer's 
contributions to the health and dental insurance plans are recorded as operating expenses 
at their estimated cost. 

¢ Legal fees incurred and paid by FINTRAC to Justice Canada are recorded as operating expenses 
in these financial statements. 


Employee future benefits 

i. Pension benefits: Eligible employees participate in the Public Service Pension Plan, a multi- 
employer plan administered by the Government of Canada. FINTRAC's contributions to the Plan 
are charged to expenses in the year incurred and represent the total of FINTRAC's obligation to 
the Plan. Current legislation does not require the Centre to make contributions for any actuarial 
deficiencies of the Plan. 

li. Severance benefits: Employees are entitled to severance benefits under labour contracts 
or conditions of employment. These benefits are accrued as employees render the services 
necessary to earn them. The obligation relating to the benefits earned by employees is 
calculated using information derived from the results of the actuarially determined liability 
for employee severance benefits for the Government as a whole. 


Accounts receivable and advances 
Accounts receivable are stated at amounts expected to be ultimately realized; a provision is 
made for receivables where recovery is considered uncertain. 


Contingent liabilities 

Contingent liabilities are potential liabilities which may become actual liabilities when one or 
more future events occur or fail to occur. To the extent that the future event is likely to occur 
or fail to occur, and a reasonable estimate of the loss can be made, an estimated liability is 
accrued and an expense recorded. If the likelihood is not determinable or an amount cannot 
be reasonably estimated, the contingency is disclosed in the notes to the financial statements. 


Tangible capital assets 

All tangible capital assets and leasehold improvements having an initial cost of $5,000 or more 
are recorded at their acquisition cost. FINTRAC does not capitalize intangibles, works of art and 
historical treasures that have cultural, aesthetic or historical value, assets located on Indian 
Reserves and museum collections. Amortization of tangible capital assets is done on a 
straight-line basis over the estimated useful life of the tangible capital asset as follows: 


Asset Class Amortization Period 

Machinery and equipment 5 years 

Informatics hardware 3 to 5 years 

Informatics software 3 to 5 years 

Other equipment, including furniture 3 to 10 years 

Leasehold improvements Lesser of remaining lease term and 10 years 
Work in progress Once in service in accordance to asset type 
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APPENDIX | FINTRAC’s Financial Statements 


NOTES TO THE FINANCIAL STATEMENTS (UNAUDITED) 


For the year ended March 31, 2007 


(i) Measurement uncertainty 


The preparation of these financial statements in accordance with Treasury Board accounting policies 
which are consistent with Canadian generally accepted accounting principles for the public sector, 
requires management to make estimates and assumptions that affect the reported amounts of 
assets, liabilities and expenses reported in the financial statements. At the time of preparation of 
these statements, management believes the estimates and assumptions to be reasonable. The most 
significant items where estimates are used are contingent liabilities, the liability for employee severance 
benefits and the useful life of tangible capital assets. Actual results could significantly differ from 
those estimated. Management's estimates are reviewed periodically. and, as adjustments become 
necessary, they are recorded in the financial statements in the year they become known. 


3. Parliamentary appropriations 


FINTRAC receives most of its funding through annual Parliamentary appropriations. Items recognized 
in the Statement of Operations and the Statement of Financial Position in one year may be funded 
through Parliamentary appropriations in prior, current or future years. Accordingly, FINTRAC has 
different net results of operations for the year on a government funding basis than on an accrual 
accounting basis. The differences are reconciled in the following tables: 


(In dollars) 


Net cost of operations 


Adjustments for items affecting net cost of operations but not 
affecting appropriations: 

Add (Less): 
Services provided without charge by other government departments 
Amortization of tangible capital assets 
Gain (loss) on disposal and write-down of tangible capital assets 
Legal fees paid to Justice Canada 
Refund of previous year expenditures 
Increase in vacation pay and compensatory leave liability 
Increase in employee severance benefits liability 


Adjustments for items not affecting net cost of operations but 
affecting appropriations: 

Add (Less): 
Acquisitions of tangible capital assets 
Increase (decrease) in prepaid expenses 


Current year appropriations used 


2007 


$39,761,532 


(1,384,022) 
(2,297,119) 
(414,437) 
107,216 
(260,309) 
(672,603) 
(4,921,274) 


4,624,129 
(44,428) 


$39,419,959 


(a) Reconciliation of net cost of operations to current year appropriations used: 


2006 


$33,139,180 


(1,219,650) 
(3297 5113) 
(326,199) 
(415,506) 
80,333 
(35,986) 
(73,412) 
(5,287,933) 


4,528,407 
(19,205) 


$32,360,449 
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APPENDIX | FINTRAC’s Financial Statements 


NOTES TO THE FINANCIAL STATEMENTS (unaupitEp) 


For the year ended March 31, 2007 


(b) Appropriations provided and used: 


(In dollars) 2007 2006 


Appropriations provided: 


Vote 30 — Operating expenditures 28,110,000 27,663,000 
Vote 30a — Supplementary 8,990,349 = 
Vote 5 — Transfer from Treasury Board - 3,236,875 
Vote 15 — Transfer from Treasury Board 7,000 - 
Statutory amounts 3,155,680 3,082,784 


Less: Lapsed appropriations — Operating (843,070) (1,622,210) 


Current year appropriations used $39,419,959 | $32,360,449 


c) Reconciliation of net cash provided by Government to current year appropriations used: 


(In dollars) 2007 2006 
Net cash provided by Government $36,548,672 | $33,807,536 
Revenue not available for spending 107,216 80,333 
Change in net position in the Consolidated Revenue Fund 

Variation in accounts receivable and advances (333,205) afoa2 
Variation in accounts payable and accrued liabilities cow ip ra | (1,488,046) 
Legal fees paid to. Justice Canada | __ (414,437) (415,506) 
2,764,071 (1,527,420) 

Current year appropriations used | $39,419,959 | $32,360,449 


4. Accounts receivable and advances 


(In dollars) 2007 2006 


$346,535 
52,693 
5,750 


$404,978 


$60,743 
5,280 
Df 20 


$71,773 


Receivables from other federal government departments and agencies 
Receivables from external parties 
Employee advances 
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APPENDIX | FINTRAC’s Financial Statements 


NOTES TO THE FINANCIAL STATEMENTS (UNAUDITED) 


For the year ended March 31, 2007 


5. Tangible capital assets 


(In dollars) Cost 


Opening 
balance 


Acquisitions | Disposals and 


write-offs 


Closing 
balance 


Machinery and equipment $633,102 $104,883 $737,985 
Informatics hardware 13,500) 7/2 3,514,709 17,014,881 
Informatics software 9,334,173 5,779,822 15,113,995 
Other equipment, including furniture 3,400,783 34,281 3,435,064 
Leasehold improvements 5,714,194 106,638 5,820,832 
Work in progress 4,916,204 (4,916,204) 

$37,498,628 | $4,624,129 $42,122,757 


(In dollars) Accumulated amortization 


Opening | Amortization 
balance 


Disposals and 
write-offs 


Closing 
balance 


Machinery and equipment $540,718 $70,902 $611,620 
Informatics hardware PAS 38573 B55)°505 12,806,878 
Informatics software 7,665,753 1,060,482 8,726,235 
Other equipment, including furniture 1,592,523 286,586 1,879,109 
Leasehold improvements 1,864,868 525,844 2,390,712 


$24,117,435 $2,297,119 $26,414,554 


(In dollars) Net book value 


Machinery and equipment $92,384 $126,365 
Informatics hardware 1,046,599 4,208,003 
Informatics software 1,668,420 6,387,760 
Other equipment, including furniture 1,808,260 1¢555,955 
Leasehold improvements 3,849,326 3121530), 120) 


Work in progress 4,916,204 


$13,381,193 


$15,708,203 


Amortization expense for the year ended March 31, 2007 is $2,297,119 ($3,297,513 in 2006) 
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APPENDIX | FINTRAC’s Financial Statements 


NOTES TO THE FINANCIAL STATEMENTS (unaupiteb) 


For the year ended March 31, 2007 


6. Employee benefits 


(a) Pension benefits: 
FINTRAC's employees participate in the Public Service Pension Plan, which is sponsored and 
administered by the Government of Canada. Pension benefits accrue up to a maximum period of 
35 years at a rate of two per cent per year of pensionable service, times the average of the best 
five consecutive years of earnings. The benefits are integrated with Canada/Québec Pension Plans 
benefits and they are indexed to inflation. 


Both the employees and the department contribute to the cost of the Plan. The 2006-07 
expense amounts to $2,696,580 ($2,774,505 in 2005-06), which represents approximately 
2.2 times (2.6 times in 2005-06) the contributions made by employees. 


FINTRAC's responsibility with regard to the Plan is limited to its contributions. Actuarial surpluses 
or deficiencies are recognized in the financial statements of the Government of Canada, as 
the Plan's sponsor. 


(b) Severance benefits: 
FINTRAC provides severance benefits to its employees based on eligibility, years of service and 
final salary as per Treasury Board policy. These severance benefits are not pre-funded. Benefits 
will be paid from future appropriations. Information about the severance benefits, measured as 
at March 31, 2007 is as follows: 


(In dollars) 2007 2006 
Employee severance benefit liability, beginning of year $4,017,978 $3,944,566 
Expense for the year 922,665 412,060 
Benefits paid during the year (250,062) (338,648) 
Employee severance benefit liability, end of year $4,690,581 $4,017,978 


7. Contractual obligations 

The nature of FINTRAC's activities can result in some large multi-year contracts and obligations 
whereby FINTRAC will be obligated to make future payments when the services are received. 
FINTRAC has entered into lease agreements with Public Works and Government Services Canada 
for office space in five locations across Canada. The minimum aggregate annual payments for future 
fiscal years are as follows: 


(In thousands of dollars) 


2007-2008 $2,963 
2008-2009 1-236 
2009-2010 and thereafter 2 
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APPENDIX | FINTRAC’s Financial Statements 


NOTES TO THE FINANCIAL STATEMENTS (UNAUDITED) 


For the year ended March 31, 2007 


8. Related party transactions 


FINTRAC is related as a result of common ownership to all Government of Canada departments, 
agencies, and Crown corporations. FINTRAC enters into transactions with these entities in the normal 
course of business and on normal trade terms. Also, during the year, FINTRAC received services 
which were obtained without charge from other Government departments as presented below. 


(a) Services provided without charge: 

During the year FINTRAC received without charge from other departments the employer's contribution 
to the health and dental insurance plans in the amount of $1,384,022 ($1,219,650 in 2005-06). The 

Government has structured some of its administrative activities for efficiency and cost-effectiveness 

purposes so that one department performs these on behalf of all without charge. The costs of these 

services, which include payroll and cheque issuance services provided by Public Works and Government 
Services Canada and audit services provided by the Office of the Auditor General, are not included as 

an expense in FINTRAC's Statement of Operations. 


(b) Payables and receivables outstanding at year-end with related parties: 


= ee ee 
(In dollars) 2007 2006 


$346,535 
$644,828 


$60,743 
$175,606 


Accounts receivable with other government departments and agencies 
Accounts payable to other government departments and agencies 


9. Comparative information 


Comparative figures have been reclassified to conform to current year’s presentation. 
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APPENDIX II 


GLOSSARY OF TERMS 


AND ACRONYMS 


Canada Border Services Agency (CBSA) 

A federal government agency responsible for 
providing integrated border services that 
support national security priorities and facilitate 
the free flow of persons and goods, including 
animals and plants, which meet all requirements 
under the program legislation. www.cbsa.gc.ca 


Canada Revenue Agency (CRA) 

A federal government agency that administers 
tax laws for the Government of Canada and for 
most provinces and territories, as well as various 
social and economic benefit and incentive 
programs delivered through the tax system. 
www.cra.gc.ca 


Canadian Security Intelligence Service (CSIS) 


Canada's national security agency that has the 
mandate to investigate and report on threats 
to the security of Canada. www.csis.gc.ca 


Cross-Border Currency Report (CBCR) 

A report that must be filed by a person entering 
or leaving Canada advising that the person is 
carrying large sums of currency or monetary 
instruments ($10,000 or more), or by a person 
mailing or sending such large sums into or out 
of Canada. 


Cross-Border Seizure Report (CBSR) 

A report filed with FINTRAC by a CBSA officer 
who seizes cash or monetary instruments for 
which reporting obligations were not met. 


Egmont Group of Financial Intelligence Units 
An international group of FIUs, founded in 
1995, which collectively work together to 
improve support for their respective national 
anti-money laundering and anti-terrorist 
activity financing programs. 
www.egmontgroup.org 
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Electronic Funds Transfer Report (EFTR) 


A report that a reporting entity must file 
with FINTRAC in respect of a transmission 
of instructions for the transfer of $10,000 
or more out of or into Canada in a single 
transaction or in two or more transactions 
totalling $10,000 or more that it knows were 
made within 24 consecutive hours of each 
other by or on behalf of the same individual 
or entity, through any electronic, magnetic 
or optical device, telephone instrument or 
computer. 


Financial Action Task Force (FATF) 3 


An inter-governmental body, established by 

the G-7 Summit in 1989, whose purpose is the —(" 
development and promotion of policies, both S 

at national and international levels, to combat EI 
money laundering. At a special plenary meeting 

held in October 2001, FATF’s mandate was 

expanded to include the combating of terrorist 

activity financing. www.fatf-gafi.org 


Financial Intelligence Unit (FIU) 


A national governmental agency established to 
combat money laundering and terrorist activity 
financing. FIUs fulfill this function by collecting 
financial transactions and other information 
for the purpose of analysing and disclosing 
intelligence concerning suspected proceeds of 
crime or potential financing of terrorist activity. 


FINTRAC Interpretation Notice (FIN) 


A document that provides technical 
interpretations and positions regarding 
certain provisions contained in the Proceeds 
of Crime (Money Laundering) and Terrorist 
Financing Act and associated Regulations. 


a 
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Large Cash Transaction Report (LCTR) 


A report that a reporting entity must file with 
FINTRAC when it receives $10,000 or more in 
cash in the course of a single transaction; or 
when it receives two or more cash amounts 
totalling $10,000 or more that it knows were 
made within 24 consecutive hours of each other 
by or on behalf of the same individual or entity. 


Memorandum of Understanding (MOU) 


A document that outlines each party’s roles and 
responsibilities with regard to the sharing of 
information. 


National Coordinating Committee on Organized 
Crime 

A federal group composed of law enforcement 
agencies and federal, provincial and territorial 
policy makers. The Committee determines 
national policy priorities and assesses emerging 
concerns in the area of organized crime. 


Proceeds of Crime (Money Laundering) and 
Terrorist Financing Act (PCMLTFA) 


This statute establishes FINTRAC to collect, 
analyze, assess and disclose financial information 
with respect to money laundering and terrorist 
activity financing. Originally enacted as the 
Proceeds of Crime (Money Laundering) Act in June 
2000, it was amended in December 2001, to 
add combating terrorist activity financing to 
FINTRAC’s mandate. 
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Reporting Entities 

Entities that must report suspicious and certain 

other transactions to FINTRAC. Reporting 

entities include the following: 

* financial entities 

¢ life insurance companies, brokers, and agents 

* securities dealers 

* foreign exchange dealers 

* money services businesses 

* agents of the Crown that sell or redeem 
money orders 

* accountants 

* real estate brokers or sales representatives; and 

* certain casinos 


Royal Canadian Mounted Police (RCMP) 
Canada's national police force. www.rcmp.gc.ca 


Suspicious Transaction Report (STR) 


A report that a reporting entity must file with 
FINTRAC in respect of a financial transaction 
that occurs in the course of its activities and for 
which there are reasonable grounds to suspect 
that the transaction is related to the commission 
of a money laundering or terrorist activity 
financing offence. 


Threat and Risk Assessment (TRA) 


An assessment that each federal department 
and agency is required to carry out in order to 
identify operations and data whose protection 
is essential and to determine an appropriate 
level and scope of controls required. 


TRG Soe 
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APPENDIX III 


AGREEMENTS WITH FOREIGN 
FINANCIAL INTELLIGENCE UNITS 


Antigua and Barbuda Denmark Mexico 

Argentina El Salvador Monaco 

Aruba Finland Netherlands 

Australia France Panama 

Bahamas Germany Peru 

Barbados Guatemala Poland 

Belgium Guernsey Portugal 

Bermuda Hong Kong Singapore 

Brazil Indonesia Slovenia 

Bulgaria Israel South Korea 

Cayman Islands Italy Spain 

Chile Japan Saint Vincent & the Grenadines 
Colombia Latvia Ukraine 

Cyprus Luxembourg United Kingdom 

Czech Republic Mauritius United States of America 
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APPENDIX IV 
FINTRAC’S BUSINESS PROCESS 


Information about financial transactions and other information is received from 
many different reporting entities. 
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APPENDIX IV FINTRAC’s Business Process 


1. 

CONDUCTING ANALYSIS DISCLOSING INTELLIGENCE 

Reports are analyzed along with Where appropriate, financial intelligence 

other information, to develop financial pertaining to suspected cases of money 

intelligence in order to detect suspected —_ laundering, terrorist activity financing, 

money laundering, terrorist activity or threats to the security of Canada, is 

financing, or other threats to the disclosed. 

security of Canada. 
FINTRAC provides or develops = 
financial intelligence by: a“ Intelligence/Enforcement Agencies Ds. he 
e Establishing identification ‘ Foreign FIUs S ) 
e Grouping related transactions = 


© Querying databases 


FINTRAC’s Database 


External Databases 


Foreign Financial 
Intelligence Units 


Voluntary Information 
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WHO WE ARE 


Our Organization 


Héléne Goulet 


x Paul Dubrule i 


Denis Meunier 


Jeanne M. Flemming 


1 al 


AUDIT AND EVALUAT 


Vacant 


Margaret Baxter 


iT DipeEcT, 


Stephen Black ; 


Jim Butcher 


Janet DiFrancesco 


Gordon J: O'Grady 


OUR OBJECTIVE 


To contribute to the safety of Canada by facilitating the detection, 
prevention and deterrence of money laundering, the financing 
of terrorist activities and other threats to the security of Canada. 


OUR LEGISLATION 


Proceeds of Crime (Money Laundering) and Terrorist Financing Act 
(PCMLTFA) 


OUR ACTIVITIES 


* Receiving financial transaction reports in accordance with 
the legislation and regulations and safeguarding personal 
information under our control. 

+ — Ensuring compliance of reporting entities with the 
legislation and regulations. 

+ — Producing financial intelligence on suspected money 
laundering, terrorist activity financing and other threats 
to the security of Canada. 

« Researching and analyzing data from a variety of information 
sources that shed light on trends and patterns in financial crime. 

* — Enhancing public awareness and understanding of money 
laundering and terrorist activity financing. 


OUR RELATIONSHIPS 
DOMESTIC: 


* — Reporting entities and their representative associations 
* — National and provincial financial regulators 

« RCMP, provincial and municipal police forces 

* Canadian Security Intelligence Service (CSIS) 

* Canada Border Services Agency (CBSA) 

* Canada Revenue Agency (CRA) 

* Department of Finance 

- Department of Justice 

« Public Prosecution Service Canada (PPSC) 

- — Public Safety Canada (PS) 

* — Foreign Affairs and International Trade Canada (DFAIT) 
* Communications Security Establishment (CSE) 

* — Privy Council Office (PCO) 

+ Treasury Board of Canada Secretariat (TBS) 

- National Coordinating Committee on Organized Crime (NCCO! 
* Canadian Association of Chiefs of Police (CACP) 


INTERNATIONAL: 


* — Foreign financial intelligence units (FlUs) 

* — The Egmont Group of Financial Intelligence Units 
Other international organizations such as the Financial Action 
Task Force (FATF), the World Bank, the International Monetary 
Fund (IMF), the Caribbean Financial Action Task Force (CFATF) 
and the Asia/Pacific Group on Money Laundering (APG) 


| Ee | Financial Transactions and _— Centre d’analyse des opérations 
Reports Analysis: Centre et déclarations financiéres 
of Canada du Canada 


September 11, 2008 


The Honourable James M. Flaherty, P.C., M.P. 
Minister of Finance 

L’Esplanade Laurier 

140 O'Connor Street 

21° Floor, East Tower 

Ottawa, Ontario p> 
K1A 0G5 - 


Dear Minister: 

Pursuant to section 71(1) of the Proceeds of Crime (Money Laundering) and Terrorist Financing Act, 

| am pleased to present you with the seventh Annual Report for the Financial Transactions and 
Reports Analysis Centre of Canada (FINTRAC). This report provides details on our operations and our 


achievements for the period from April 1, 2007 to March 31, 2008, as well as our priorities for 2008-09. 


We continue in our commitment to promote compliance with Canada’s anti-money laundering and 
anti-terrorist activity financing legislation and to deliver high-quality financial intelligence. 


Yours sincerely, 


Jeanne M. Flemming 
Director 
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In the few months 

since | became 
FINTRAC’s Director, 

| have been impressed 
with the professionalism 
of the Centre's staff and 
what has been achieved 
in the eight years since 
its creation. Remarkable 
things still lie ahead, 

as we sharpen our focus 
and increase our output 
of financial intelligence. 


As Canada’s financial intelligence unit, we serve the entire 
country, providing our partners at the federal, provincial 
and municipal level with crucial information on the 
movement of proceeds of crime and terrorist activity 
financing. We are able to do this because FINTRAC is the 
central point for the collection of information concerning 
millions of financial transactions. With our sophisticated 
information technology tools and our experienced 
analysts, we are able to connect financial transactions in 
what are often elaborate webs of criminal and terrorist 
activity. In the production of financial intelligence, we are 
indebted to the thousands of financial institutions and 
intermediaries that have established compliance regimes 
throughout Canada. Working collaboratively with these 
entities, we are helping to create an environment that is 
hostile to money derived from criminal activity. 


This past year, we have been working hard to 
implement Bill C-25, which amended the Proceeds of 
Crime (Money Laundering) and Terrorist Financing Act 
(PCMLTFA). These changes extended the range of — 
information that we may disclose to our partners. 

It also provided for the creation of a money services 
businesses registry. In the coming year, Bill C-25 will also 
expand certain obligations to four new business and 
professional sectors, and will give FINTRAC the authority 
to levy administrative monetary penalties where there 
has been failure to comply with the PCMLTFA. 

These legislative amendments are important in 
strengthening Canada’s anti-money laundering / 
anti-terrorist financing regime and our effectiveness. 


Ell =9MESSAGE FROMTHE DIRECTOR 


The task we have been given is both daunting and vital. 
It is daunting because those undertaking money laundering 
and the financing of terrorist activity are devious in 
covering their tracks, sometimes using many financial 
intermediaries. It is only through our experience and 
with our technology that we are able to find the threads 
linking diverse and seemingly unconnected activities. 


The task is vital because we are all, to a greater or lesser 
extent, victims of these crimes, none more so, of course, 
than those killed or maimed by terrorist activity. 

But laundered money is likely to flow, for example, 

from drug deals or from various types of fraud, all of 
which also leave a trail of victims in their wake. 


FINTRAC’s challenge, as we move forward, will be to live 
up to the expectations of our partners, both international 
and domestic, for the financial intelligence that they have 
come to value and rely on. We have gained the respect 
of our peers around the world and have become an 
important resource for Canadian investigators. We must 
capitalize on this and increase the quantity and quality 
of our contribution to their work. 


Our success as an agency will be defined by the assistance 
that we are able to offer our partners. To a large degree, 
the growing demand for FINTRAC’s intelligence speaks 
to this success, as FINTRAC is being asked to contribute 
to investigations in Canada and around the world. 
We will strive to meet this demand and we will measure 
our progress by the success of our partners as they 
investigate and prosecute the criminals behind the 
transactions. 


. Sg) Slee ee 


Jeanne M. Flemming 
Director 
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SAFEGUARDING PERSONAL INFORMATION 


FINTRAC is entrusted with millions of records of financial 
transactions made by Canadians. This is why FINTRAC'’s 
governing legislation, the Proceeds of Crime (Money 
Laundering) and Terrorist Financing Act (PCMLTFA), 

sets the highest standards for the protection of personal 
information. We continue to uphold the most rigorous 
security measures. These are applied to every part of our 
operations, from controlling access to the Centre’s physical 
premises, to handling, storing and retaining all personal 
data under our control. 


THE PCMLTFA 


Privacy protection measures in the PCMLTFA establish 
the Centre as an independent agency, which must act 
at arm’s length from the law enforcement and national 


security agencies to which it provides financial intelligence. 


These measures ensure that FINTRAC can only disclose 
specific information as described in the Act, only to 
police and specific enforcement and national security 
agencies, and only when established legal thresholds 
are met. 


A key provision of the recent amendments to the 
PCMLTFA requires that the Office of the Privacy 
Commissioner (OPC) conduct a review, every two years, 
of FINTRAC’s measures to protect information it receives 
and collects. The first review was initiated in 2007-08. 
FINTRAC looks forward to the final report, and to 
responding to any recommendations that will help 

to further strengthen the Centre's measures to 

protect information. 
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PHYSICAL CONTROLS 


FINTRAC develops and designs any new system or 
program with privacy protection in mind. The application 
of the Government of Canada’s policy on privacy impact 
assessments (PIAs) allows the Centre to identify and 
mitigate privacy risks prior to the implementation of 

any new programs. Over the last year, the Centre has 
completed or updated three PIA reports, and obtained 
the OPC’s guidance to help in ensuring the protection 

of the privacy of all Canadians. 


An integrated security program is in place at all of 
FINTRAC's premises in Ottawa, Montreal, Toronto and 
Vancouver to protect against unauthorized access. 

In addition, employee access to our databases is 
recorded and monitored and access to these databases 
is governed by the “need-to-know’” principle. 


STAFF 


All of our employees are required to have a high security 
clearance. As well, all employees receive ongoing training 
on their responsibilities regarding the protection of 
personal information entrusted to FINTRAC. There are 
severe penalties for improper disclosure of information, 
which can include up to five years in jail, a fine of up to 
$500,000, or both. 


EMERGENCY 


We continue to build a comprehensive business 
continuity plan that will ensure our ability to carry 
out critical functions, including the protection of 
personal information, in the event of a temporary 
or longer term emergency. 
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MH THE YEAR IN REVIEW, 


In 2007-08, our responsibilities and our capacity both to 
gather and to provide financial intelligence were expanded 
with the amendments (and subsequent regulations) 

to our governing legislation, the Proceeds of Crime 
(Money Laundering) and Terrorist Financing Act 
(PCMLTFA), adopted in December 2006. 


With the new provisions, our case disclosures can 
include a greater range of information relating to 
financial transactions, and the number of agencies to 
which we are authorized to make them has increased. 
Consequently, because our financial intelligence is 
enriched, its value in investigations is enhanced. 
Feedback from the law enforcement and intelligence 
communities already reflects this enhancement. 


The success of this initiative is closely linked to the 
determined efforts of reporting entities to adapt to 
these new legal obligations. In the past year, we have 
worked tirelessly in close cooperation with the 
Department of Finance and with reporting entities and 
their representative associations to help them prepare 
for these changes during what has undoubtedly been 
a challenging period for financial institutions and 
intermediaries that are subject to the Act. 


The impact of the implementation on our own 
operations was substantial as well. We increased our 
staff considerably to handle the workload and our 

IT professionals put in countless hours to recalibrate 
our systems to accommodate the new reporting 
requirements. They established platforms to support 
the money services businesses registry, effective since 
June 2008, and the administrative monetary penalties 
regime, which will take effect in December 2008. 


Our macro-analytic capacity continued to grow, and was 
also expanded by the additional data received through 
Bill C-25 amendments. We were able to disseminate a 
number of new and well-received strategic intelligence 
products during the year. 


Canada was subject to a mutual evaluation by the 
Financial Action Task Force (FATF) of the effectiveness 
of its anti-money laundering and anti-terrorist 
financing regime as it applied to the FATF’s 

40+9 Recommendations. In this assessment, Canada’s 
legal system, law enforcement powers, international 
cooperation and measures to combat terrorist financing 
were all rated highly. In addition, regulatory changes 
that were introduced after the evaluation contribute 
to bringing the Canadian regime into compliance with 
FATF standards. FINTRAC will continue to work with 
other interdepartmental partners to improve the 
Canadian regime further. 


Internationally, we provided key support for the 
establishment of the Egmont Group Secretariat in 
Toronto, which became fully operational in October 
2007. This accomplishment emphasizes Canada’s 
commitment to seeking multi-lateral solutions to 

the global problem of organized crime and terrorism. 
(See the Glossary to learn more about the Egmont Group.) 


The appointment of Jeanne M. Flemming as agency 
head—subsequent to the retirement last December 

of Horst Intscher, FINTRAC’s first director—provided a 
perfect opportunity to take stock of past achievements, 
and to reflect on the major tasks that lie ahead. 
Clearly, FINTRAC has successfully completed its early 
start-up and building phase and is moving to a new 
level of maturity. 
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Strengthening the Regime 


Bill C-25 and subsequent amendments to the regulations under the PCMLTFA brought in changes that strengthen 
and broaden Canada’s AML/ATF regime and improve its capacity for detection and deterrence. 


Enhancements include the following: 


+ Suspicious attempted transactions must be reported. 


Correspondent banking relationships are subject to greater scrutiny. 
- Transactions conducted by politically exposed foreign persons are subject to enhanced monitoring. 


- Real estate agents and brokers, as well as accountants, are subject to expanded client due diligence and 
record keeping requirements. 


All reporting entities are required to conduct a risk assessment of their activities and to establish measures 
to mitigate those activities deemed to be at higher risk for money laundering and terrorist activity financing. 


- Non face-to-face client identification requirements are expanded and strengthened for all sectors. 


> Financial institutions that have subsidiaries or branches in non-FATF jurisdictions are required to apply policies 
and procedures that are consistent with PCMLTFA requirements. 


Certain reporting entities are required to maintain originator information for outgoing international 
wire transfers. 


- Certain reporting entities are required to obtain information on the beneficial owners of corporations 
and other entities. 


Money Services Businesses (MSB) Registration 

Such a registration system within Canada allows for the identification of MSBs. It thereby helps law enforcement 
agencies to identify illegal operators and enhances FINTRAC’s ability to monitor for compliance. The increased 
rigour makes the sector less attractive to potential money launderers and terrorist activity financiers, and it 
ensures that Canada continues to meet its international obligations under the Financial Action Task Force. 


Administrative Monetary Penalties (AMPs) 

This regime will provide FINTRAC with an additional tool to encourage compliance by reporting entities. 

It will provide a broader range of sanctions for those failing to comply, and it will create a level playing field for 
those that have established robust compliance regimes. 


New Sectors 

The expansion of certain requirements to dealers in precious metals and stones, notaries public in British Columbia, 
real estate developers and the legal profession will serve to further strengthen Canada's existing anti-money 
laundering and anti-terrorist financing regime. By bringing in new sectors that have been identified as being at 
potential risk, the ability for exploitation by money launderers and terrorist financiers is reduced. This creates 
increased international confidence in Canada’s financial system and institutions as a whole. 
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FINANCIAL INTELLIGENCE 


The Nature and 
Role of Financial Intelligence 


Financial intelligence opens a unique window onto the 
complex and hidden channels of illegal money flows. 
In doing so, it gives law enforcement and intelligence 
agencies a crucial advantage in their anti-crime and 
counter-terrorism efforts. 


The great value and great advantage of financial 
intelligence analysis is that it can provide a detailed 
picture of suspicious money movements as they 
criss-cross different institutions, sectors and regions of 
the country. It is also able to establish the complex links 
between individuals, businesses and accounts in a way 
that would not be possible through any other form of 
intelligence gathering or analysis. 


Human intelligence might reveal an association among 
several individuals. But, if there are numerous transactions 
flowing between or among these individuals or the 
accounts that they control, it is financial intelligence that 
can establish that association in some detail. It may, 
for example, demonstrate joint interests in businesses 
or in jointly held accounts. It may also reveal an 
unexpectedly larger network of potentially illegal 
activity, one which is very often transnational in nature. 


Compared with traditional police and security investigations, 
the field of financial intelligence analysis is new. The first 
financial intelligence unit (FIU) appeared only in the early 
1990s, while FINTRAC itself came into being in 2000. 


FIUs are central national agencies responsible for receiving 
and analyzing financial information, and for providing 
disclosures on suspicious financial transactions to the 
competent authorities. By analyzing the reports they 
receive from financial institutions and intermediaries, 
FIUs can shed light on the movement of laundered 
money, and of funds used to finance either terrorism 

or threats to national or global security. 


While these criminal activities are not new, their range, 
speed and complexity in a cyberspace world present 
new challenges to both national and global security 
and to traditional approaches to law enforcement. 

For the criminal and the terrorist, as well as for the rest 
of us, our global environment is conveniently shrinking. 


ABROAD AND AT HOME 


Internationally, and as a group, FlUs are contributing— 
and will contribute more—to global security and the 
stability of legitimate economies and the institutions 
that underpin them. It is important to note, however, 
that the primary responsibility of any FIU lies with the 
financial transactions taking place in its own country. 
Consequently, an FIU’s effectiveness depends to a great 
degree on its national environment, and this includes, 
among other things, government support, the fair 
application of laws, and the cooperation of the FIU’s 
partners. FINTRAC is particularly fortunate in its national 
environment, which provides a careful balancing of the 
needs of law enforcement and national security with 
the privacy rights of individual Canadians. 


FINANCIAL INTELLIGENCE 


SUSPICIOUS TRANSACTIONS 
AND EMERGING TRENDS 


As with all FlUs, the defining product of FINTRAC is 
financial intelligence of the highest possible quality 
delivered in a timely fashion. In its production of 
financial intelligence, FINTRAC benefits from being one 
of the few FlUs that has developed electronic systems 
that permit the automated receipt of high volumes of 
financial reports and the rapid and precise mining of 
information from the millions of reports of various types 
in our databases. 


This store of data, with the addition of publicly available 
information and information provided voluntarily by police 
and security agencies, sheds a powerful light on the 
movement of suspected criminal money. Our analysts 
are able to detect connections among activities across 
different institutions, sectors and regions of the country. 


The financial intelligence we produce falls into two 
general categories. The first is information about specific 
suspicious transactions, that is, those that suggest 
movements of illicit money. The second is information 
showing overall patterns and trends as they emerge in 
the ever-evolving world of money laundering and 
terrorist financing. 


THE FOUNDATIONS OF QUALITY 


~ The high standard of the intelligence FINTRAC produces 
depends first, on the quality of the information that we 
receive, and second, on the way that information is 
managed and utilized. 
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We receive more than twenty million reports annually. 
Thirty years ago, the processing of this data would have 
required an army of sorters, filers and compilers to collect 
and analyze such volumes, as well as an airplane hangar in 
which to store the records. Today however, FINTRAC is up 
to the task at hand thanks to the advanced technological 
infrastructure—electronic systems that we constantly 
revamp and upgrade—that lies at the core of our operations. 
As well, we have increased our complement of analysts 
by 30 per cent. 


It is vital that FINTRAC receives reports that are complete 
and accurate. As a result, we are constantly communicating 
with the multitude of entities and individuals that report 
to us, and clarifying their reporting obligations and other 
requirements. The quality of the vast majority of the reports 
we receive speaks to the degree of their competence 
and hard work. 


WHAT LIES AHEAD 


Organized crime and terrorism are a threat to global 
and domestic security, and they undermine the stability 
of nations and economies. There is a strong, collective 
and committed effort both in Canada and around the 
world to fight against their power and profits. 


As new ideas and advances in technoiogy provide openings 
for criminal financial activities, so will they provide new 
opportunities for FINTRAC and its sister FlUs to detect and 
act upon them. Our goal will be unchanged: to produce 
the highest quality financial intelligence that will support 
the fight against money laundering and terrorist activity 
financing, and help make Canada a hostile environment 
to the criminals that profit from these activities. 
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Trends and Typologies: 
Strategic Analysis 


With its analytical expertise and powerful technology, 
FINTRAC is uniquely positioned to provide its partners 
with information about evolving trends and patterns in 
money laundering and terrorist activity financing. By 
mining and analyzing our store of financial information in 
combination with other external sources of intelligence, 
we can produce important insights into existing and 
potential new forms of illegal money movement. This 
high-level intelligence not only helps FINTRAC to refine 
its own analytical processes, it also helps our partners to 
develop appropriate counter-measures in anticipation 
of events. 


In 2007-08, we produced and disseminated a wide range 
of well-received strategic analysis products to our partners. 
Among these were “The Watch’, an environmental scan 
focused on money laundering and terrorist activity 
financing issues; “Backgrounders”, which present a 
general overview of emerging trends and typologies; 
and financial intelligence “Briefs” which provide a more 
in-depth assessment of our reports and disclosures. As 
in the past, “Perspectives” were also produced to offer a 
retrospective of our disclosures and reports, and to 
identify typologies and patterns of transactions in 
relation to a particular subject or theme. 


Prepaid cards provide access to funds that are paid in 
advance by the cardholder or a third party. The use of 
prepaid cards is increasing in Canada and around the 
world, posing a challenge to the fight against money 
laundering and terrorist activity financing. 


Prepaid cards present the same characteristics that 
make cash so attractive to criminals. They are portable, 
valuable, exchangeable and potentially anonymous. 
The wide variety of prepaid cards also means fund 
origins are difficult to trace and it is hard to ascertain 
whether the money is from a legitimate source. 


GLOBAL SECURITIES INDUSTRY 


To study how the global securities industry could be 
applied to money laundering activities, we reviewed both 
our case disclosures and our large cash and suspicious 
transaction reports from November 2001 to March 2007. 


The review showed that the industry had been used for 
various criminal activities including drug trafficking, 
stock manipulation, and fraud. Frequently associated 
typologies are: the use of front companies; the use of 
professionals to facilitate the introduction of proceeds; 
the use of margin trading accounts and/or money 
orders; and the use of securities that fall under certain 
U.S. regulations. Although this last one is not directly 
applicable in Canada, Canadian criminals can still use it 
to launder their proceeds. 


DIGITAL PRECIOUS METALS 

AND MONEY LAUNDERING 

Digital precious metal operators (DPMOs) are Internet 
payment systems (IPS) providing digital currencies— 
purportedly backed by precious metals—that can be 
used for many kinds of financial transactions. DPMOs 
require the use of two service providers since, to 
establish and fund an account, a user must also use a 
digital currency exchange service (DCES) to remit real 
currency into digital currencies. 


FINANCIAL INTELLIGENCE 


There is, of course, a legitimate market for such alternative 
payment systems, but the two-layer system creates a 
potential for illicit financial activities. These transactions 
have a high degree of anonymity because the accounts 
are not tied to banks. DCES are not obliged to vet the 
funds they transfer, and DPMOs, therefore, cannot truly 
ascertain their origin. There is, as a result, considerable 
potential to disguise the origin and destination of funds, 
especially as there is a web of DCES offering different 
options for receiving and sending funds, and also 
presenting a considerable challenge to auditors. 


USE OF INVESTMENT COMPANIES 
AND TRUSTS FOR PURPOSES OF 
MONEY LAUNDERING AND 
TERRORIST ACTIVITY FINANCING 


We reviewed our case disclosures from April 2005 to 
March 2007 to study how investment and trust companies 
and/or trust accounts in Canada, or associated with 
Canadians, could be applied to money laundering and 
terrorist activity financing. We also studied the use of 
professional intermediaries in creating such companies 
and/or accounts (e.g. legal trust accounts) and the way 
some transactions were facilitated. 


The results suggested that while both companies and 
trusts could be used in different types of illicit financial 
activities, they appear mostly to be used in the layering 
stage of money laundering. The three typologies most often 
associated with these activities are: multi-jurisdictional 
structures of corporations and trusts, the involvement of 
non-financial intermediaries and professionals, and the 
use of nominees. 
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Our Financial 
Intelligence Disclosures 


In general terms, FINTRAC’s purpose is to assist the fight 
against organized crime and terrorism by providing financial 
intelligence to law enforcement and other designated 
authorities on money laundering, on the financing of 
terrorist activities, or on threats to the security of Canada. 


While we are proud of the role FINTRAC plays in detecting 
and deterring criminal and terrorist activities, it is important 
to acknowledge that our contribution is part of a much 
larger and collaborative, multi-pronged effort that includes 
businesses, regulators, law enforcement, security agencies, 
and prosecutors. The financial intelligence we provide is 
one tool, albeit vital, that assists our partners in an often 
lengthy process that begins with investigations, follows 
through to charges, and ends with prosecutions, convictions 
and forfeitures. 


In 2007-08, we were able to disclose to our partners 

171 cases associated with money laundering (ML), 29 with 
terrorist activity financing and other threats to Canada’s 
safety (TF/TH), and 10 with associations to both money 
laundering and terrorist activity financing (ML/TF/TH). 


DISCLOSURES BY TYPE 


ML . 171 
TF/TH 29 
ML/TF/TH 10 
Total 210 


“The value of FINTRAC's analysis is two-fold. 

It confirms and corroborates commercial 
relationships between suspected individuals and 
entities in foreign countries, and it also identifies 
to the Service previously unknown individuals and 
entities who may be engaged in similar threat- 
related activities; thus providing us with new 
avenues of investigation.” 


—Canadian Security Intelligence Service 
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As the chart below illustrates, more than half of these 

210 disclosures were delivered to the RCMP with the 
others being sent to municipal and provincial police forces, 
foreign FlUs, as well as to CSIS, CBSA, CRA and CSE. In total, 
our disclosures went to 300 recipients. 


PERCENTAGE OF DISCLOSURES 


INVOLVING SIX OR MORE REPORTING ENTITIES 


70 


DISTRIBUTION OF DISCLOSURE 


RECIPIENTS IN 2007-08 a 60% 


Royal Canadian 
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The percentages in this chart do not add up to 100% because 


FINTRAC disclosures are often destined to more than one recipient. 


These numbers alone, however, give no sense of the As the snapshot of sample cases on page 13 shows, the 
millions of information sources, the complex and powerful _ financial intelligence that FINTRAC discloses takes a variety 
technology, and the skilled analysis that lie behind any of forms and is derived through many different methods. 
given disclosure. Often information provided to us by law enforcement and 


intelligence agencies leads us to comb through our databases 
FINTRAC's sophisticated data mining techniques are able, —_to find connections that would otherwise elude investigators. 
for example, to look for links among transaction reports What we are then able to disclose gives the investigators 
received from a multiplicity of different reporting entities. 4 valuable return on that initial lead. 
In so doing they can uncover the trail left by money 
launderers who typically use several banks—sometimes In other instances, our automated technology will find suspicious 
more than a dozen in widely dispersed locations—to try patterns of financial transactions, and these enable our analysts 
to evade detection. As the next graph shows, half of our to construct a case that is wholly new to police and other 
case disclosures this past year were based on reports disclosure recipients. Common to all cases, however, is the scope 
from six or more reporting entities. and detail of the intelligence that FINTRAC is able to provide. 
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LOOKING AHEAD 
Looking to the future, if we are to increase FINTRAC’s discern suspicious patterns from the financial 
’ effectiveness in producing timely and high-quality information we receive. We will continue to enhance our 

financial intelligence, we must always improve and collaboration with our partners. These efforts, together 
update both the skills of our analysts and the tools with the enriched content of disclosures made possible 
they use in their work. In 2008-09, our focus will be by the Bill C-25 amendments, cannot fail to magnify the 
| on providing additional training and development for impact of our financial intelligence on suspected money 
new analysts. We will continue to expand and refine our laundering and terrorist financing investigations. 


| technologies, and to use increasingly effective means to 


DISTRIBUTION OF CASE ORIGINATORS FOR 2007-08 


Voluntary Information | 65% 


| Suspicious Transaction Reports 


Report Profiling 2% 


Open Source 


Financial Intelligence Unit Query 21% 


: 0% 10% 20% 30% 40% 50% 60% 70% 


“The quality of FINTRAC’ analysis assisted in 
visualizing the dynamics behind the financial 
transactions conducted by the subject and an 
associated company. In addition, the disclosure 
assisted in the identification of new parties that were 
also involved in the transactions. The information 
provided in the disclosure confirmed some previously 
known facts but also assisted in the development of 


SS 


new investigative approaches.” [Translation] 


—Service de police de la Ville de Montréal 
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Snapshot of our 2007-08 Cases 


DRUG TRAFFICKING 
AND MONEY LAUNDERING 


Laundering the proceeds of drug trafficking accounts 
for approximately a third of our cases. Huge sums are 
generated and hiding these proceeds becomes very 
difficult for criminals. Drug trafficking often involves 
large criminal organizations using complicated schemes 
to launder money. 


SAMPLE CASE 1 


From as early as 2002, FINTRAC had been making 
disclosures to law enforcement about individuals 
connected with an international criminal organization 
centred in Toronto. 


Our analysis showed a Canada-wide network of businesses 
offering a myriad of financial services, many suspected 
of laundering drug proceeds. Our intelligence also 
confirmed that funds were ultimately being sent by 
various means to other parts of the world. 


In 2007, after a lengthy joint U.S./Canadian investigation, 
the organization was completely dismantled. 


In the United States, there was a seizure of cash 
worth more than US$7 million as well as drugs. 

In Canada, police seized drugs, properties and more 
than $350,000 in cash. In all, 23 people were charged 
in the United States with conspiracy pertaining to 
various drug-related offences, all of which carry a 
penalty of up to 20 years of imprisonment. 
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SAMPLE CASE 2 


Towards the end of 2006, we received a number of 
voluntary information records about a network of 
individuals suspected of importing drugs and of 
supplying methamphetamine and ecstasy laboratories 
with precursor chemicals. Our analysis uncovered 
further suspects and suspicious transactions, both 
domestic and international. We were able to provide 
the investigating agency with considerable information 
about the laundering of profits through a complex 


. system of bank accounts in Canada and Asia. 


In December 2007, police arrested the mastermind 

of the complex drug syndicate and a dozen other 
individuals. Police also expected to charge another 

100 people around the world. They seized drugs valued 
at more than $150 million, and over $8 million in cash 
and other property. 


TERRORIST ACTIVITY FINANCING 


The Centre is also mandated to disclose information that 
is relevant to investigations related to terrorist activity 
financing. Over the years, FINTRAC has provided a 
number of disclosures to police, the RCMP and CSIS that 
have included valuable financial intelligence regarding 
individuals and entities suspected of conducting or 
planning activities within Canada in support of terrorist 
groups. Some of the cases have also been generated 
from the analysis of publicly available information 

and suspicious transaction reports (STRs) information. 

A good example of such a case is provided on the next page. 


FINANCIAL INTELLIGENCE 
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SAMPLE CASE 

Through our analysis of suspicious transaction 
information, we were able to identify certain previously 
unrecognized individuals as part of a known terrorist 
group. A few months after our disclosure of this 
information to law enforcement, the media reported 
that a joint U.S./Canadian investigation had led to a 
number of people being charged with multiple crimes, 
including conspiracy to obtain weapons and to provide 
them and other resources to this same terrorist group. 
We uncovered further suspicious transactions made by 
another two entities and eight individuals—none of 
whom had been arrested or even named in this context. 


These suspicious transactions included third party 
deposits of cash, cheques and bank drafts, sometimes 
followed by payments to credit card accounts or lines 
of credit, and by electronic funds transfers to individuals 
and sometimes to non-profit organizations, both in 
Canada and abroad. 


FRAUD AND MONEY LAUNDERING 


Fraud, such as telemarketing fraud, mortgage fraud, 
Nigerian letter scams and investment fraud, feature 
prominently in our cases. Again we find huge sums being 
generated by these cases and some tragic stories of the 
old, the vulnerable and the weak being bilked out of 
their life’s savings. Over the years, FINTRAC has helped 
by supplying valuable financial intelligence tracking the 
criminal proceeds, notably in cross-border cases jointly 
investigated by Canadian and U.S. law enforcement. 


SAMPLE CASE 1 


A Canadian police unit investigating a series of 
mortgage frauds provided FINTRAC with a voluntary 
information record identifying three individuals and 
two entities suspected of criminal involvement. In each 
case, a house would be sold and then immediately 
resold, sometimes within minutes, at an inflated price. 
Banks issued mortgages to fictitious buyers based on 
the inflated prices, and then were left holding the 
inflated mortgages. The profit was the difference 
between the funds needed to close the first sale, 

and the mortgage for the second. 


FINTRAC was able to uncover four additional individuals, 
one of whom was sentenced to three and a half years in 
prison for his role in the scheme, which involved fraud 
totalling $3 million. 


SAMPLE CASE 2 


In this particular scheme, victims were recruited as 
“company representatives” to collect funds from overseas 
customers from whom they received cheques, which 
they then deposited in their own accounts. They then 
wired 90% of the cheques’ value to accounts in another 
country, keeping the remaining 10% as a commission. 
The cheques were then found to be counterfeit, and the 
victims became liable for repayment of these funds to 
the banks. 


A voluntary information record from law enforcement 
identified a network of suspected individuals and 
businesses. Our analysis uncovered an additional seven 
individuals suspected of being involved, almost all of 
them located in the country to which the money was 
wired. During a period of just over two and a half years 
almost $2.5 million and US$1 million had found its 

way there. 


In this case, we were able to play a key role by providing 
valuable information to the FIU of that country, as well 
as to law enforcement agencies, which are still 
investigating the suspects. 


THREATS TO NATIONAL SECURITY 


As the Canadian Security Intelligence Service has 
reported, espionage has not gone away and in some 
cases has increased. When CSIS supplies us with records, 
we step in to track funds, identify previously unknown 
suspects, and sometimes, prove initial leads groundless. 


SAMPLE CASE 


In this case, voluntary information we received 
identified individuals suspected of being involved in 
espionage activities under the direction of a foreign 
government. These individuals were suspected of 
circumventing Canadian export controls, through 
companies operated in Canada and abroad. 

The individuals were shipping restricted materials 
in a manner designed to avoid detection and 
circumvent applicable laws. 


Analysis of FINTRAC’s data holdings revealed a number 
of suspicious financial transactions associated with the 
individuals and companies. Additional companies 
identified by FINTRAC were also suspected to be 
associated to the same network. Some transactions, 
reported in electronic funds transfer reports involved 
monthly or bi-monthly electronic funds transfers. 


These had been ordered, through local banks, from a 
company located in the foreign country, to one of the 
companies in Canada reported to be involved in the 
purchase of industrial machinery. The funds received 
from the foreign country would normally be transferred 
within a few days to various business accounts held in 
different financial institutions in Canada. Many electronic 
funds transfers passed between the same Canadian 
company and a number of other companies located in 
the same foreign country. Between 2002 and 2007, the 
transactions amounted, in total, to over $35 million. 
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AUTOMATED DETECTION 
OF SUSPICIOUS TRANSACTIONS 


The Centre has expended countless hours developing 
its own automated tools to detect patterns in suspicious 
transactions. These tools have the power to sift through 
millions of records in our database to extract likely cases 
for our analysts to pursue. 


One such automated pattern search revealed a series of 

large cash transaction reports linked to an individual who 
had purchased casino chips worth more than $7 million 

in just over a year. In the same period the individual had 

deposited more than $3 million into a personal account. 
FINTRAC’s disclosure to law enforcement of the information 
flagged by this technology proved to be the sole indication 
of this individual’s suspicious activities. 


“CFSEU-BC has frequently used FINTRAC 
disclosures in affidavits to support grounds 
for court-ordered investigational assistance; 
they have been particularly helpful to verify 
information and evidence gathered from other 
sources, and in the identification of assets held 
by nominees. Frequently the historical nature of 
these disclosures has provided investigational 
opportunities that were not considered by 
investigators engaged in the immediate and 
pressing needs of complex projects. 


FINTRAC disclosures have been an invaluable 
summary tool [in training that the CFSEU-BC 
provides to other investigative teams and 
police units], as demonstrative of where 
financial crime investigations need to focus. 
Additional investigations could be launched 
and significantly advanced, where the resources 
and expertise of the recipient police units were 
matched to the information being provided 

by FINTRAC disclosures.” 


—Combined Forces Special Enforcement Unit, 
British Columbia 


FINTRAC 


2008 ANNUAL REPORT 


= =WORKING IN PARTNERSHIP 


As well as the myriad money laundering and terrorism 
operations already in existence throughout the world, there 
are always more that are ready to spring into being when a 
window of opportunity appears. FINTRAC and its partners 
have always recognized that the best defence springs from 
the strongest possible association among the forces and 
agencies opposing these operations. We are, of course, 
constantly working to strengthen these associations. 


Reporting Entities 

Financial intermediaries and others subject to the 
requirements of the PCMLTFA are always on the front 
lines of the effort to detect and deter money laundering 
and terrorist financing activities. Our close partnership 
with these reporting entities is, therefore, of the highest 
priority. They must have all the information, tools and 
advice they need to fulfill their obligations, and we must 
ensure that they have it. This has been particularly 
important in the past year as various Bill C-25 changes 
have taken effect, and it will remain so as we complete 
implementation of the new provisions in 2008-09. 


ASSISTANCE AND OUTREACH 


In the past year, because of the ongoing implementation 
of Bill C-25, we focused on preparing for the new systems 
of reporting, record keeping, and client identification. 
We delivered over 370 presentations and seminars to 
reporting entities, reaching over 18,000 people. Included 
were 24 information sessions on the new requirements 
of the PCMLTFA in 10 cities across the country. 


We also published a significant amount of new and 
updated guidance materials, including guidelines that 
detail the unique legislative requirements of the eight 
different business sectors subject to the Act and 
industry-specific information sheets that summarize 
the changes. 


We modified the toll free service already available to 
reporting entities to provide them with direct and 
timely access to our regional officers for information on 
questions they might have about complying with the 
law. As well, the content of our Web site was updated 
and streamlined and now supports additional types 

of software and operating systems. The site is now 
more responsive to the needs of reporting entities and 
other users. 


A great amount of effort was directed at the preparation 
for the June 23, 2008 implementation of Bill C-25 
amendments requiring all money service businesses 
(MSBs) to be registered with FINTRAC. In the course of 
the year, we prepared and sent out an information 
pamphlet to all known MSBs, and we also distributed the 
pamphlet at public information sessions. A new Web site 
was built to provide MSBs with registration information. 


DATA QUALITY, 
TIMING AND VOLUME MONITORING 


This year, FINTRAC received a total of 21,626,007 reports 
across all reporting sectors. The financial transaction 
reports we receive from reporting entities are now fully 
monitored by our electronic systems for data quality, 
and we are developing procedures to monitor timing 
and volume. 


RISK ASSESSMENT 

Our compliance approach focuses on those reporting 
entities and sectors at the greatest risk of not complying 
with their legal obligations. We intensified our 
collaboration with international partners, such as 
Australia, the United Kingdom and the United States to 
share our most effective compliance practices, 
particularly those related to risk assessment. This year, 
FINTRAC and Statistics Canada collaborated on a project 
designed to enhance our risk assessment model. 
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QUESTIONNAIRES AND EXAMINATIONS 


Our questionnaires remain a key tool for assessing how 
well our reporting entities are complying with the law, 
and in 2007-08, more than 6,000 were sent out for 
response, including the recently introduced 
questionnaire for the life insurance sector. We 
conducted a total of 277 examinations during the fiscal 
year, and the national and provincial regulatory 
agencies with which we have memoranda of 
understanding (MOU) conducted 257 examinations 

for their respective sectors. 


We disclosed five cases of suspected non-compliance to 
law enforcement for investigation and prosecution. 


REPORTS RECEIVED BY FISCAL YEAR AND TYPE 
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LOOKING AHEAD 


From early days, our risk-based compliance program 
has included awareness activities, the monitoring of 
data quality, compliance questionnaires and 
examinations, as well as remedial action when we 
detect non-compliance. 


With Bill C-25, we have extended existing client identification, 


monitoring and record keeping requirements for 
reporting entities. In addition, FINTRAC is responsible 
for administering the new money services businesses 
registry, created as a result of amendments that came 
into force on June 23, 2008. The coming year will see 
the remaining systems and administrative arrangements 
put in place, the main piece being the administrative 
money penalties regime. As well, four additional 
business and professional sectors will fall within the 
ambit of the legislation and regulations. 


From the scope and complexity of these new requirements, 
it follows that we must intensify our outreach activities 
to reporting entities. Equally, we must increase the 
number of compliance examinations, and we must then 
follow up these examinations by providing reporting 
entities with substantial feedback. 


Internationally, we will continue to work with foreign 
countries to exchange compliance-related information 
and share compliance best practices. Domestically, we 
will ensure that law enforcement agencies understand and 
respond appropriately to our non-compliance disclosures. 


Compliance with the legislation lies at the heart of our 
effectiveness. Every compliance activity, from report 
filing to non-compliance disclosures, supports the 
AML/ATF regime. As part of an essential continuum, 
compliance is the key to creating an increasingly hostile 
environment for criminals who would use Canadian 
financial instruments and Canadian institutions to 
legitimize their illicit funds, or to channel money 
destined to create terror. 
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What Are Reporting Entities? 


Reporting entities are those persons and organizations covered under Part | of the PCMLTFA who 
are required to meet a number of obligations, principally to: 


Implement a compliance regime 
Keep records of financial transactions 
Identify clients and determine the third parties involved in relevant transactions 


Report certain financial transactions to FINTRAC 


Who Must Report 


- Financial entities of all types (banks, credit unions, caisses populaires, etc.) 
Life insurance companies, brokers and agents 
Securities dealers (including portfolio managers and provincially authorized investment counsellors) 


Money services businesses (including foreign exchange dealers and alternative remittance systems, 
such as Hawala, etc.) 


Agents of the Crown that sell or redeem money orders 


Accountants/accounting firms and real estate brokers/sales representatives involved in certain client-related 
activities such as receiving or paying funds on behalf of a client 


Casinos (except some temporary charity casinos) 


What Is Reported 


- Suspicious transactions related either to money laundering or to terrorist activity financing regardless of 
dollar value, as well as suspicious attempted transactions (since June 2008) 


The existence of terrorist property in their possession or control, or information about a transaction or 
proposed transaction in respect of such property 


International electronic funds transfers involving $10,000 or more 
Large cash transactions of $10,000 or more 


Cross-border movements of $10,000 or more in currency or monetary instruments 
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Domestic Partners 


FINTRAC continues to nurture and advance 
relationships with many departments, agencies, 

law enforcement bodies, the intelligence community, 
and other stakeholder or regulatory groups. 

We participate in, and learn from, meetings and 
conferences, and we are often able to clarify our roles, 
responsibilities and priorities. We also advance the Centre's 
policy framework in order to ensure that we continue to 
align our priorities with those of the Government of 
Canada and of our partners in the AML/ATF regime. 


Working with our partners, we continue to promote the 
sharing of information, and to gain access to databases 
maintained by the federal or provincial governments 
for law enforcement or security reasons, as allowed for 
in the PCMLTFA. 


During this fiscal year, FINTRAC participated in various 
interdepartmental forums such as the Public/Private 
Sector Advisory Committee and the National 
Coordinating Committee on Organized Crime. 


We have been, and continue to be, involved in external 
reviews and discussions with partners. For example, 

we participated in the Commission of Inquiry into the 
Investigation of the Bombing of Air India Flight 182 

and the Public Safety and Anti-Terrorism Review, and 
continue to contribute to the Government's response to 
recommendations that relate to the Centre's activities. 
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The Centre also works to keep Canadians informed of 
the results accomplished on their behalf, through work 
on documents for Parliament, such as the Report on 
Plans and Priorities and the Departmental Performance 
Report, or through specific reporting and planning 
requirements such as the Strategic Review and the 
Management Accountability Framework. 


“Lam very pleased to report that there was 
absolute unanimity amongst all six 
participants that the FINTRAC Compliance 
[Training] Program was an exceedingly 
beneficial and productive exercise for us all... 
[We] were left with a greater understanding 
and an in-depth working knowledge of the 
area of AML/CFT Compliance, and importantly, 
how to go about ensuring proper compliance. 
FINTRAC should therefore indeed be very proud 
of the exemplary training module that it has 
developed, which sets out practices which can 
be adopted internationally.” 


—Sharda Sinanan-Bollers, 
then Director of the St. Vincent and 
Grenadines Financial Intelligence Unit 
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International Partners 


Internationally, we have three principal goals. And all 

of these, to some extent, depend on the relationship 
between us and our international partners. The first is to 
contribute, as a world-leading FIU, to the development 
of improved standards, policies and measures to 
enhance anti-money laundering / counter-terrorist 
financing (AML/CTF) regimes in key areas around the 
world. The second is to make sure that legal instruments 
are in place to support the exchange of information, 
and the third is to enhance, where appropriate, 

the capabilities of FlUs. 


During this fiscal year, the Centre contributed to a 
number of international typologies exercises designed 
to assist in the development of AML/CTF policies and 
measures, and spearheaded by the World Bank, the FATF 
and other FIUs. Canada and Denmark jointly led a FATF 
typology exercise on proliferation financing. 

FINTRAC made a significant contribution, which 
included case examples and making a presentation 

at an expert meeting held in November 2007. 


As well, FINTRAC was part of the interdepartmental 
group, led by the Department of Finance, which worked 
on Canada’s Financial Action Task Force (FATF) mutual 
evaluation. The FATF report on the mutual evaluation 
was released in March 2008. 


EGMONT GROUP SECRETARIAT 

FINTRAC strongly supported the establishment in 
Toronto of the permanent secretariat for the Egmont 
Group, which became fully operational on October 31, 
2007. Its placement in Canada underlines our national 
commitment to seeking global solutions to global 
problems. In itself, however, because of the significance 
of the Egmont Group to the network of FIUs, its decision 
to formalize its organization is a powerful weapon 
against money laundering and terrorism financing. 
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NORTH AMERICAN PARTNERS 


During the 2007-08 fiscal year, we increased and 
improved our collaboration with our North American 
counterparts, FinCEN (United States) and UIFMEX 
(Mexico). Many meetings took place to discuss matters 
of mutual concern, such as IT systems, compliance and 
joint strategic analytical projects. 


OTHER PARTNERS 


There have been outreach visits with seven other MOU 
partners: France, Luxembourg, Bahamas, Cayman 
Islands, Netherlands, Barbados and Spain. These visits 
assist in cementing the operational relationships among 
us, as well as the effectiveness of our agreements. 


As well, we signed memoranda of understanding with 
two new FIU partners, Sweden and the island of St. Kitts 
and Nevis, allowing us to disclose tactical information. 


INTERNATIONAL TECHNICAL 
ASSISTANCE PROGRAM 


This year, we took our international technical assistance 
to anew level by developing international courses in 
compliance and analysis. These courses were delivered in 
collaboration with Foreign Affairs and International Trade 
Canada’s Counter-Terrorism Capacity Building program. 
Ten candidates from three Caribbean FIUs (St. Kitts and 
Nevis, St. Vincent and the Grenadines, and St. Lucia), 
attended the analysis course in March, 2008, and six 
people from St. Vincent and the Grenadines attended 
the compliance pilot in November 2007. Both courses 
received an enthusiastic response. 


It is encouraging to know that we have provided help to 
our partners in the international fight against illicit 
financial activities. In the coming year, we will continue 
to develop and offer training material for all FlUs, 

in collaboration international organizations such as 

the Egmont Group and the World Bank. 
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As FINTRAC grows and matures, we have to make 
adjustments along the way. Two key areas, technology 
and human resources management, have especially 
preoccupied us this year, with the increased workload to 
implement the considerable legislative changes brought 
on by Bill C-25. We saw our recruitment efforts intensify 
significantly to successfully meet the challenge. Our 
workforce increased to 329 employees. 


The Power of our Technology 


From the beginning, technology has played a key role 

in all aspects of FINTRAC’s operations. By doing all of the 
“heavy lifting” of sifting, sorting and assembling, 

our technology leaves analysts and compliance officers 
free to focus on the intellectual tasks of evaluating and 
drawing conclusions from the data. 


Annually, our powerful systems collect, capture, cleanse, 
and move 20 million reports into appropriate databases, 
all within two hours of receipt. Because of this, we have 
been able to cut down our use of paper files drastically, 
and we are saving immeasurable amounts of staff time. 
(Indeed, if we had to key in these reports manually, 

we would need another thousand employees.) We then 
scan these huge volumes of reports—using analytical 
tools designed specifically for FINTRAC’s unique 
requirements—and quickly zero in on patterns of 
possible suspicious transactions. 


WORKBENCHES 


In the last year, we have been developing a set of 
“workbenches” to make the work of our professionals 
even more efficient and productive. The Tactical Analysis 
Workbench, begun during the last fiscal year, integrates 
all our data and applications in one environment that 

is both easy to use and easy to navigate. 


The Strategic Analysis Workbench, new this fiscal year, 
stores all the intelligence we receive or produce. 

When complete, our tactical analysts will be able to 
use this to obtain coherent pictures of everything we 
know about entities or organizations, and our strategic 
analysts will use it to uncover trends and patterns that 
will help to shape our future activities. 


Work has also begun on the development of a 
Compliance Workbench. It will facilitate the input, 
searching and analysis of information about reporting 
entities and sectors, and facilitate the cycles of outreach 
and follow-up. It will encompass all the present functions 
of the Regional Operations and Compliance Directorate, 
as well as new functions, such as the money services 
business registration system and the administrative 
monetary penalties system. 


Human Resources 


To ensure the effective integration of new employees, 
we reintroduced our Corporate Orientation Program. 
We also continued our commitment to sound 
employer practices by investing in learning and 
development opportunities for employees and 
managers. Human Resources sponsored the participation 
of several employees in leadership and management 
development programs. 


Results matter and our performance management and 
rewarding excellence programs recognize the contributions 
of employees. We embrace a flexible human resources 
management model, which captures the best of core 
public service practices and blends innovative approaches 
from other sectors. By investing in our people and 
recognizing their contribution, we are well positioned 
for the challenges and opportunities associated with 
the increasing complexity and maturation of some 

of our functions and we can ensure that we have the 
best people to face the challenges ahead. This year, 

we recognized 14 individuals and 11 working groups 
through our Reward Excellence Program. 
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LOOKING AHEAD 


In the year ahead, we plan to develop further our data 
mining technologies and other tools, and we will direct 
more resources to the functions of strategic analysis. 
These will strengthen our ability to identify trends, 
typologies, patterns, and networks, and thus will 
support our tactical analysis and compliance operations. 


As well, we expect to have fully implemented and 
customized our Web-based human resources system in 
the next year. In addition, we will complete an update of 
the accountability profiles across the organization. 


We will also develop a human resources plan, including 
an official languages action plan, to help us address 
areas where there are opportunities for improvement. 
We will also support the development of FINTRAC’s new 
governance structure, especially in the areas of values 


and ethics, official languages, employment equity and 
organizational health. Together, all of these measures 
will ensure that our services remain efficient as the 
organization grows and will help reinforce the 
leadership capacity of our managers and leaders. 


Finally, to draw all these threads together and to chart 
a comprehensive map for the future, this year, we will 
develop a strategic plan looking out at the next three 
to five years. 


Budget Highlights 


A full version of FINTRAC’s financial statements will 

be available in the 2007-08 Departmental Performance 
Report published on the Treasury Board of Canada 
Secretariat Web site (www.tbs-sct.gc.ca). 


HISTORY OF FINTRAC’S BUDGET AND PROJECTIONS 


(Dollars in millions) 


2006-07 2007-08 2008-09 2009-10 


Salaries 197, 26.0 24.2 24.4 

Employee Benefit Plan 32 4.1 | 4.2 43 

Operations and Maintenance es 21.4 23.4 18.5 

Grants and Contributions 0.0 13 1.8 0.8 

Total Approved Budget 40.2 52.8 53.6 48.0 
Total Actual 39.4 51.1 - - 
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EM WHAT A FINTRAC CASE DISCLOSURE CONTAINS 


FINTRAC’s case disclosures consist of designated 
information that identifies individuals or entities 
and their transactions or attempted transactions. 
A disclosure can include any or all of the following: 


Name and address of the entity(ies) involved in 
the transaction(s); 


Name, address, electronic mail address and 
telephone number of each partner, director or 
officer of an entity involved in transactions or 
of an entity acting on their behalf; 


Name, address, telephone number and type of 
business where the transaction(s) occurred; 


Date and time of the transaction(s); 


Type and value of the transaction(s) including the 
amount and type of currency or monetary 
instruments involved; 


Transaction, transit and account number(s), as 
well as the type of account(s) involved; 


Name and address of all persons authorized to 
act in respect of the account (signing authority, 
power of attorney, etc.); 


Name of importer or exporter, in the case of importation 
or exportation of currency or monetary instruments; 


Name of any person or entity involved in 
importation or exportation transactions or any 
person or entity acting on their behalf; 


Name, address, telephone number and electronic 
mail address of person(s) involved in the transaction(s); 


Date of birth, citizenship, passport and record of 
landing or permanent resident card number of 
person(s) involved in the transaction(s); 


Telephone number and electronic mail address of 
any entities involved in transactions or any person 
or entity acting on their behalf; 


The fact that any persons or entities involved in 
transactions or a person or entity acting on their 
behalf have relevant criminal records or have had 
any relevant criminal charges laid against them; 


« Relationships suspected on reasonable grounds to 
exist between any persons or entities suspected on 
reasonable grounds to be involved in transactions 
or persons or entities acting on their behalf and 
any other persons or entities; 


- The fact that any persons or entities involved in 
transactions or persons or entities acting on their 
behalf have a financial interest in the entity on 
whose behalf the transaction was made; 


« Name of the person who FINTRAC suspects on 
reasonable grounds of directing the suspected 
money laundering or terrorist financing; 


« Grounds on which a person or entity made a 
suspicious transaction report when found relevant 
by FINTRAC; 


- Number and types of reports on which a 
disclosure is based; 


« Number and categories of persons or entities 
that made the reports; 


« Indicators relied upon by FINTRAC to justify 
a disclosure; and 


+ Publicly available information. 


Law enforcement or CSIS may seek to obtain FINTRAC’s 
full case analysis by means of a production order 
granted by a court. Under Bill C-25, the Canada Revenue 
Agency can now seek a production order as well, but 
only in relation to an investigation relevant to a 
disclosure previously made to the CRA. 


GLOSSARY 


Canada Border Services Agency (CBSA) 


A federal government agency responsible for 
providing integrated border services that support 
national security priorities and facilitate the free flow 
of persons and goods, including animals and plants, 
which meet all requirements under the program legislation. 
www.cbsa-asfc.gc.ca 


Canada Revenue Agency (CRA) 


A federal government agency that administers tax 
laws for the Government of Canada and for most 
provinces and territories, as well as various social and 
economic benefit and incentive programs delivered 
through the tax system. www.cra-arc.gc.ca 


Canadian Security Intelligence Service (CSIS) 


Canada’s national security agency that has the 
mandate to investigate and report on threats to 
the security of Canada. www.csis-scrs.gc.ca 


Communications Security Establishment (CSE) 


A federal government agency responsible for 
providing foreign signals intelligence in support 

of defence and foreign policy, and for the protection 
of electronic information and communication. 
www.cse-cst.gc.ca 


Cross-Border Currency Report (CBCR) 


A report that must be filed with the CBSA by a person 
entering or leaving Canada advising that the person is 
carrying large sums of currency or monetary instruments 
($10,000 or more), or by a person mailing or sending 
such large sums into or out of Canada. 
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Cross-Border Seizure Report (CBSR) 


A report filed with FINTRAC by a CBSA officer 
who seizes cash or monetary instruments for 
which reporting obligations were not met. 


Egmont Group of Financial Intelligence Units 


An international organization of over 100 FIUs, 
founded in 1995, whose members find ways to 
cooperate and share expertise, especially in the areas 
of information exchange, training and information 
technology. www.egmontgroup.org 


Electronic Funds Transfer Report (EFTR) 


A report that certain reporting entities must file with 
FINTRAC in respect of a transmission of instructions 
for the transfer of $10,000 or more out of or into 
Canada in a single transaction or in two or more 
transactions totalling $10,000 or more that it knows 
were made within 24 consecutive hours of each other 
by or on behalf of the same individual or entity, 
through any electronic, magnetic or optical device, 
telephone instrument or computer. 


Financial Action Task Force (FATF) 


An inter-governmental body, established by the G-7 
Summit in 1989, whose purpose is the development 
and promotion of policies, both at national and 
international levels, to combat money laundering 
and terrorist activity financing. www.fatf-gafi.org 
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Financial Intelligence Unit (FIU) 


A national governmental agency established to combat 
money laundering and terrorist activity financing. 
FlUs fulfill this function by collecting reports on 
financial transactions and other information for the 
purpose of analyzing and disclosing intelligence 
concerning suspected proceeds of crime or potential 
financing of terrorist activity. 


Large Cash Transaction Report (LCTR) 


A report that a reporting entity must file with FINTRAC 
when it receives $10,000 or more in cash in the course 
of a single transaction; or when it receives two or 
more cash amounts totalling $10,000 or more that it 
knows were made within 24 consecutive hours of each 
other by or on behalf of the same individual or entity. 


Memorandum of Understanding (MOU) 


A document that outlines each party's roles and 
responsibilities with regard to the disclosure 
of information. 


National Coordinating Committee 
on Organized Crime 


A federal group composed of law enforcement 
agencies and federal, provincial and territorial policy 
makers. The Committee determines national policy 
priorities and assesses emerging concerns in the area 
of organized crime. 


Proceeds of Crime (Money Laundering) and 
Terrorist Financing Act (PCMLTFA) 


This statute establishes FINTRAC to collect, analyze, 
assess and disclose financial information with respect 
to money laundering and terrorist activity financing. 
Other parts of the Act require financial institutions 
and intermediaries to take prescribed customer due 
diligence, record keeping, transaction reporting and 
compliance program requirements and establish 
Canada’s cross-border currency reporting system. 
Originally enacted as the Proceeds of Crime (Money 
Laundering) Act in June 2000, it was amended in 
December 2001, to add combating terrorist activity 
financing to FINTRAC’s mandate. In December 2006, 
the Act was substantially amended to bring it in line 
with international standards by expanding its 
coverage, strengthening its deterrence provisions and 
broadening the range of information that FINTRAC 
may include in its financial intelligence disclosures. 


Reporting Entities 


Individuals or entities that must report suspicious 
and certain other transactions to FINTRAC. 
Reporting entities include the following: 


- Financial entities of all types (banks, credit unions, 
caisses populaires, etc.) 


- Life insurance companies, brokers and agents 


Securities dealers (including portfolio managers 
and provincially authorized investment counsellors) 


- Money services businesses (including foreign 
exchange dealers and alternative remittance 
systems, such as Hawala, etc.) 


Agents of the Crown that sell or redeem 
money orders 


+ Accountants/accounting firms and real estate 
brokers/sales representatives involved in certain 
client-related activities such as receiving or paying 
funds on behalf of a client 


* Casinos (except some temporary charity casinos) 


Royal Canadian Mounted Police (RCMP) 


Canada’s national police force. www.remp-grc.gc.ca 


Stages in the Money Laundering Process 


There are three recognized stages in the money 
laundering process: 


- Placement involves placing the proceeds of 
crime in the financial system. 

- Layering involves converting the proceeds of 
crime into another form and creating complex 
layers of financial transactions to disguise the 
audit trail and the source and ownership of funds. 
This stage may involve transactions such as the 
buying and selling of stocks, commodities 
or property. 

+ Integration involves placing the laundered 
proceeds back in the economy to create the 
perception of legitimacy. 


Suspicious Transaction Report (STR) 


A report that a reporting entity must file with FINTRAC 


in respect of a financial transaction that occurs or is 
attempted in the course of its activities and for which 
there are reasonable grounds to suspect that the 


transaction is related to the commission or attempted 


commision of a money laundering or terrorist activity 
financing offence. 
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Terrorist Property Report (TPR) 


A report that a reporting entity must file with FINTRAC 
when it has in its possession or control property that 
it knows is owned or controlled by or on behalf of a 
terrorist group. This includes information about any 
transaction or proposed transaction relating to that 
property. This report is triggered by a requirement in 
the Criminal Code that requires the reporting of such 
information to the RCMP and CSIS. 


Voluntary Information Record (VIR) 


A record of information voluntarily submitted to 
FINTRAC about suspicions of money laundering or 
of the financing of terrorist activities. 


Contact Information 


FINTRAC 

24" Floor, 234 Laurier Avenue West 
Ottawa, Ontario K1P 1H7 

Canada 


Telephone: 1-866-346-8722 (toll free) 
Facsimile: 613-943-7931 


Email: guidelines-lignesdirectrices@fintrac-canafe.gc.ca 


www.fintrac-canafe.gc.ca 
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